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HEARING ON PROMOTING THE ADOPTION
AND USE OF HEALTH INFORMATION
TECHNOLOGY

THURSDAY, JULY 24, 2008

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,
SUBCOMMITTEE ON HEALTH,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:05 a.m. in room
1100, Longworth House Office Building, Hon. Fortney Pete Stark
(Chairman of the Subcommittee) presiding.

[The advisory announcing the hearing follows:]
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FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON HEALTH

FOR IMMEDIATE RELEASE CONTACT: (202) 225-3943
July 17, 2008
HI 28

Hearing on Promoting the Adoption and Use of
Health Information Technology

House Ways and Means Health Subcommittee Chairman Pete Stark (D—CA) an-
nounced today that the Subcommittee on Health will hold a hearing on promoting
health information technology. The hearing will take place at 10:00 a.m. on
Thursday, July 24, 2008, in the main committee hearing room, 1100 Long-
worth House Office Building.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be from invited witnesses only. However, any individual or organization
not scheduled for an oral appearance may submit a written statement for consider-
ation by the Committee and for inclusion in the printed record of the hearing.

BACKGROUND:

Adoption and use of comprehensive, fully interoperable health information tech-
nology (IT) can be a critical tool in efforts to improve clinical outcomes and reduce
costs in the health care system. The Congressional Budget Office said in a recent
report, “Health information technology has the potential to significantly increase the
efficiency of the health care sector. . . . It could also improve the quality of health
care and, ultimately, the outcomes of that care for patients.”! In purely financial
terms, the RAND Corporation estimates that widespread adoption of health IT has
the potential to reduce system-wide health care spending by up to $80 billion annu-
ally.2 At the same time, health IT could improve clinical outcomes by preventing
medical errors, improving the practice of evidenced-based medicine, reducing dis-
parities in the delivery of care, eliminating redundant tests and procedures, and
generating data for health care research.

But these potential benefits come with a cost. Studies indicate that the total in-
vestment needed to achieve a nation-wide health IT network could be more than
$100 billion.3

Though the United States has consistently been a leader in the field of informa-
tion technology, this country lags 5 to 15 years behind countries like Australia, Can-
ada, Germany, Norway and Great Britain in terms of the dissemination and use of
interoperable health IT systems.* The time has come for the American health care
system to get serious about fully utilizing this important tool.

Key issues to be discussed include: (1) the potential costs and benefits associated
with the adoption of health IT, (2) options to ensure adoption through effective in-
centives, (3) ensuring that incentives are tied to systems that are fully interoperable
and have necessary clinical capabilities, and 4) protecting patient privacy and the
security of health information.

L http://www.cbo.gov/ftpdocs/91xx/doc9168/05-20-HealthIT.pdf.

2 http:/www.rand.org/pubs/monographs/2005/RAND MG410.pdf.

3Kaushal and others “The Costs of a National Health Information Network” Annals of Inter-
nal Medicine 2005. Walker and others “The Value of Health Care Information Exchange” Health
Affairs 2005.

4 Anderson, Frogner, Johns and Reinhardt, “Health Care Spending and Use of Information
Technology in OECD Countries” Health Affairs 2006.



In announcing the hearing Chairman Stark said, “In many ways America has
the most advanced health care system in the world. But the way medical
records are stored and transferred in this country is right out of the 19th
Century. If we create a system where an emergency doctor in St. Louis has
instant access to the medical records of a patient who lives in Oakland, we
will dramatically improve the quality of care while simultaneously reduc-
ing costs. It’s a win-win situation. But the lack of progress to date shows
the need for strong federal leadership and real investment in order to real-
ize those benefits.”

FOCUS OF THE HEARING:

The hearing will focus on options to encourage the adoption and use of a secure,
clinically comprehensive, and fully interoperable health information technology sys-
tem.

DETAILS FOR SUBMISSION OF WRITTEN COMMENTS:

Please Note: Any person(s) and/or organization(s) wishing to submit for the hear-
ing record must follow the appropriate link on the hearing page of the Committee
website and complete the informational forms. From the Committee homepage,
hitp:/ [waysandmeans.house.gov, select “110th Congress” from the menu entitled,
“Committee Hearings” (http:/ /waysandmeans.house.gov /| Hearings.asp?congress=18).
Select the hearing for which you would like to submit, and click on the link entitled,
“Click here to provide a submission for the record.” Follow the online instructions,
completing all informational forms and clicking “submit”. Attach your submission as
a Word or WordPerfect document, in compliance with the formatting requirements
listed below, by close of business Thursday, August 7, 2008. Finally, please note
that due to the change in House mail policy, the U.S. Capitol Police will refuse
sealed-package deliveries to all House Office Buildings. For questions, or if you en-
counter technical problems, please call (202) 225-1721.

FORMATTING REQUIREMENTS:

The Committee relies on electronic submissions for printing the official hearing record. As al-
ways, submissions will be included in the record according to the discretion of the Committee.
The Committee will not alter the content of your submission, but we reserve the right to format
it according to our guidelines. Any submission provided to the Committee by a witness, any sup-
plementary materials submitted for the printed record, and any written comments in response
to a request for written comments must conform to the guidelines listed below. Any submission
or supplementary item not in compliance with these guidelines will not be printed, but will be
maintained in the Committee files for review and use by the Committee.

1. All submissions and supplementary materials must be provided in Word or WordPerfect
format and MUST NOT exceed a total of 10 pages, including attachments. Witnesses and sub-
mitters are advised that the Committee relies on electronic submissions for printing the official
hearing record.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. All submissions must include a list of all clients, persons, and/or organizations on whose
behalf the witness appears. A supplemental sheet must accompany each submission listing the
name, company, address, telephone and fax numbers of each witness.

Note: All Committee advisories and news releases are available on the World
Wide Web at Attp://waysandmeans.house.gov.

The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call 202—-225-1721 or 202-226—
3411 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.
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Chairman STARK. If our guests could find a seat, then we will begin the hearing
today to discuss the importance of electronic medical records, and the need to pro-
mote their adoption and use by the medical community.

There is little doubt that the U.S. health care system is among the most advanced
in the world, in terms of diagnosing and treating disease. But when it comes to med-
ical records, we are stuck in the 19th century. This IT shortfall hampers our ability
to provide the best care when people are ill.

In my former life, as near as I can remember, when I was banker I helped to cre-
ate the way financial information was stored and electronically transmitted for cred-
it cards in this country. You can go to virtually any ATM in the country and in-
stantly withdraw money or, as I do, get notice that I am overdrawn, and I can de-
posit money in a different bank, or see certain account information. This technology
now allows me to receive and pay bills online. We still can’t do the same with our
medical records.

I am not in the habit of using props, but one of the members of our staff gave
me a copy of 2 years—this is a young man behind me—2 years of his medical
records. This is it. It’s over 500 pages, weighs 5 pounds, and it cost more than $6
to ship it. Getting these records required our staff person to make several phone
calls to his doctor, pay a medical records company $127 to copy and print it. Yet,
this is the only way he could get his records from one physician to another, and
because they’re not stored electronically.

As 1 say, that is—it’s just a useful illustration of some of the problems that our
medical providers face in trying to do that. I would hate to look and go back start-
ing, I guess, in the Air Force, when I started getting medical records. I will bet mine
are a couple of feet high.

The widespread use of electronic medical records holds promise for increasing the
quality of health care and bringing down costs. EMR’s, electronic medical records,
by themselves may have little impact on the cost. But they would allow us to pro-
ceed with comparative effectiveness research, put emphasis on disease management
through primary care, and it has the potential to save our Nation’s health care sys-
tem billions—perhaps hundreds of billions—of dollars.

Despite its promise, we are years behind other countries in terms of getting doc-
tors, hospitals, other providers to use modern technology. In Germany, they began
an effort back in 1993. Canada started in 1997. Britain began its work in 2002.
These countries have also invested billions of dollars in government funds toward
developing their systems. By contrast, we are stuck in a rut.

We guess that perhaps 10 to 20 percent of the physicians in this country have
a meaningful electronic medical records system, and the adoption rates of hospitals
is probably not much better than 20 or 30 percent.

It wasn’t until 2004 that the Federal Government realized the need for leadership
on this issue, when President Bush said that every American should have an elec-
tronic medical record by 2014. By executive order, he established an office within
Health and Human Services to lead this effort.

While the President and I happen to agree on this important issue—and we don’t
agree on much—I would point out that Health and Human Services has moved rath-
er slowly since the President’s request. The Agency seems more concerned with the
vendors and other entrenched interests than in getting the job done. The lack of
progress to date is why we have called this hearing, and it is why we will introduce
legislation designed to promote—and I want to underline promote—the adoption
and use of electronic medical records while protecting patient privacy. I would just
like to emphasize that.

This should not be seen as an effort to slow down other commendable legislative
efforts in this area. The opposite is true. Our bill would be designed to speed up
the development of electronic medical record technology, covering three major
points: to ensure that the Federal Government continues to promote development
of a comprehensive, fully interoperable electronic medical records system; provide
meaningful financial incentives through the Medicare Program that will, hopefully,
overcome barriers to adoption; and take the necessary steps to protect the security
and privacy of patient records, by giving individuals the right and ability to sue for
damages when their records are breached.

We can continue this discussion after we have heard the testimony. I would like
to recognize Mr. Camp for comments that he would like to make.

Mr. CAMP. Well, thank you very much, Mr. Chairman. I want to thank all the
witnesses for being here.

Paper-based records are an expensive, antiquated relic from the last century.
Paper records harm patients, increase costs, and lead to lower quality care. For the
21st century, we need electronic health records.
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The question that needs to be answered is not whether we need to have better
health information technology. We all know the answer to that is a resounding yes.
The real and more difficult question is, how can we achieve that goal, and what role
iclhe lF}::A(}%ral Government should play in getting physicians and hospitals to adopt

ealt .

Should Congress provide physicians and hospitals with Federal subsidies to speed
adoption, or are there smarter approaches that we can pursue? Should the Federal
Government pick which information system wins the standard sweepstakes, or
should a public-private partnership establish an interoperability framework that
vendors would have to meet?

How can we ensure that patients’ privacy is protected, while making sure that
physicians have access to the medical data they need to make an informed decision?

I have introduced a bill that attempts to strike a balance between these competing
schools of thought. The Promoting Health Information Technology Act would estab-
lish a public-private entity to develop and recommend interoperability standards,
would increase the business depreciation expense to facilitate adoption, and allow
hospitals and group practices to provide needed software to physicians, and protect
the HIPAA privacy standard, and commissions a study to determine whether extra
protections might be needed.

This approach will speed the adoption of workable electronic health records that
will enable physicians and hospitals to provide better value to their patients. In ad-
dition, it will assist health care providers in avoiding unnecessary procedures, en-
couraging the timely utilization of preventative care, and empowering patients to
take a more active role in their own health care.

I think it is very important to hear what is happening in the private sector. Due
to the weather last night, Douglas Reding, a physician from the Marshfield Clinic
in Marshfield, Wisconsin, was unable to be here. He was going to be a part of the
panel, and was going to testify on that important aspect. We have agreed that this
testimony will become part of the record.

Chairman STARK. Without objection.

[The prepared statement of Mr. Reding follows:]

Prepared Statement of Douglas J. Reding, MD, MPH, FACP,
Vice President, Marshfield Clinic, Marshfield, Wisconsin

This testimony is presented on behalf of the physicians and staff of Marshfield
Clinic, who thank you for conducting this hearing on promoting the adoption and
use of health information technology. We appreciate the opportunity to share our
views regarding the potential for HIT to revolutionize health care and provide the
necessary decision support to incorporate evidence based decision making into clin-
ical care processes. We recognize that there is a large public and clinical education
gap that must be bridged for Congress to begin to address the quality and financial
challenges facing health care delivery. We appreciate the difficulty of the represen-
tational issues you must address.

This document will summarize the following: (1) After nearly 40 years of IT devel-
opment work and expenses approximating three to four percent of its annual budget
(currently at $950 million/year) Marshfield Clinic has completely converted to an
electronic record format and is paperless in all of its 43 facilities. (2) Marshfield
Clinic invested in the technology out of a conviction that the pace of scientific dis-
covery, the pressure for increased productivity, and the intellectual demands of the
practice of medicine vastly exceed any individual’s capacity for the timely processing
of all the pertinent clinical information about a patient, and the provision of state
of the art care. To provide anything less would compromise patient safety and care.
(3) While we see the expenses associated with the implementation of HIT as a nec-
essary part of the cost of doing business, the federal Medicare practice expense for-
mulas for reimbursing physicians for the cost of patient care have never adequately
covered the cost of providing services to Medicare patients, especially those costs as-
sociated with HIT, and this has had a limiting impact on the proliferation of HIT
throughout the medical community. (4) We have shown through participation in the
CMS Physician Group Practice Demonstration that our electronic medical record
and the associated databases empower our physicians and their staff to improve pa-
tient care outcomes and reduce costs to the Medicare program. (5) We recommend
that Congress provide incentives for the utilization of HIT and care management
systems that add value to patient care. At a minimum HIT must facilitate meeting
the Institute of Medicine’s aims for health care delivery assuring that care is safe,
timely, efficient, effective, patient centric and equitable.

Marshfield Clinic (the “Clinic”) is the largest private group medical practice in
Wisconsin and one of the largest in the United States. It is one of only a few large
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independent not-for-profit, tax-exempt medical clinics in the United States. The
Clinic is engaged in providing quality health care, health care education, and med-
ical research. The Clinic owns and operates outpatient clinical, educational, and re-
search facilities with its main clinical facilities and administrative offices located in
Marshfield, Wisconsin. The Clinic currently employs more than 780 physicians and
6500 additional staff. The Clinic has 42 regional centers in addition to the
Marshfield location and operates in 35 Wisconsin communities throughout Central,
Western, and Northern Wisconsin, which is a predominantly rural area. Marshfield
Clinic has developed and acquired sophisticated tools, technology, and other re-
sources that complement and support the population health management mission
and strategy of the Clinic. These include an electronic medical record, a data ware-
house, an immunization registry, and an epidemiological database that enable en-
hanced definitions of disease states, diagnoses or conditions, and cost analysis of
CPT level interventions. Marshfield Clinic’s 43 regional centers are linked by com-
mon information systems. With this infrastructure, the Clinic is presently publicly
reporting clinical outcomes, and providing physicians and staff quality improvement
tools to analyze their clinical and business processes, eliminate waste and unneces-
sary redundancies, and improve consistency while simultaneously reducing unneces-
sary costs. The Clinic’s largest facilities are adjacent to St. Joseph’s Hospital of
Marshfield, Inc., a 524 approved-bed acute care and teaching hospital, which is
owned and operated by Ministry Health Care, Inc., a tax-exempt organization,
headquartered in Milwaukee, Wisconsin.

We believe that health information technology has the potential to significantly
increase clinical care efficiency by reducing costs and increasing value (defined as
quality/cost) by enabling providers to manage information. To the extent that a pro-
vider can manage what he/she can measure, HIT enables performance measurement
and the improvement of patient care outcomes. In many, but not all avenues, im-
provement in patient care also leads to efficiencies and savings, primarily through
reductions in hospitalizations, readmissions, and the utilization of intensive serv-
ices.

For this reason we believe that the Federal Government should stimulate the
adoption, and utilization of HIT. As the Congressional Budget Office has recently
shown, 85 percent of Medicare expenditures are concentrated among 25 percent of
beneficiaries, and CMS has shown us that this population is predominantly individ-
uals who have four or more chronic conditions. We recommend that Congress should
initially subsidize the use of HIT through the Medicare program to promote rapid
assimilation of the skill sets that are associated with the management of chronic
disease. While the time factor associated with this cultural change in the practice
of medicine may be protracted, ultimately it may be appropriate for the Federal
Government to phase out the subsidies and impose penalties on providers who fail
to achieve defined standards of professionalism in their utilization of health
informatics resources.

Marshfield Clinic has long used information systems to facilitate care process re-
design for patients with chronic illnesses, and the organization expanded its efforts
after becoming a participant in the Center for Medicare and Medicaid Services
(CMS) Physician Group Practice (PGP) Demonstration project. As a result of these
expanded efforts, Marshfield Clinic enhanced access to care, reduced hospitaliza-
tions and costs, and became one of two PGP sites (out of 10 total) to earn a perform-
ance bonus from CMS in FY 2007. Results of the second year of the demonstration
are forthcoming in the next few weeks, but we are embargoed under CMS’ terms
and conditions of the demonstration from discussing the results. Leave it to say that
we are confident that care management works, and may be enhanced through HIT
applications.

Description of the Marshfield Clinic electronic medical record

Marshfield Clinic is unique in that is has developed its own electronic health
records and ancillary reporting systems over the last thirty years. The system,
called Cattails MD, was the first internally-developed system to gain CCHIT certifi-
lc{atioln last year, and has recently been made available for resale in the EHR mar-

etplace.

The clinic first implemented an EMR in 1985, and over time the practice has pro-
moted adoption of the full functionality of the system. Since 2003, Marshfield Clinic
has been deploying portable wireless tablet computers that led to a chartless med-
ical environment by the end of 2007. All physicians and their support staff now use
the tablet computers, which are linked to the Clinic’s sophisticated electronic med-
ical record. With wireless computers, providers can instantly access confidential
medical history, radiology reports and images, test results and expert opinions. They
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can take notes, enter orders and write prescriptions electronically. Our physicians
say that their practice is much more organized and efficient with the use of the tab-
let. It brings what previously was only available at our desktop into the exam room.

Our physicians can track blood pressure readings and lab results on tablet com-
puters and check which preventive screenings, such as mammography or
colonoscopy, are due. They can show their patients diagrams or streaming video of
procedures they may undergo.

Storing, retrieving and updating paper charts is time-consuming and costly. Exam
room access to electronic records enhances patient security, reduces errors and
eliminates duplicate tests, all of which allows us to provide better care. We estimate
that the elimination of pulling paper charts alone has resulted in a $7 million sav-
ings annually. Patient medical records are accessible to those who need to know
throughout the Marshfield Clinic system, and will be available at the Clinic’s affili-
ated hospitals.

Providers can instantly print out patient educational materials rather than leav-
ing the exam room to search for information. When a provider can take the time
to educate patients about diseases, risk factors and recommendations to improve
their health, patients are more likely to comply. The ability to quickly get informa-
tion clearly improves the quality of the patient visit.

Imagine your elderly mother has chest pain in the middle of the night. You bring
her to the emergency department of your hospital. She can’t remember the medica-
tions she takes. If she is a Marshfield Clinic patient her medical record is instantly
available to the emergency room physician caring for her. Her medications, aller-
gies, X-rays, electrocardiogram and notes from past medical exams are available
electronically. The physician has instant access through a wireless computer tablet
linked to Marshfield Clinic’s sophisticated, integrated electronic medical record.

If your mother needs additional diagnostic tests, referral to a Marshfield Clinic
specialist, or a follow-up visit with her family physician, she has access to all of
those services at our Regional Medical Centers. Details of her emergency room visit
will be available immediately to all of the providers on campus and throughout the
Marshfield Clinic System. This promotes communication about her condition, and
minimizes the need to repeat studies.

In order to assist with our quality performance, the Clinic developed a comprehen-
sive package of initiatives that leverage the electronic technologies to redesign care
for chronically ill patients, to identify improvement opportunities, collect needed in-
formation at the point of care, and report performance back to physicians.

For example, our PreServ (Preventive Services) System is able to alert physicians
when preventative services are due for a patient during a visit with a primary care
manager. In PreServ, the EMR generates a preventive services (PRESERV) list on
the dashboard of each electronic patient record. This box compares the patient’s clin-
ical profile with evidence-based clinical practice guidelines formed from a number
of sources including the ADA and input from endocrinologists at Marshfield, and
highlights (in red) gaps in care related to preventive services, immunizations, rou-
tine screening, and diabetes care needs; eventually, this functionality will be ex-
panded to cover additional disease states. The system prompts the physician to pro-
vide or schedule needed preventive services during the patient visit. In contrast to
disease-specific programs and care registries, this list allows physicians to
proactively plan and coordinate needed preventive, screening, treatment, moni-
toring, and education across a spectrum of diseases for each individual patient.

Our EMR also includes a system for flagging high-priority patients. A “hier-
archical defect recovery list,” which acts as a safety net, includes high-risk patients
with multiple chronic conditions that are in need of immediate attention. High-risk
patients with serious gaps in care (e.g., diabetes patients who have not made ap-
pointments for annual eye and foot examinations and whose hemoglobin Alc level
is above goal) appear at the top of the list; physicians and staff use this list to work
with the patient to provide or schedule needed care immediately. When a diabetic
patient visits a physician for example, he or she is notified of the need to conduct
a foot exam. Physicians are then provided “Clinical Storyboards” showing their per-
formance with selected quality measures such as foot exam compliance. Since start-
ing to measure and report these key quality areas, we have seen increases in per-
centage of patients at goals, that are specified in public reporting and efforts such
as the PGP Demo, for key areas such as hypertension, diabetes, congestive heart
failure, and coronary artery disease.

We have also implemented an anticoagulation care management system. All pa-
tients who take the drug, Warfarin, which is a high-risk medication with a narrow
therapeutic threshold, are managed under a single set of protocols. Under this
nurse-managed, physician-directed telephonic management program, nurses place
outbound calls to patients to discuss their anticoagulation management and check
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on their general health. As needed, nurses adjust dosing based on written protocols
and enter updates into the EMR.

The Clinic has also implemented electronic prescribing to enhance safety. Physi-
cians use tablet PCs for electronic prescribing, with prescriptions printed by com-
puter, thus reducing the potential for medication errors.

We have implemented a 24-hour nurse line. Patients have access to a 24-hour
telephone number staffed by nurses. Nurses listen to the patient’s concerns, refer
to the EMR for background data and care plan, offer advice, and triage patients for
physician appointments using physician-approved guidelines. An automated e-mail
system notifies physicians whose patients have called the nurseline and provides a
hyperlink to the patient’s medical record.

The Clinic is also utilizing the system to facilitate ongoing quality improvement
efforts including continuing medical education, online provision of care guidelines,
feedback and education by quality improvement medical directors and clinical nurse
specialists, and sharing of comparative data on performance and best practices. The
EMR facilitates many of these efforts by allowing physicians to collect data on qual-
ity thereby providing timely, actionable feedback on individual performance.

A key component of the CMS demonstration project was to show an overall de-
crease 1n cost in comparison to other regional healthcare providers. Marshfield Clin-
ic was one of only two practices to accomplish this. One way we leveraged our infor-
mation systems to help reduce costs and hospitalizations was to identify patients
who are not well managed in one or more critical quality areas. To address this
problem Marshfield Clinic developed a software tool called “iList” (Intervention
List), which is used in primary care including Internal Medicine, Med-Peds and
Family Practice departments. iList originates from the electronic medical record and
provides a list by provider of patients who have one of three chronic illnesses—dia-
betes, heart failure or hypertension—and who do not meet all of their recommended
health goals. iList is a tracking tool intended to help providers identify and reach
out to patients who are overdue for services and are not meeting their quality of
care goals. iList proactively assures that our patients get the care they need to try
to help provide better control of their chronic medical conditions. Our physicians
and their assistants use iList to be sure patients, especially those with diabetes,
have lab work and follow-up visits when needed. In the past, patients might not
have understood they needed to come in more frequently because they have diabe-
tes. iList is a highly sophisticated reminder system, and can help physicians exam-
ine their practices realistically and take action to improve care where there may be
gaps. Our physicians have found that using it has been an eye-opener as far as put-
ting a face on those patients who could be slipping through the cracks. Physicians
are typically trained to take care of an individual patient and are not typically
trained in the management of populations of patients. Using tools such as iList have
allowed us to improve our performance on the quality metrics reported and more
importantly the health of our patients as evidenced by decreased hospitalizations in
some chronic conditions. For Marshfield Clinic to be competitive on the basis of re-
sults, we need to know what our results are. This helps bring results to a patient
level and lets us know where we stand on quality measures.

iList is not a registry. Patients who are on target for their health goals do not
appear on iList and it is not a registry of all of a provider’s patients or a listing
of all patients with a specific condition. Only patients who have not achieved a spe-
cific quality measure or who don’t have a future appointment will show up at any
given time, and once they meet their goals they are removed from the list. iList may
be viewed as being a subset of a registry, which would include all of a provider’s
patient population. The patients listed on iList are patients not on target for their
monitored quality health metrics.

Provider-approved protocols make iList unique. Key to understanding iList’s po-
tential, and part of what makes it different from other Information Systems tools,
is provider-approved protocols built to accompany the application. The step-by-step
written protocols—derived from evidence-based medicine in the Marshfield Clinic
guidelines for hypertension, heart failure and diabetes—delegate interventions and
actions to be carried out by medical assistants and other support staff.

The protocols may be used as part of a patient-specific plan of care from the pa-
tient’s primary care provider. With protocols providing direction, support staff may
review the list and initiate actions to help patients reach their goals. Per protocol,
for example, support staff may call a diabetic patient to schedule an overdue fasting
lipid panel or foot exam. This promotes a team-based approach in the patient care
process.

iList exclusions—Certain patients with chronic conditions may be excluded from
the iList application by the provider for reasons such as advanced age, terminal ill-
ness or contraindications to the usual care. This ability allows the iList application
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to individualize care for patients while considering population based measures for
quality.

Potential to track other conditions

Development of iList was hastened due to Marshfield Clinic’s participation in the
Centers for Medicare and Medicaid Services (CMS) Physician Group Practice Dem-
onstration project which began in 2004. In order to improve our performance in the
demonstration, our providers wanted the ability to look more closely at overdue
services for patients with the three chronic conditions previously mentioned.

Implementation of iList may provide the opportunity to address the way care
teams handle planned care workflows. Planned care visits allow for results to be
available at the time of a patient’s visit to allow direct immediate direction and
changes to the patient’s care plan. This immediacy decreases the need for repeat
visits and decreases rework (letters, telephone calls for communication of results)
and for the patient and the practice after the visit. iList makes it easier to provide
support to practices to help plan care for patients. This tool takes a huge step in
that direction.

The Clinic has also developed additional reporting mechanisms to identify pa-
tients at risk of hospitalization (for example, congestive heart failure patients) who
qualify to be added to the disease-management program. Once a patient is identified
through criteria-driven data-mining, Care-Management staff review the patient’s
electronic chart and make a determination if the patient meets criteria to be added
to the disease-management system. This system provides a worklist and documenta-
tion capabilities for the clinical staff to monitor at-risk patient populations, and es-
calate a patient’s condition to a physician if required.

While most of the groups participating in the CMS PGP program also have elec-
tronic medical record systems, Marshfield Clinic is unique in that it has developed
its own systems and data warehouse. This has allowed the group to customize its
software as required and react quickly to meet reporting needs. We went through
the typical quality reporting progression: denial that the results are accurate, im-
provements to data collection, improvement in acceptance of the results, improve-
ments in process and outcomes resulting in clinicians wanting more data, faster. Be-
cause we have developed our own systems and data warehouse, we are able to react
quickly and fine-tune as required to continually improve our data accuracy and
timeliness.

Recently, Ministry Health Care, the predominant hospital provider in the
Marshfield Clinic service area agreed to use CattailsMD, an electronic medical
record software suite developed by Marshfield Clinic, in most of its hospitals and
Ministry Medical Group.

The agreement will create the largest patient database in Wisconsin. Under the
agreement, more than 1,000 providers in the Marshfield Clinic system, at Ministry
Medical Group and Ministry hospital locations, will share access to 2.5 million pa-
tient records.

The implementation of Cattails within Ministry Health Care will take place over
3 to 5 years. CattailsMD, now used by more than 13,000 healthcare providers, is
the first provider-developed ambulatory electronic medical record to achieve Certifi-
cation Commission for Healthcare Information Technology certification.

With CattailsMD, caregivers will have immediate access to all patient medical in-
formation, including lab results and radiology images, over their computers—no
matter where they are located. The electronic records provide care and security ad-
vantages over paper charts that must either be retrieved from a central storage area
or be physically taken from one location to another within a healthcare system.

As part of the CattailsMD implementation, Marshfield Clinic will provide plan-
ning, project management, training, and technical support to Ministry Health Care.
From a technology standpoint, the CattailsMD system stood out because its physi-
cians liked the tablet platform and had witnessed its success at one Ministry health
clinic. Physicians like the CattailsMD system because it’s delivered as a service
where Marshfield Clinic hosts the data and manages the applications.

Marshfield Clinic has a very mature data warehouse infrastructure and a world-
class bioinformatics research group. Some organizations have gone through very ex-
pensive and time-consuming EMR implementation efforts, but when they were done,
they still had nothing in terms of data warehousing and the tools they need to man-
age clinical outcomes. Ministry’s goal was to be proactive and take advantage of the
benefits evident in the EHR as seen in the Marshfield Clinic system of care. Rather
than wait for the patient to show up in the examination room, with CattailsMD
their providers will be able to see which diabetic patients, for example, are overdue
for their eye or foot exam screenings.
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Diabetes mellitus is a rapidly increasing and costly public health problem. Large
studies are needed to understand the complex gene-environment interactions that
lead to diabetes and its complications. The Marshfield Clinic Personalized Medicine
Research Project (PMRP) represents one of the largest population-based DNA
biobanks in the United States. As part of an effort to begin phenotyping common
diseases within the PMRP, we have reported on the construction of a diabetes case-
finding algorithm using electronic medical record data from adult subjects aged 50
years living in one of the target PMRP ZIP codes. Based upon diabetic diagnostic
codes alone, Clinic scientists observed a false positive case rate ranging from 3.0%
(in subjects with the highest glycosylated hemoglobin values) to 44.4% (in subjects
with the lowest glycosylated hemoglobin values). They developed an improved case
finding algorithm that utilizes diabetic diagnostic codes in combination with clinical
laboratory data and medication history. This algorithm yielded an estimated preva-
lence of 24.2% for diabetes mellitus in adult subjects aged 50 years.

Marshfield Clinic has also embarked on a novel project to match genetic informa-
tion from Alzheimer’s patients with environmental factors that may contribute to
the disease. The 2-year project is the first to tap the more than 18,000 DNA samples
Marshfield Clinic has gathered for its Personalized Medicine Research Project, one
of the nation’s largest bio-banking efforts. Capitalizing on Marshfield’s extensive
database of electronic medical records, the project aims to develop a set of genetic
markers that would allow doctors to screen a person early in life to determine their
risk for the disease.

The study will focus on four specific genes and their connection to the disease.
In addition to the patient’s DNA, we have a complete medical record. We know the
medications they have been taking and what diseases they have been diagnosed for.
We have also some environmental factors. Consequently we can perform genetic
analysis and look at genes and the DNA with the phenotypes we have. No other
projects to date has made that critical phenotype-genotype link that is the subject
of this Alzheimer’s project within the Marshfield Clinic Personalized Medicine Re-
search Project. The study is focusing on patients who are at least 70. Researchers
will study 150 people who have Alzheimer’s disease and about 300 people who do
not. They will be re-contacting people they believe do not have Alzheimer’s to con-
firm that, doing what are called mini mental exams, basically short lists of ques-
tions that are commonly used in clinical settings to confirm that the person truly
does not have the disease. The project will also include a study of statins, which
are one of the most commonly used medications to lower cholesterol and may actu-
ally protect a person from developing Alzheimer’s. The project also will study the
effects of smoking on the brain.

Protecting Privacy and the Security of Health Information

Marshfield Clinic has long been a proponent of HIT implementation, and federal
policy reforms that would enable broad proliferation of an IT infrastructure nec-
essary to sustain and improve the quality of health care services. The Clinic’s elec-
tronic medical record is an essential tool for patient care that our physicians and
care providers have utilized in the CMS Physician Group Practice Demonstration
to identify sick and chronically ill patients and assure that they receive necessary
primary and preventive services in a timely manner to avoid intensive specialty pro-
cedures and hospitalizations. We strongly recommend that Congress provide incen-
tives for the utilization of HIT and care management systems that add value to pa-
tient care. We urge you to structure incentives in the Medicare program to hasten
the objective of broad proliferation of HIT throughout the medical community. We
have concerns, however, about proposed legislation that would change the current
Health Insurance Portability and Accountability Act (HIPAA) Privacy and Security
Rules that strike a necessary balance between protecting the privacy and sanctity
of a patient’s medical information and ensuring that necessary information is avail-
able for vital health care functions.

On many levels we believe that H.R. 6357, the “Protecting Records, Optimizing
Treatment and Easing Communications through Health Care Technology Act of
2008” is important legislation that offers incremental improvements to the policy
landscape regarding the promotion of Health Information Technology and the pro-
tection of patient’s personal health information. We have concerns, however, about
several provisions of the legislation. We are concerned that this bill will increase
the costs of providing health care and the cost of implementing electronic medical
records without any measurement of the problem it is trying to solve.

H.R. 6357 codifies ONCHIT, provides grants and loans for HIT, but most impor-
tantly the bill creates new privacy and security provisions which require notification
of breaches of PHI by covered entities and business associates. The bill also includes
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restrictions on certain disclosures of PHI allowing patients to request that their in-
formation not be released to health plans in certain circumstances.

Currently the HIPAA Privacy Rule permits providers and health plans that re-
ceive protected health information from a patient to share that patient’s information
with other providers/health plans for treatment purposes without the patient’s au-
thorization. In addition, covered entities can share with others the minimum
amount of such information necessary for payment and for the entity’s operations,
such as quality improvement activities. Beyond that, authorization from a patient
must be secured before sharing the patient’s information. The Privacy Rule requires
that health care providers and health plans use the minimum necessary amount of
personal health information to treat patients and pay for care by relying on patients’
“implied consent” for treatment, payment of claims, and other essential healthcare
operations. This model has served patients well by ensuring quick and appropriate
access to medical care, especially in emergency situations where the patient may be
unable to give written consent. For all other types of uses and disclosures, including
for marketing purposes, covered entities must obtain prior written consent.

The PROTECHT Act requires covered entities to make a reasonable effort to re-
strict the use, disclosure, or request of PHI to a “limited data set” of information
as defined in regulation. If the limited data set is insufficient, the covered entity
must restrict the use, disclosure, or request of PHI to the minimum necessary to
achieve the purpose. The PROTECHT Act encourages the use of “the limited data
set,” which strips identifiers such as the name, medical record numbers, images, bio-
metric identifiers and social security number of the patient. It also includes a new
consent provision that requires additional patient consent if the PHI is utilized in
operations, such as peer review, quality review, standard of care review, malpractice
review, or best practices analysis.

The requirements for a “limited data set” could be particularly onerous because
it is impossible to know in advance what information is needed for most services.
The “minimum necessary to achieve the purpose” makes it cumbersome to evaluate
unexpected findings that were not anticipated. The question arises: Who will make
this determination and at what cost? Consultations could become 20% opinions rath-
er than second opinions based on a keyhole view of the potentially relevant data.
The size of the keyhole will be limited by the imagination of the sender and will
likely force duplication of effort by the receiver. The requirement to track releases
between covered entities could inhibit the willingness of entities without advanced
computer systems to share patient information. It is in the nature of free text that
any given note will be a mixture of information, some relevant and some not; and
the same could be said of many laboratory tests. Should we be required to black
out items that someone doesn’t think are useful? Who will provide this censorship
service? Are we to make separate requests for information for different specialists
seeing the same patient? Will this curtail the use of shared electronic medical
records among entities?

We are also concerned about additional patient consent if the PHI is utilized in
health care operations, such as utilization review or best practices analysis. This will
be an obstacle for quality improvement. Although the bill may be referring to “out-
side” review, the problem with “outside” is intractable, because almost all of our pa-
tients are hospitalized “outside” of the Marshfield Clinic at the hospitals where our
physicians have admitting privileges. This will complicate collaborative efforts be-
tween the Clinic and the hospitals for quality improvement.

Section 312: This section would prohibit the Clinic from sharing PHI about a spe-
cific service with a patient’s insurance company, if a patient elected to pay cash and
not submit the service for payment by the insurance company. This may be difficult
in an electronic medical record setting as the bill would require that medical records
be segregated so that medical records for cash services are never sent to or viewed
by the insurance company. At Marshfield Clinic, patient medical records are often
sent electronically to third party payors and at times, payors may be granted elec-
tronic access to certain patient medical records as necessary to process claims. If
H.R. 6357 were enacted, we would have to institute additional processes to seg-
regate electronic medical records for services that are billable to the insurance com-
pany and those that the patient elects to pay cash for so that certain records are
neither sent to the insurance company whether electronically or via paper. The Clin-
ic will also need to ensure that the insurance company is never given electronic ac-
cess to the electronic medical records for such health care that was not reimbursed
by the insurance company. This may also negatively impact a health plan’s ability
to monitor the health of its enrollees and to offer preventive care services, as there
will be gaps in data that is provided to the insurance company about health care
that has been provided to their enrollees.
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Requiring an accounting of disclosures for all disclosures of PHI, including for
treatment, payment, and healthcare operations will be difficult. We currently do not
log all these disclosures and it would be difficult to capture all since many times
records are released directly by providers for treatment purposes, the billing office for
payment etc. These disclosures are not logged or accounted for—as the law does not
currently require this. In order to log all these disclosures, it is likely that any and
all requests for PHI would have to be handled by our Health Information Manage-
ment department and our release of info staff. This requirement could add 10-30%
to the cost of implementing a robust EMR.

Requiring patient consent before a disclosure can be made for health care oper-
ations in an electronic medical record would likely require that each patient whose
PHI is in the EMR sign such a release in advance. Each of health care providers
who participate in the Clinic’s shared electronic medical record have access to all
the PHI contained in the electronic record, therefore they can use the PHI as nec-
essary for treatment, payment, healthcare operations without notifying the other
providers whose medical records are being accessed in the shared EMR. So long as
there is a shared patient relationship, such access is currently permissible under
HIPAA without the patient’s authorization. In addition, the Clinic routinely uses its
own medical records for healthcare operations such as quality review, peer review,
malpractice claims handling, risk management, etc. It would be burdensome to ob-
tain patient authorization each time their record was accessed for such purposes.
Many patients would object and thus the records could not be used for these impor-
tant health care purposes.

The proposed HIPAA privacy rule was first published on November 3, 1999. Dur-
ing the rulemaking process, the proper role for consent was carefully debated and
considered. After drawing more than 50,000 comments from interested parties, the
modified final version of the privacy rule was published August 14, 2002. During
this time, requiring providers to obtain consent to use and disclose protected health
information for treatment, payment and health care operations specifically was re-
jected based on the comments that HHS received. The “most troubling” and preva-
lent concern, based on their assessment, was that “health care providers would not
have been able to use or disclose protected health information ... prior to their ini-
tial face-to-face contact with the patient, something which is routinely done today
to provide patients with timely access to quality health care.”

What is considered a “health care operation” under the HIPAA Privacy Rule?

As defined by the privacy rule, health care operations includes the following ac-
tivities:

e Conducting quality assessment and improvement activities, including: out-
comes evaluation and the development of clinical guidelines; population-based
activities to improve health or reduce costs, such as infection surveillance or
sentinel event root cause analysis; participation in quality reporting, such as
to Joint Commission or the Reporting Hospital Quality Data for Annual Pay-
ment Update (RHQDAPU) initiative; protocol development; case management
and care coordination; contacting providers and patients with information re-
garding treatment alternatives;

o Reviewing competence of health care professionals, including: practitioner and
health plan performance evaluation; training programs for health and non-
health care professionals; accreditation, certification, or licensing.

Conducting or arranging for medical review or auditing functions such as

fraud and abuse detection and HIPAA compliance programs.

e Business management and general administration, including: formulary de-
velopment and administration; development or improvement of methods of
payment or coverage policies; customer service activities; creating de-identi-
fied health information for purposes of research.

In order to achieve the potential benefits of health information technology (HIT),
providers and other entities must be able to use it as a tool to improve the quality
and efficiency of health care delivery. For example, greater adoption of HIT could
improve the management of chronic disease through better coordination of care and
the development of best practices. However, generating the processes and protocols
to make this a reality will require providers to conduct activities, such as analyses
of data collected via HIT, considered health care operations under the Rule. Requir-
ing consent for these types of essential activities would severely hinder these types
of crucial functions needed to reap the much-touted advantages of HIT.

For other types of uses, such as for population-based activities aimed at outcomes
improvement or participation in quality reporting programs, requiring consent
would prevent entities from securing the needed-threshold for meaningful success.
For example, creating de-identified or limited data sets for the purposes of research
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requires that the population on which it is based meet critical parameters that could
be difficult to meet if it omits certain categories of patients. In the most serious in-
stances, providers could be penalized significantly for failing to obtain affirmative
consent for some types of operations. For instance, hospitals that could not obtain
consent to use patient information for the purpose of reporting on quality measures
for participation in the RHQDAPU initiative would receive a reduction of two per-
centage points in their Medicare annual payment update.

For these reasons, even proposed provisions that would require only a one-time
or “blanket” consent for uses or disclosures of information for health care operations,
would become unworkable in practice. A failure to obtain consent from even a frac-
tion of a given population would preclude providers and other covered entities from
conducting essential quality improvement and research functions. Likewise, provi-
sions that would allow an individual to retract consent would impose an additional
layer of burden by requiring covered entities to track information that was pre-
viously used or disclosed and retroactively remove the effects of various trans-
missions.

Summary

It is extremely important that legislation focused on the adoption and use of safe
and secure electronic health information systems be adopted as soon as possible, as
such systems will be the foundation for essential improvements in quality and ac-
cess to care, movement in the direction of evidence-based medicine, expanded access,
and value-based purchasing. A robust HIT system enhances physicians’ ability to
take care of populations of patients without losing sight of the individual needs of
patients. It is important, however, to keep in mind that change in a culture of au-
tonomy takes time. The use of an electronic health record is necessary but not suffi-
cient to affect change.

There is no question that HIT is expensive, and perhaps cost-prohibitive. Physi-
cians and providers are expected to pay for it, funding and maintaining the infra-
structure of systems that utilize population-based information to improve patient
health. There is a very small return on the investment in HIT to the physician,
which is a return in efficiency and time. The significant benefits accrue to the pa-
tient and the payor, whether it be employers or the government. If Congress man-
dates changes such as imposing restrictions on the utilization of patient information
for operations as proposed in H.R. 6357, we estimate that the cost of HIT will in-
crease dramatically, undermining the return on investment that should accrue to
patients and payors.

We would like to acknowledge the contribution that Dr. Peter Orszag and the
Congressional Budget Office have made in calling attention to the research in vari-
ations in treatment and outcomes conducted at the Dartmouth Medical School under
the guidance of Drs. Jack Wennberg and Elliott Fisher. Considering the rapid ex-
pansion of new medical knowledge occurring today, it might be reasonable to expect
this continuing variability in care. The accelerating growth in new medical knowl-
edge, coupled with the birth of new sciences, such as genomics and personalized
medicine, suggests that physicians, nurses, and other health care professionals will
invariably continue to fall further and further behind in their ability to keep up
with the latest discoveries and approved treatments. As information technology has
sparked this explosive growth in knowledge, only information technology can pro-
vide an adequate response. By using evidence-based knowledge embedded in clinical
decision support deployed within a well-designed workflow, physicians can manage
the ever changing and growing knowledge base critical to the delivery of effective
and efficient healthcare.

Health IT on a broad basis is still in its infancy. Health care organizations have
not developed IT to its full potential. Current costs may seem too high for what we
are getting in return. Looking at what our costs today are is not the point. Start
up costs will always be high. Looking to what can be achieved in the future due
to implementation of these systems should be our focus.

———

Mr. CAMP. With the debate over health IT moving forward,
there has been considerable attention placed on privacy and secu-
rity. I agree that we must consider these important issues, and we
must be cautious, however, that in a desire to complete an HIT bill,
any HIT bill, that we do not limit the ability of health care workers
and facilities to actually provide the proper health care.
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Congress must encourage providers to make this transformation,
not over-burden them with a new, unworkable set of regulations.
At the risk of taking a well-known phrase, the remedy cannot be
worse than the disease.

Earlier this week I read that the Chairman hopes to introduce
a health IT bill in coming weeks. I sincerely hope that the Chair-
man will accept my offer to work in a bipartisan manner, just as
the Energy and Commerce Committee is doing on health IT legisla-
tion. It is an important issue. With that, I yield back the balance
of my time.

Chairman STARK. Thank you, Mr. Camp. At this point, we will
proceed with our panel. It will be led off by Dr. Peter Orszag, who
is the director of the Congressional Budget Office, with whom we
constantly battle over numbers and procedures.

I warn the rest of the witnesses, he used electronic prescribing
to get a gallon’s worth of high-test caffeine in front of him instead
of water, so he should be ready to really zero in on us.

I am going to ask Dr. Yul Ejnes, who is the Chairman of the
medical services Committee of the American College of Physicians;
Ms. Deven McGraw, who is the director of the Health Privacy
Project at the Center for Democracy and Technology; Dr. Matthew
King, who is the chief medical officer at Clinica Adelante, Incor-
porated, of Surprise, Arizona; Mr. LeRoy Jones, of GSI Health of
Philadelphia, Pennsylvania; and Mr. David Whitlinger, director of
healthcare device standards and interoperability at the Intel Cor-
poration will lead off, and ask each of the witnesses to summarize
or expand on their written testimony in any manner that they are
comfortable. Then we will let the panel expand through questions.

Dr. Orszag, would you like to lead off?

STATEMENT OF PETER R. ORSZAG, PH.D., DIRECTOR,
CONGRESSIONAL BUDGET OFFICE

Mr. ORSZAG. Mr. Stark, Mr. Camp, Members of the Committee,
I guess I will hope to escape this battle without too much carnage,
with the defense of my caffeine. But let me try to focus in on what
I consider to be the largest inefficiency in the economy, which is
our health care system.

Credible estimates suggest that as much as $700 billion a year
in health care services are delivered that do not improve health
outcomes. That is 5 percent of GDP, 30 percent of what we spend
on health care, $700 billion. That number comes from a variety of
calculations, including the very substantial variation that we see
across the United States in the intensity of services provided with-
out any corresponding benefit, in terms of the quality or outcomes
that result from the higher spending regions.

It is striking, for example, that among Medicare beneficiaries in
the last six months of life who are treated at UCLA Medical Cen-
ter, the average cost is roughly $50,000 a year. Among those bene-
ficiaries in the last 6 months of life who are treated at the Mayo
Clinic, the average cost is about $26,000 a year.

I cannot tell you—and I don’t believe that there is a person in
this country who can tell you—what we are getting in exchange for
the extra money at UCLA Medical Center. So, why is this hap-
pening?
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I think there are a variety of explanations. But technology and
incentives are among the most important. Let’s start with incen-
tives. We have incentives for more care, rather than better care.
Guess what? We wind up with more care. But in order to alter that
system of incentives, we need to know what better care is. That
brings me to the second point, which is that we need more informa-
tion on what works and what doesn’t, specifically at the clinical
level. That will require a very much expanded set of health infor-
mation technology.

So, one can think of health information technology as the founda-
tion or the gateway to capturing that $700 billion opportunity. It
will not be sufficient by itself, but it is necessary to put in place
a more universal system of health information technology in order
to capture the opportunities that we have before us. I would em-
phasize I think this is, by far, not even close, the most important
fiscal question that we face: improving the efficiency of the nation’s
health system.

So, how do we do that? There are a variety of approaches, and
I am going to leave to my fellow panelists the important questions
surrounding privacy, security, interoperability, and just focus in on,
assuming that we can come up with acceptable answers to those
questions, how do we spur adoption? Because as you have already
noted, only 10 to 20 percent of providers have such systems.

Basically, there is either the carrot or the stick. The carrot could
take the form of a bonus or a tax incentive for adoption. That can
help to increase adoption among providers. But, typically, policy
makers want to limit the budget costs involved, and typically, the
subsidy is, therefore, pretty small. What you are, therefore, doing,
is only affecting those entities that were close to adopting volun-
tarily.

So, a provider or a doctor or a hospital will look at the cost of
putting in the system, and then the benefits to the doctor or the
hospital, and adopt if they think it’s beneficial, and not, if not.
What you're doing is only pushing over the line those folks who
were close anyway, with a modest subsidy. Plus, you're buying out
the base, or providing a subsidy to all the entities that would have
adopted anyway.

So, in general, a subsidy approach, unless you’re going to spend
lots and lots of money, is not going to affect that many people, and
it’s not that cost effective, because you’re going to be buying out
some people who would have done it anyway.

The alternative is a stick. The stick would take the form of the
Federal Government saying you have three or four—some years, or
some period of time to adopt a health IT system that meets the fol-
lowing standards, or meets the standards set by a public-private
partnership. If you have not done so, you would not be reimbursed
under Medicare or Medicaid.

I will say, very bluntly, that if we want to get to universal or
nearly universal health IT in the very near term at reasonable
budget cost, I do not see an alternative to the stick. One can com-
bine these two approaches, like you did in the prescribing piece of
the legislation that you’ve recently adopted, and provided a subsidy
for some period of time, and then a penalty thereafter.
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I will note that CBO did score a $2 billion savings to the e-pre-
scribing provision in the recent Medicare legislation, both because
we assumed, or we projected that it would lead to increased take-
up of generic drugs, but also because there would be some penalties
imposed, the point being that, if done right, and done in the right
structure, health IT can save money.

On a broader basis, I would just say again, coming back to the
main point, it’s necessary but not sufficient. You also need changes
in incentives and comparative effectiveness. But it is a foundation,
and the gateway or the key to capturing that $700 billion oppor-
tunity, and we could get there with a combination of carrots and
sticks. Thank you very much.

[The prepared statement of Mr. Orszag follows:]
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Note

This statement reprises the Congressional Budget Office’s May 2008 report Exsdence om the Costs and Benefits
of Healeh Information Technology
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Evidence on the Costs and Benefits of
Health Information Technology

Chairman Stark, Mr. Camp, and Members of the Sub-
committee, | am pleased to appear before you today 1o
discuss the costs and benefits of health information tech-
nology (healch IT). Information plays a key role in healch
care. Providers such as physicians and hospitals generate
and process information as they provide care to patients.
Managing that information and using it productively
pose a continuing challenge, particularly in light of the
complexity of the U.S, health care sector, with its many
different types of providers, services, and settings for care,
Health IT has the potential to significantly increase the
efficiency of the health sector by helping providers man-
age information. It could also improve the quality of
health care and, ultimately, the outcomes of that care for
patients,

Introduction and Summary

The term “health 1T generally refers to compurer appli-
cations for the practice of medicine. Those applications
may include computerized entry systems for physicians’
ordering of tests or medications, support systems for clin-
ical decisionmaking, and electronic prescribing of medi-
cations. (The appendix provides more information about
the different types of health IT and the terminology used
in the field.) Some or all of those components are housed
in the electronic medical record (EMR). The electronic
health record (EHR) is the primary health IT package
commonly purchased by a provider. It is an EMR with
the capacity to send and receive data electronically and
meets the requirements for interoperabiliy.!

When used effectively, EHRs can enable providers to
deliver health care more efficiently, For example, they
can:

® Eliminate the use of medical transcription and allow a
physician to enter notes about a patient’s condition
and care directly into a computerized record;”

® Eliminate or substantially reduce the need to physi-
cally pull medical charts from office files for patients’

visits;

B Prompt providers to prescribe generic medicines
instead of more costly brand-name drugs; and

B Reduce the duplication of diagnostic tests.

The adoption and proper use of EHRs could also
improve the quality of health care. Among other things,

they could:
® Remind physicians about appropriate preventive care;

® Idendfy harmful drug interactions or possible allergic
reactions to prescribed medicines, and

Help physicians manage patients with complex
chronic conditions,

. Tnteroperability describes the capaciy of one heakth IT spplics-
tion 1o share information with another in 3 computable format
{that is, for example, not simply by sharing a PDF [portable docu-
ment formar] file).

[

. Many physicians use voice dicuarion 1o document and repor the
resuhs of examinstions and procedures. Medical ranscriprion is,
in its simplest sense, the process wherchy those dictated nores
aboust a patient’s care are converted into a typewritten format,

CBO
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Box 1.

The Office of the National Coordinator of Health Information

Technology

The Office of the National Coordinator of Health
Information Technology (ONC) manages the federal
govemment’s activities in two main areas: the devel-
opment of standards necessary to achieve the inter-
operability of the large number of varying applica-
tions of health information technology (health IT)
and the facilization of information exchange.

Developing Standards to Ensure

In

To establish processes for identifying standards with
which health IT systems must comply and for certify-
ing that the standards are being met, the Department
of Health and Human Services (HHS), through
ONC, set up the Health Informarion Technology
Standards Pane (HITSP). The panels verarhing
task is to promote interoperability in health care—
the ability of systems and applications to communi-
cate with each other. HHS also awarded a three-year
contract to the Certification Commission for Health-
care Information Technology (CCHIT] to develop
and evaluate certification criteria and create an
inspection process for health IT.

As the standards process is currently set up, the
HITSP develops industrywide health 1T standards
and recommends them to the Secretary of Health and
Human Services, wha first “accepts” them and then
one year later officially “recognizes” them for use in
federal healh IT applications. (Such applicaions
include those used by the federal government—for

example, in the Veterans Health Administration—
and by federal contractors.) The panel uses the one-
year period to refine the instructions given to vendors
for complying with the standards. The standard-set-
ting process is designed to minimize the number of
unworkable standards that are issued rather than to
maximize the speed with which standards are set. Pri-
vate-sector health IT sers are not required to comply
with the federal standards; nevertheless, the federal
standards have become the de facto industry measure
for achieving interoperability.

Health IT vendors who wish to have their products
certified as compliant with new federal standards
can submit those products for examination by
CCHIT. Certified electronic health record products
should be able to communicate and operate with
other similarly certified systems.

Facilitating Health Information Exchange

To ease the electronic exchange of health-relared
information, HHS funded the creation of prototypes
for organizing the components of the National
Health Information Network (NHIN), ONC
describes the NHIN as a “network of networks,”
builr out of state and regional health information
exchanges (and other networks) to link those various
networks and the systems they in turn connect, The
NHIN's mission is to develop a national capability to
exchange standards-based health care data in a secure

COmpUer environment.
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Many asalbysts and policymakers believe that health IT is iders) exclusively contract with b
a mecessary ingredient for improving the efficencyand 10 provide care 1o the health plans enrolfees. For such a
quality of health care in the United Seates. Despite the syt reduacing the namber of unnecessary office visies
potenial of ealth IT 1o increase efficiency and impeove  (foe patienss” concerns os isues that could be handled o
quality, though, very few providers—as of 2006, abowr  their satisFaction through relephone or e-muil consalia-
12 percent of physicians and 11 percent of hospirals— 1o, for example, benefias the providers, the health
have adogred it.” An imporant question for policy- plan, and she parients: i may lower the plan's costs for
makers, therefore, is whether—and if the answer is providineg health care—and thias improre its “bartom
how—the federal g houd stimubateand guide  line"—while minimizing inconvenience for patients. Kai-
the adopeion of heakth [T set hus implemented a systemswide EHR in its facifiries in

"The Bush Adrmiistaron hassesthe gl of making an

some tegions. I those areas, physicians have wsed such
cowaltarions to edusce the number of unnecessary affice

EHR avatable for most Americans by 2014, In 2004,5t  visins (compared with the number in regioes withoat
established the posinion of the Narional Cooedinasor for  electronic systems),
Health Information Technobogy in the Department of
Health and Human Services to help being about the A pursher of insegrased delvery systems, including lnter-
broad adoptian of healch IT fsce Bos 1), Other federsl ~ mouncain Heahhcare, Geisinger Health Spsem, and
agencics that finance health care or provide it dectly Pareners HealchCase, have alsa implemented EHRs
have also taken steps to encourage adaption or 1 use across their organizations, and official belicre that 25 3
health IT in their own dlnical operations. Proposals mﬂdlﬂtmhmimpvrvdlkdﬁriuymdquﬂ-
befare the Congress would expand the federal g it of the carethey provide.” Some i syseemns

¥ activitis by, among ather things, mandat- ‘have woeked with healch IT for decads. Insermountain
ing the use ofsome types of bt [T such s clectronic - Healthareand the Deparement of Vererans Affies (V4

prescribing ("e-prescribineg ") offering financial incensives
1o providers who use bealth IT; and increasing the funds
available foe grans to purchase systems for providess.

“This Congrssional Budger Office (CBO) anlyss ocuses
an evidence shout the benefits and costs of health T and
ideniifies and asalyaes bartiers o its adapeion. Research
indicates that in certain settings, bealth IT appears to

make it casicr to redisce healih spending if other seeps in
the beoades health care system are sho taken 10 alier

incentives o promote savings. By itelf, the adoption of

for crample, bath began using computees fo help manage
climical data in e 19705, The VA has succesfully insple-
mented 2 syszemwide EHR in a healeh care system that

serves nearly 6 million patients in moce than 1,400 bas-
pitals, dlinies, and mursing homes (Department of Veser-
ans Affiss, 2008). According to the agency, s use of

health IT has reduced its costs and greatly imgroved the
quality of ts care. (A ecent Congressionul Budget Office
teport [2007] discusses the VA system i greater detail)

For providers and hospitals that are not part of integrated

mone halh T s enerly noe sufficen o prodoce g 0E1S e, hebeneits of healh T are o as
nificant cost savings. o capare, and perhaps not coincideatally, those physi-
chans and Facilities have adopeed EHRs ara much shower
The st auspciousexamples involing beah IT have 3. Office- b physicins i paricalar may s no
tended o be connected o relaively inegrated health sy hmﬁlfﬁq'rwmm:pmdw—mdmm
tems, For example, Kaiser Permanente i barge nse- suffer financial harm. Even though the use of health IT
A delin = mhich the heakth adsn (e 4
I ¥ Syt in plan (priensily
abekh maienance ngivion, o HMO) andihe 4 Thoe s ik K eyl o
provdes(physciansand mos s and ancilry b o
jicalaic el b e

3, Ratesof adogtion vy by the dericion of heskh T wed na

"' The
o

ble dhane o 3 scabf model MO dhan ol s troacal i 34k

ayspuem.
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[HIMALGE
ool o g for the b 2l el B i be el
that might offser the EHR's cost, many physicians might ol'hﬁ.ldil'l'wtpmding,

o be able to reduce ther office expenses ot increase
their revenue safficienty to pay for i,

For example, the use of heakth T coukd reduce the mum-

] Tb:RANDmdvnnnmmHmbcmm
2 J againgt the rates of adoprion that
would occur ander current Law, bunduplmtdu

I

ber ofdupbcated dagnotc et However,tha e ofsdopcion i 2004, Thais the escarchers &d
improvemens in efficiency would be unfkely 1o increase oot allow for growth in adaption rares that would
the income of many physicians because hboratories and occur without any changes in policy, as CBO would
inmaging centers typically perform such tests snd are paid da in a cost estimuate for  legisdative proposal.
Whhﬂ]&lmﬁu!nwmdﬂl

physician perf fiagnosic ussin theoffice, O 'U_" jal b 'ofbﬂh]Trh:ha
reducingthe numberof duplcaed tests would recehis  hes i gone kv dinsohes s ke i
o her income. As a resul, the capasity to avoid duplicat- ruwdlnuikmmpumdﬁrmnfmedul
ing tests mighs noc spur many physicians vo invest in and pracies, Widespread wse of ealh 1T
implerment a hedh T sstem. Indeed, physicians migh Id make availsble lan JA.....WB

have a mare powerful Enln:lumuvcmpudm
additvonal office diagnostic equipment, for crample, than
to purchase a bealth IT system,

The seasch for improved efficency in delivering beakth
are has prompied numerous proposals for increasing the
adoption of bealth IT. Tivo recent studies, one by the
RAND Corpoeation and ane by the Center for Informa-
tion Technology Leadership (CTTL), have estimated hat
abour $80 billion in net annual svings is poreatially
xmbuﬂkwmhudnahy Those snadis have

ifi bt fot 2 musmber of ressons

Abeatth wohich could he wied f CO

dmm@:mordyimpmdxquﬂiyafiﬂkhm
butalso help make the delivery of services mose efficient.

By making clinical data essicr 1o colleet and analye,
bealth IT spstems coukd support rigorous stadics to com-
pare the effeceiveness and cost of different sreasments for
1 given discase or condition, Then, in response to the
studics'findings, they could aid in impkementing changes
i e kinds of care peowided and the way those services

mdelwnd.audlsmdpmpmmumngm
|brhMM

they are not ide o estimating the cffe Tt s |nlu:];pu1dmg[w|1dhm
ﬁmmwﬂmd‘m"gk“a because of the sendency in the current health care syseem
Health T, To take the RAND sty as an example: 1o adapt ever mose expensie treatments dspise the back
of colid evids -qullhﬂ-l'r L3 The [&kelihood
B The RAND rescarchers astempred f of such reductions in spending could be increased if the

potential impact of widespread adoption of health studies’findings were linked ra the payments that
IT—assuming the oceurrence of “sppropriate changes  providers received o the cont sharing that patients faced,
in bealth care™—rather than the fibly impact, which  particulary if safficicatly strict cost-effectiveness thrh-
woad take sccoant of Facrors that might impedeits ks were wsed (Congressional Budger Office, 2007h).

effictive we. For example, health care financing and

delvery arc now osganioed in such a way that she pay- 1§ the federal government chese to intervene direcily o
m:mlndsdmvpmnundpﬂrhﬁld promote e se of heal IT, it could do so by subsidiz-
rewand providers for rducing ing that use or by impuning a penalry for filing o use 2
ity v pea he o g healsh IT sysem. From  budgetary perspective thesub-

8 The RAND study was based solely on empirical sud-
ies from the lterarure that found positive effets for
the implementasion of healch IT systemns: it excluded
the stdics of heakth IT, even shose published in pece-
mmd)numkmatﬁlndmﬁndhmﬂrmdn

- I
Thed: 10 of Negative net

sidization approach is ess Eely than a penalry 1o gemer-
ate cost savings for the federal government because of the
costs of the subuadies: Payments woekd end up going to
thase providers wha would have adopeed a health IT sys-
tem even withou  subsidy as well & those providers for
whoen the subsidy made the diffecence in their decision
1o adopt anc. Howerer, providers may respond differca-



tally to 2 subsidy or a penahy depending on how those

interventions are presented.

Evidence on the Adoption of Health
Information Technology

A welbfisncioing EHR—comprising checranc docu-
‘mentation of providers notes, electronic viewing of lsbo-
ratory and radiological resuls, e-prescribing, and an
inseroperabl ion via healeh informari
exchange with all ather peowiders and hospitals in 2 com-
munity—could have 2 sgnificant impact on medical
practice (Jha and colleagess, 2006). For example, con-
sader a physician without a health [T system. The physi-
cian bas 2 paper chart for cach patiens, znd the following
saeps may then be involved in the patien’s care

1 For cach vt the physician writes e i the
chari—or diceazes them for Liter transeriprion—about
thy patient’s condition and tearment. The aurse who
takes the patient to the exam room records vital statis-
s (pulse, blood presuse, and temperature] in the
paper chart, The physician writes out any needed pre-
wripcions and gives them to the patient 1o fill t 2
pharmacy, IF the chart contains information on the
patients allegies, the physician might check it 1o
make suse the peescribed drug will have no adverse
effects,

W [fthe physician decides o refer the paient 02 spe-
cialis for 2 consultation, 3 partion of the paricn's
chart will go to that provider in the form of a letter. In
many instances, however, the specialst does not
receive a letmer and has o information ocher than
whut mightbé noted i 2 eferalform. The patent
‘mast then fill out 2 medical history and other farms
required by the specialist. Morcover, unless the refer-
ring physician inchudes reels fom recent b and
sdinbogy procedaes the specilis wy well ower
similar diagnostic test, If the physicians are boch part
of a mulrispecialey medical group that sees patients in
multiple bocations, the catire medical chast may need
10 be delivered o the specialists affice for the vist,
rsking the s of the hare,

W Following the pasient’s visit, the specialist sends a ker-
ter back vo the referring physician, detailing the resules
of the encounter. If the condition is serious, the spe-

cialist will probably communicate by telephone,
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By contrast, consider 2 physician who uses an EHR. In
that case:

B The physician might use  “drop-and-ciick” menw to
ot smedlements o he patents condison, reduc-
ing the necd fos handwriting or dictation and dimi-
nuating the delay—typically at least 2 weck—in geteing
the transcribed notes into the chart,

8 The EHR would auromsarically check any prescrip-
tines for cxrors in dosing, allergies, and drug inserac-
tiva; if the patient’s health insurance plan included 3
formulary (a list of prescripsion drugs approved for
), the physician could discuss informarion shout
prices and copayments while the paient was siill in
the office, The EHR. might aio have a fearure that
could saggest 2 drug that migh be a bester choice,
given the specifics of the patient’s condition. The pre-
scription would then be delivered dlectronically to the
futicnts pharmacy:

0 Areferral to a specialist would also be handled dec-
tranically. The dinical information necessary for the
wisit 1o the specialise would be automatically transmit-
ted 10 that office and would include the results of any
diagnosic procedures that the seferring physician had
ondered, incloding digitized images from radiological
procedures.

0 Fallowing the consultation with the specizfis, that
physicarspoces ane recommenchions woald b ce-
tronically transmined back to the referring physician's
office, where they would become part of the patient’s
chart, Ml the EHR would ssbsanally siapliy
operations in physicians’ offices; it would have a simi-
ar if mot a stromger inpact in hospitals, given their
moce complicated care and treatment regimens.

As imterest in health T has grown, several sarveys bave
amemped 10 measare current evels of irs adoprioa.

W A survey sponsared by the Robert Wood Johason
Foundation (and ssmmarized i Jha and colleagues,
2006) estimated that 24 percent of office-based physi-
cians sed an EHR of one type oe anorbee? Physicians
whe woeked in solo practices were less Iikely 1o havea
bealth IT system tham were physicians who warked in

The il " . ol
E3 poe ol g/l

o/ EHRRegont) pd.
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lasger offices (adopion mates of 16 percent versus
31 percens,respectively.

18 A 2006 sarvey of noafoderlofice-based physicans
by the National Center for Health Statistics reported
that 124 percent of them used a comprehemsive
health IT system, 1nd 1n additional 168 percent said
they used some rype ofsyzem.*

0 Anotherstudy, b the Censeefor Sudying Healh Sy
tem Change, compared rates of health T adopeion for
v perods: 2000t 2001 and 2004 0 2005, The
study found that adapeion of healdh IT by large prac-
tices cotinued 1o exceed adapeion by smaller prac-
tices by 25 meach as 38 percencage points (Grasiman
and Reed, 2006).

The e of sdopion of EHs by bosinds appear o

W A more recent survey by the American Hospizal Asso-
cizsion, reported in 2007, found that 11 percent of
nonfederal hospitals had fally implemented EHRs.
Such bospitals weee more likely 1o be birge urbun
o teachins bowines than 1o be sl .

faclices,

Some internatioal comparssons are availsble that mes-
sare investment in health [T 20d other parameters, such
s rates of adopcion and the funcrionalifis that imple-
‘mented systems provide. That rescarch suggests that the
United Seates lags behind other Westem countrics (spe-
cifically, the United Kingedom, Germany, Australia, the
Nethertands, and New Zealand) alchough perhaps not
dramarically, if the measure being used s the adopeion of
sophisticated 1T systems. In several of those cousiries,
rates of adoption of health IT systems among physicians
are.at o sbowe 80 percent (Schoen and orhers, 2006].
Although the data show that U.S. physicians are far less

besmilar o thos of physicians, acconfing o oent ikely than physicians in those countries 1o we EHRsin
analyies: their offices, they are just a or even more likely to use
mose-sophisticired chectronic functions—such s sccess-
B AdboughheRoben oo han Fndion ot i
sy mersionsd sbave did ot estimate the revt 45 e ey of compuring rates of adoption—some
lence of EHRs in hospitals b he availsble e i may eportbigh ke, but i not clear
dence was 100 linsited), it concloded that anly whether theirsystems ae pariculry sophisicatd or
5 percent of hospitals used computerized physician fully urilized (Schoen and ochers, 2006). In most coun-
onder entry (CPOE) systems, which ase a key compo-  ries im which rases of adoption are high, the government
nent of hospital EHBs (George Washingron Univer-  has heavily subsidined she acguisiion of health IT sys-
sy, Massachusers General Hosil,and Robere 1 by proider (Anderon and oches, 2006).°

Wood Johasan Foandation, 2006)."

B Thutcondsion s consisent withthe findings of 2
2005 scudy by Curler, Feldman, and Horwitz, which
foend chat 4 percenst of haspitals were in full compli-
ance with standards for CPOE, shhough an additional
17 percent of hospitals had made progress toward
obeaining the technalogy. The Culer team concluded
that bospitals peofitabliy was not associated with the
s of CPOE— psble e o he ko ackopion
rates.

I the sarvey. reponid by Hing, Best, and Woodwel in 2007, an
MR P N N
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Evidence on the Benefits of Adopting
Health Information Technology
No aspect of health [T etails as much uncertaingy 26 the
gpinse of s potnal e, Some sy el
that he adogwion ofsuch systems could provide su
tial savings by lowering the cost of providing healh care,
Poi e g healih ol .”
dupbcate diagnostic tess), and improving the quality of
care in ways that might reduce costs (by diménishing the
likelibood of adverse drug events, for cxample). Oither
analysts expet linle effect an costs but same improve-
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ment in the qualicy of care. Anocher school of thought
holds that health [T could bolster the qualisy of care bue
also increase expendinurc on health care services—
because imgravements in qualisy would stimulase
demand for addiional services.

Wider adopeion of healch [T has the potential o generate
both intermal and external savinge:

W [nternal savings are those that can be captured by the
poovider o haspital that purchases the sywem; they
are most likely o be in the form of reductions in the
cout of providing health care—thar is, improvements
i she ffciency with which prosidees and bosptals
deliver care.

W Excernal savings are those thar the provider or bospital
that purchases the system canno realine but thar
acerue o ancther ssch provider of perhaps the rele-
vant healch insurace plam or even the patient. Such
savings might arise, for cample, from the newfoand
abiliry of panticipants in the health care sector 1o
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beoader adaprion and use of thase technologies. I healch
IT's adoprian primasity produced intemal savings for the
pooviders and bospitals that parchased the systems—

that i, if the purchasers of the s able 1o cap-
tare mast of the cost savings that anose from using the

technology—then the adoption o heathIT woudd prob-
ably proceed agace without any need for incervention by
the federal governmens, Buat if healsh IT appeared prima-
tily 1o provide excernal savings—that i if those who

adopted the systems were enable to gamer a sizable share
ofthe benefits—then the adopion ofsuch might
proceed very slowly withoat additional govemmental

suppor.

OF the research to date, most studies examine how health
IT mighs make the delivery of health care services mare
efficient, and they tend 1o focus on a panticular clinical

practice o area of potential sevings. The evolving parure
of the U5, healdh care markesplace and of health IT bas
made it difficult 1o apply the results of such rescarch so

national estimases of the impact of health [T on the costs
and quality of care. The few studies that have atrempred

exchange information mare eficiently. 1o so appear to have substantial shortcomings that

inmit their usefulness in analyring legistive proposah.
For integrated systers (such as Kaer Permunense and  And some poeential areas of research and analysis remuin
the VA, more aving are ntermalthan woul be the case inod. They include the ways i which the

fnrpmi&mham:m‘pmofmhmmdm.
&( A | o |

iy

health insarance plans entailing tha the systems assume
the financialrisk for the cout of prescription drugs and
diagnostic tests, among other things, for the patients cor-
et by those plans. As such, the svstems can captare the
avings from shifting their prescribing patterns toward
genetic dnuags and reducing the numbet of duplicated
diagnostic tests,

Different reimbussement arrangements mighs aio shift
savings from the external to the ineernal caregory in
instances in which 2 prosider is nos pan of an imtegrated
system. A peowider who was no affiliaved with an inte-
grated system bust who sreated HMO paricnts migh be
LB L4 oy 1

similarly approp ¥ manage
‘mient, which would shift those savings from being exer-
nal 1o incermal, But f the provider was pasd parcly on a
feadi A R T i |

laegely
delivery of health case services might change in response
o the efficiencies that health IT affers and how the large
amounts of clinical dara availible through EHRs could
coatribure to analyses of the comparative effectiveness
and costfiectivencss of different meatments,

Underlying amy consideration of the potenial benefits of
health IT are the financial incentives that mfluence the
hehuvior of beah care providers, aspials,heleh -
anceplns,and prients. The e ofinformation technok
ogy might lead to greater effiiency in delivering healib
care and to higher-qualiy services, but financialincen-
tives could conszrain many of thase positive changes. For
cample, EHRs could provide physiciaas with a uscful
toal for reducing the mumber of uanecessary or dupli-
cated lsboratary teses that they ondered, be the likeli-
hood of such seductions could depend on factors such as
whether physicians were compensated for controlling the
use of labarataty testing (as in some managed care plans)

bemefit. ar whether they derived income from ondering more

tesas, Horw well health IT lives up to s porential depends
The etent o which the e of b IT geneaes s~ i e an bow vl fnancil icentes canbe
ings and bow th g are distribaed across the ealigned ag¢ the optimal use of the technol-
health care sector can greatly infloence the specd of ogy's capabilitics.
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A general indication of healeh T usefulness in impeos-
ing efficiency and quality can be seen in the adaption of
such applicarians by integrated healch care delfvery sp5-
tems (ssch as staff-modl HMOh). By their sanure, those
types of systems are able o garmer more of the benefis of
heah IT thas nointegaed providers can. Not suprs-
ingly, such enitics have rebatvely high rats of adoption
af beath IT.

Estimates of the Potential National Savings from
Widespread Adoption of Health IT
Towo studics, anc by the RAND Corporation and one by
the Cenver for Ieformarion Technology Leadership,

imates of the porential net benefis that coukd

| b oo o

appear to sini the
mmm-hck—ndh}emn far the federal
bdger—ihar would acerue from legishieive proposals o
bring sbout widspread adopton of healh T,

‘The RAND Analysis. The RAND analysis iself notes thar
s et i of b IT posesil v nd cos
“We ase the wond porentialto mean ‘ssuming that incer-
connccted 2nd interoperable EMR. syseenss are adopted
widly and e effctively enphasis added].” Thus, our
csrimates of potensial savings are not predicrioes of what
il bbb il HIT ek
Pl o hokh

oy foanbass “"'I'HdL e b ?mi.

el
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{For the RAND rsarch, e Giros, Ml and el
2005:and Hilkstad and echers 2005, The CTTL sy is
rpordby Vil ad g, 205, i i d
others, 204, Bochstdics escimated

health care,” the study’s estimate deliber-
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har would i 7
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ke eson frthe ccly b fhkh

dolla), et s b e !Tnurhhgnmhmlndhmﬁmmd
e delvery e o hodsofboth
e e ek e asbn
el pimly oo g ol b T e o Pl
ol e by g comsin o pcss =7 P e g . Mow v e
o 'iwlmdwUTLnndﬂimidilsmpc pduahfnlmhnslﬁqwmdulw
1 vings o achirng fllimempeiliny of e ‘."“"h““"m"fm?“’h:““’“?“"
T, explcdyexoding pocai e,V have to ssbmit lower charges ta insur
iency vithin peaciesand hosicls mﬂa:mﬁ&mp\mwﬂdﬁmuﬁl—

Neither the RAND nor the CITL study, bowever, isan
appropriate guide 1o the budgerary effects of legislative
proposdls aimed at increating the use of health [T, For
cample. both scudies atsermpt 1o measure the poremtial
imguc oFwidspred adopcion of bedlch T, ot he e

ithout incentives,

ﬁmdrmDmmwmddbcmh@bundw
“appropeiate changes in health care” sssumed in the study
would not huve been made.

Another soe e by che RAND) sy s hat i vas
basod solly on empirical stdicsfrom the lerrure thar

impact; 3 CBO cost estimate, by contrast, would est
the likely effect. And whatcver the net savings 1o the
healih care system as a whole, the impact o the foderal
budger wonld be far smaller chan that. Medicare and the
fﬂh:-ldmnﬂlrﬁm‘llngﬂrrmmfnmﬂ]uhu

found posive eficesforthe eplemenecion ofheal
1T systems. Researchers offered chis rarionale: “We chose
to interpeet repoeted evidence of negative or oo effect of
HIT as ikely being anribuzable to inefective o¢ not-yer-
F ) sor” (Hillstad and others, 2005,

one-fourth of ot spending foe bl
Mmmlwaa‘minpndmdrufm

improved efficiency within 2 physician’s office, could not
b reafived by Medicare wizhowt reviting payvment rates to
physicians, which usaly s begisltion. There are
also ocher reasons, discussed in detail belor, that the

studies are not appropriate for cstimating the impact of 2
legislative proposal, The borrom ine i thas boch studies

g for

105, Howes b s of bl T pu-
ished i v journals v Faled 1 find fy
ﬁmﬂuihmpk.ﬂmidnmduhﬂ!.mﬁ
Onverhage and ochess, 2001). Consequenty, the decision
o ignore evidence of sero of negative net savings clearly
biases—possibly quite substantially—any estimare of the
acrual impact of health IT oa spending,




‘The methods rescaschers used in the RAND study would
e be appropriate for assessing the savings that a legisha-
tive proposal would generate because, unlike the proce-
dures used for a CBO cont estimate, savings were ot
‘measured reltive 00 2 current-law baseline, Instead,
WDMNMMIMM«FMHWM
2004 252 baseline and assumed kot
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The RAND estimate ako failed 10 take into considerasion
that hospitals often achieve reductioas in their average-
length-of-seay measteres by shifting parients o aother
health caresite, such as 1 skilled nasing facilny, That
practice produces fewer ner savings becanse akthough
sach shifts rediace costs in the baspital sector, they

hem in the skilled-nursing sectoe.

hdymnmﬂnﬂuhﬂﬂmngﬂrwmd
aver which they projected savings. A CBO cost estimate,
however, woukd reflect the continuing growth in health
IT adapeion that would occur withous any change in k.
o the xten ha helh IT adopeion has g since
2004 and will continue to grow, that growth reduces the
possible cost savings, comparcd with RAND's cstimate,
that coul come about by encouraging wider adoption.

Inseveralsecfc ars o the RAND anlyss,the svigs
that would accrue from widespeead adopeion of health IT
appmlobemmed. memph ln['hlyrhnh
RAND hers s

health r”mm ctinesin Ilr:lmgknghd'm}'m
2 borgital’ The RAND sscarchers asumod tht rdac-
tions in kngths of stay would result in propoctional
reductions in costs. They noced. though, that healih [T
okd iy uc knghsf sy by g p
how quickly procedures were performed. If that i the pei-
e ogh i boghs s e

imply besifed 10 car
ath davsin

:ﬁrwaﬂdnﬂdmnﬁd—uﬁdwﬁfmm
tion im costs thar is less than propostional to the reduc-

tion in the average length of s

4o o b

5 Th
about the P
Iiunq#.ﬁm g 10 e medications), It reies oo
the sevus of hree stdies of the efferns of bealth IT o0 drug il

RO
PRAT OF P
= [ -

Another isse raised by the RAND) analysis s the method
that the researchers used to estimate savings from dimi-
nating or reducing the use of paper medical recands: They
based their findings an the evperiences of recent adopters
of dectransc medical record systems and then applied the
savings to all physicians” affices. Yet that asumption
might not be realisic for small practices (thase that bave
fewer than four practitioners) becaase the same person
wha pulls charts i those offices typacaly abo schedules
administrative tasks. Thus, although the overall workload
af such staf migh be diminished, those practices would
find it difficult b redhce their conts by eliminating sup-
post saff pasitions. About half of phpsicians are in wnall
practices; consequently, RANDYs estimate of savings in
this area is probably overseated.

Finally, the RAND stady did not consider the broader
impact that reducing at least some types of health care
costs woukd have on the urilization of services. f the

widespread wse of bealth [T reduced the cost of health

thar decdl 1 T be peflecaed &

lower prices and copayments foc patients—and as prices
fell, patients would demsand more care, Even if the
rescaschers’ underlying sssumpeions about savings are
accure, the net effect of more use of health [T would
probably seill be hower averall coses than would otherwise
e the case—bat the reducrion would not equal the

sation, ach of which b sigeificnt denwbcks. Twoof et amount that the RAND analysis has saggested.

ductad b ing i and et e
MNMMW“P{“MW“ The Study by the Center for Information Technology

b cpeieis vl deedbermsan Leaorsip, Many of the sume concerns s by the
H oL which ding '.n-w";-: T Fekarmune, the i of the i b prge kogh
o d o fe B b 4ok ol e on i i e stud

ool PO T e o ol ek el cae sadies hat evoms
“F“‘JL ikt " Eiferene redh 5p d 30 pecent—in e
Thln\.'\ll]mmquhdvmdhmmh:h— md:lhlmitnhmlmnh:ﬁml%apﬂh—

.144. s ware ignifiany rdecing | P
e Th r‘"‘"‘".‘ e _(utm“{ drvision P 4ol masaerd
hﬁl’l’m‘mhm&mmim uqumlinbﬂmiuwfnmmd
i those ficad och e, t el tht sl

Mﬁﬂnnpﬁdmlh&mhﬂ. wnhmnlhvm&m&uhrpmd
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RAND analysis appl to the study conducted by CITL mentation of healeh [T could significancly reduce the
For one thing, the authors did not fully consider the nursher of those selephone calls, but the reduction
mpuct of faancil s theralyis eyl dhar e T, eeachers s doss o sppearts
ot take into account the effect of those incentives an the be attainable.
se of health [T by providers, haspitals and insusers o
the efect o paticns’ demand fo bealth care senvices i Evidence on Improvemsents in Efficiency from
the event that health IT reduced the cost of care. The ~~ Adoptioa of Health IT
CITL analysis abo escimaed the $80 billion in povential  The porenrial of health IT v reduce spending for health
svings gt bseineof ke ot noifoemation tech e dependsin bgepart o s bl o mak
nology use. Savings would come, the suudy suggests, by efficient by curing the cost of deivering servicss, avoid-
mowing the U5, healch care sector from Level | (with ~ ing redundant sevvices, and impeoving providers’ prodisc-
‘oanplesely nomelectronic data and with allinformasion  sivity: Evidence from the literanare on health IT, however,
wrigten down or shased vesbally) o Level 4 (with all stan-  does nos unifoemly suppor the ponsibiliy of such sav-
darned machi Bledas). Theinpacrol inge. The potenil fo sving apears to depend berly
mngﬁmdkwmtitvdafJ i isle vel 4 on thei d whether that source & in a hospital or

wldbcmudnrmﬂu'bwuummuﬁwmw's
health cane providers already operate above Level 1 in
their usc of rechnology. (For cxample, Level 2 includes
the s o ox machines, whichare widely avalable in
physicians ofices odag) s the repor by P and s
(2004) states, “the model [ised in the study] docs not
account for the ‘current stare of affaies™ (. 17).

Like the assumpoions in the RAND anatysis, some of
those that the CITL study used appear to be overly

B The CITL study extimated that the admini

in an ammbulatogy care seving (sach as a linic or 2 physi-
cianls office). In addition, savings are difficult o asess
because the trmming of costs in one arca of a physician's
practice, for example, may be office by increased costs or
weduced cliciency n morhec

& he impactof some ot fuic
:ngs.upa:ulhrhcmngﬁwyﬂwaﬂm@:of
information amoag providers, insrers, and patients,is
upu]}vdlﬁdtboumc}dlhrfrﬂwrl!mlnm
calysge o deve Furth bt

pmﬂevsudhpddumuﬁmafhﬂlh

IT..... havel

cost of a boeatory test {encompassing both the pro-
wider's and the |ab's cvpenses) was shout $40 and that

widespread interoperabelity coald s:vnlmrmpa

; y ‘made them mare

EH)' . hieve henefis o health
[T—m‘hchusrﬂicmmnudqhmmm@[
ot he peaeralizable. Eiideace of the healeh

test—prodhucing estimated national saving
tests of about §25 ballion annually. However,
mdnuima]nummahmﬂ)lmhbu
G R T
e as high as $40 to begin with.

B The CITL rescarchers assumed that fully interoperable
healdh [T systenss would eliminate 95 pescent of
mdﬁkm.mglhrmpummhbcﬁtf

systean’s
w:mmgwn;m:ll tests only 3 percent of the time.
Other estimates of avoidable tests eypically report
higher override rates, bowever (Bates and colleagss,
19996).

B The CITL study also assumed that at the highest level
of bealsh IT adoprion, only 0.001 percent of prescrip-
tions would require 2 phoae call between 2 pharmacist
and a prescribing physician. Certainly, greater imple-

awmm-hekﬁmzdnpngbﬂhﬂn:]w
limiacd.

Nevertheless, savings could accrue in a namber of arcasc
the handlng of medica econds, the eandancy o s
‘nostc tests, the prescribing and use of drag, the produc-
sviyof caegivers, and thelenggh of hspiea st Save
ings could also arise if 2 comprehensive inseroperable
bealth IT system, inclsding a heakth information
exchange that failitated the sharing of healsh care infor-
‘maioe, wis implemented,

adope EHRs with the inention of replacing their paper
medica econd s, Resech s shown hat phys
cian' offices can ealize savings from reducing the pelling
of paper charts and the wse of transcripeion services

{Wang 1ndotbirs, 2003, Thesesvigs might ot pply



in very small practices, however, because such offices oyp-
ically bave Jow bur eekatmvely fixed costs related to medical
recoeds znd the physicians who work there are much
‘mose likely than those in larger practices to write notes
nanslyin e chae, Savings o s pling of chars
i tpically acomplshd by tdcing the namber o suff
required 1o do so. But thar rype of staff redfuction may be
impassible in 2 small practice if the emplayee who pulls
charts gl performs other ks (such a5 scheduling and
billing], as is usually the case,

The et of avines ko e sined o o
nudulmrdﬂwldalwdrwdonlwwwdaphm—
cian used the new system. Far examgle, most EHRs allow
physicians to create templates that can sgnificantly

reduce the amount of time spent typing in potes, order-
ing medications, and so foeth, But making effective use of
templates and ocher features of EHRs would require 2
physician to make 2 substantial wp-frons imvestment in
time 1o create semphates suited to his or her style of prac-
tice and to learn how 1o use them effeceively.

Moscorer, many physicians woald have to alser the way

they practiced medicine to make a bealth T spstem woek

fnrﬂlﬂn and not llphmmqpuruﬂ]uglnmh
nges, For iders wha have
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inappropriase laboratory tess. Bases and colleagues
(19499%) found chat providers canceled 69 percent of ib
tests when alerted by an dectronic notice that a sese
appeared to be redundant. That result, when combined
with a relared estimate that 9 percent of all lab st
appestd o be redundan (Bates and colleagues, 1998b),
implie har EHRs with 1 notice of redundincy could
redusce the number of lsbaratory tess by about 6 percent
(69 percent of % percent]. Cansistent with this cstimate,
tescarch by Tierncy and otbers (1987) found that show-
ing physicians infoemation about a patient’s previous lah
work when they ordered a test in 2 clinic's ander entry sys-
vem and reminding them of the date of the pariens's last
test reduced the volame of tests andesed by abost 6 per-
cent. A second study reported by Therney and colleagues
i 1988 found a dropofshoue ) pecent n b chargs
The Tiemey rescarch, bowever, s basod o data collected
in the mid-1980s, and ics applicabilicy in today's bealth
care envimament is questionable.

By contrast, 4n cvaluation of laborasory services in the
outpatient faclities of rwo scparate Kaiser Permancate
regions that adopaed health IT systems did not find a dif-
ference in chy her of duplicatic aresult (Garrido
aninﬂm}[lﬁﬂ.]tum«hwhqrﬂﬁimﬂmdsh

albudymlladﬂ'lﬁlmnnmm msingain paper

MMMM(MN{MS]MW 10of 14
pacices hey ecamined opped pilling chars—wbich

Jmplmdluéplxumsﬂlddml’mmutath

cians became d 1 the new

1ems, they would stog using paper charts.

oiding Duplestd o lsgpoprie Digposc Tk,
‘The possibiliry of duplicaring diagnostic tests arstes when
pasicnts are scen by different physicians in malriple facili-
mord:nmdsmkutdlﬁwlrwdlw-hdl
tests have or have not been adminissered. |

¥ | to prevent the duplication of rests and
|bcﬂ|umngih:mmrﬂmchs}mnmbcd'ﬁmum

i T
have b for the Kaiser

facilives. Moeeover, s a fully integrated HMO, Kaiser
iy have already used non-heakth [T methods to reduce
1he nunsher of unnecessary tests. For that reason, the

results of the study may not be applcabl to the non-
HMO healeh care sector,

Reducing the Use of Radiological Services, Less informa-
tion s available abous the impact of EHRs on the use of
radiobogical services, The Gamida team's 2005 study of
Kaiser faciliies also examined imaging and, as was the

's habits o

iestingg can abso oocur because of s physice

preferences, and 2 partem of such testing may be casier to
identify and change if information i in an ekectronic for-
‘mat. For the most part, any savings from avoiding dupli-
e or inappeopeiate diagnostic tests would be realized
primsarily by a health insurance plan, not 2 heakth caze
provider. Thus, the extent o which savings in this area
would actually benefir providers is uncleas,

Despte somewhat e resules, moss cid

e with b teting, found 1 chang fllowing
the adoption of health IT. A suudy by Haspale and others
(1997) found thar peoviding physicians with evidence-
based critiques of cerain types of imaging at the poing at
which 2 provider orders a radiological seudy (that s, pro-
viding a chinical decisaon support system) had po signifi-
cant effect on whether or not 2 sest was ondered bur did
influence the types of radiological images that were taken.
Hukhﬂmmwmmmdkwbd'munmglh

Fradiological services, bt there is liethe evid

hat EHRs have the potential o reduce the aumber of

i

it helps control coss,

1"
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Prosotiag he Gost-Efecive Use of Prescripton Drugs.
Eidence saggests that in hospitals, fearures of EHRs—
specifically, cinical decision support (CDS) and compur-
erized physician order entry—could help redace the cos
of prsciprion drugs by promping providers o wse
generic alseenatives, lower-cost therapics, and, for more
programs (Mullet and others, 2001; Teich and others,
20001, Tn ourpatiens serrings such s clinics and physi-

ing hospitals, and the generalizability of their results oo
more typical comemusity hospitals may be lmited.

Few saudies have measured the effect of EHRs o physi-
cians’ eficiency in ouspaicnt scttings, and those that
have show mixed resules (Piziferri and others, 2005;
Overhage and others, 2001). The lack of demonstrared
gains in produceivity s 2 et of impkmenting health
1T systems may be partially due so some prowiders'ten-

cians’ offices, health IT—specificaly, e-prescribing— ~ dency ro dusplicare the syster’s fimcrions by continaing
mﬂaknlplnuibigpmilhﬂimnfhr- 10 do some rasks manually, ssch as maintsining paper
oot drugs. secards (Gans and others, 2005; Overhage and ethers,
e e i b e, 21 il s of
empirical ever, ipion etvicet by g healh IT sy ey
s of health 1T to help masage the e of prescription - Inietasnntaia Heskbiiae i
drugs in cither hospita or ouspatient sextings. One factoe ::ww e lna‘Jma:ns
mmﬁ“mﬂmﬂm bigh 2 S12500per et for sme physicans) conti-
o iy el iy . "8 i EER. i o
iacd by heahth plans o pharmacy benefis management abou S2500 pe
companics (PBMS). Moreover, because of helr strong e e o neodctiviny that esearchers hae used
ncevives 10 bold down coss. et s and PBMs s e vy o and do o b
iy b cprrin 3 sbanl prionof B0 s whic e of bt T it el

savings.

Improving the Produciiyof Nurses s Pysicians.
Several analyses have mvestigated whether EHRS in hos-
pitals and ouspaticnt facilities might increase the produc-
tiviey of murses and physicians. A 2005 summary of
research by Posssant and others suggests that when health
IT systems were im use, marses i hospitals saw drops in
the time required 1o docursent the delivery of care but
pliysicians saw inceeases in documentation time. That

care workers' productivity, For cample, the improve-

ments in documentation thar EHRs provide might help
hpician imprve thee crghing [fsochspaemsked
proiders to spend moee tine documenting the care they
delivered, the end ressh might be higher-quality care.

Health [T systems might also enable a physician to pro-
itk other services for paticnts, such s helping them get
appeopriate preventive care, providing bener education
abour their healch, and asisting them in making choices

Finding implicsthat aspitals might beableto reduce ~ from amosg an amay oftcatment aptions.

their spending on nueses but noc necessartly on physi-

cians, Those studies, however, may have identified MMM‘WNM&MM@
short-term cffct among physicians—hat i, before {Mekhjian and oshers, 2002} suggests thar health [T
providers had beconse accustomed t the nw sytem and <9uld oo the veagelengih of a bospcal sty by
incorporaned the new methods into their daly routine. In 1mrwm°w§rw\suqnfmmwnl_ﬁne
abiion, st ssies heve cxamined bedth [T inteach. 00 (sh a5 andeing and complting tsts, ondting

1. Wamgand collegues (401} it helth IT sy he
offiess ' ot i [ anra]

tion and preparing for patients’ discharge) and by avoid-
ing costly crtors (suich 1s adverse dnag reactions thar

e i of 2 e el o s . Gven it

:Jhmﬁu&@.n’&u&lipmmmlrh-:dg
B AN "

I eid 1 delys i dschusging pcas), Oher
scach has produced it el

12 Personad ication t CBL) from Len Powes, Sexior Medi-

opemistic. Some P
; Sy

inhealih

snd ochen, 2007},

ot | i Hethcre, Moy 1, 30 Cle
o and others (05},



s discassod el with reard 1o the RAND s,
reductions in the average lengih of bospial stays are
unbikely 1o esult in cost savings ofa similar proportion to
the reduction in average length of stay, such as that found.
by the Mekhpuan rescarch team (that is, of 5 percent or
moee). In particular, nediactions in stays chat stem from
performing variaus hospiral fanctions mone quickly are
ot Jikely 1o cur costs as musch a5 will reduscrions thar
resalt from improving care—For cxample, by diminishing
the number of adverse drug reactions, Reducing the
kength of rine required to proces  lab test or disgnostic
image from the time it is ordered 1o the moment the
results ane defivered only spoeds up the delivery of care; it
docs ot necessarily redece the amount of care provided
o its asociased cost.

Moceorer, the promise of shotening the average kength
of time chat a patienc stays in the bospital mighe not be
very compelling 1o a rypical instination because it already
foces 2 sable financial incentive t pase is costs per
ademission. Payment mcentives in the Medicare program
that encourage hospitals 1o reduce ther per admission
costs have been in place since the early 1980s; the average
Yenggth of say has fallen seeadily since then, although
recently, the dowrwand trend has skrwed (National Cen-
ter for Health Statistics, 2007), In all lkelibood, the
majority of hespitals have already made most of the
changes pecessary to maximize their payments for the
casc of Medicase patients, and the additianal money they
woald pet from the nest incremsent in reduscing the aver-
age length of stay might not be worth the additioral
investment in heahth [T needed to produce it. Moreover,
the payment meshods for hospital stays that ate common
among private beakth plans—per diem pavments (that s,
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‘sapport systems 10 femind physicians to schedule ress,
help diagnose consplicared conditians, and more cffec-
trvely implement appeoprate protocols for treatment. [a
addition, the extensive data about paients that the wie of
E.H.ngnmnu mght:ﬂwmdmmmﬁnnm-

| he olcriveness of
different mmuhrddfmm patients 25 well a the
effctiveness of diffrent designs foe the delivery of care,

Like the benefits from delivering care more efficiendly,
howese, benefschtstem o improving he qualiy of
care—and the posential cout savings that sccompany
them—are primarily realized by patients and insurers
raher than the providers who geeerally ke th ivest
ment in bealeh IT that leads to thase benefis. Seldomn are
providers directly compensated for improvements in the
quality of their case. Indoed, if hose improvemeas, for
cumple, cust down the mumber of hospitalizasions and
offce vists, they might actully reduce 2 provider's com-
pensation, especially in the case of providers paid on a
fre-foe-service buasis (as is commanly the case). lmprove-
ments of thar kind niight enbance a provider's repatation
and therehy anract moee putiens over the bong run, But
thas outcomes woukd not pecessarily increase  pro-
vider's income or lower his or her costs, (Also, some
providees might discount the vabue of those benefits
Decause they already had what they considered 1 be a
safficient number of patients and felt no need to.add new
ones |

A possible benefit of improving care throgh the we of
el IT, howeer, might be 1o howes malpacic nsur
ance costs for providers. A mumber of firms that sell a-
il insurance for physicians are beginning 1 offer dis-

asen foc per day in the hospital)—may woek against counted premsiunes o praceices that use EHRs.'*
shorrening thos: stays.

Inoiding Adverse Drug Events. One of the
Evid Imp inthe Quality of Care ~ types of medical ervor—and a focus of much research—is
ﬁumﬂhﬂn 1molkdmd:\gmmmchpwmrimm
The e ofbeath T 35 s te potencial oo b adminisred an mpprope-
mmmu&tymmmlkmlll:“" e e dication. Research ",, the
tem and improve the qualiy of the care thar physicians ons that paricansreceve in hospital s shown
and other caregvers provide. When used fo prscrbing ﬁ:uﬂlmhaubmﬁmmnuﬂpmmﬁv
rrndumns.il'llurdhrmpnmmd expensive and that they could be subsantially reduced
ﬂ'hl-l.“ |
hdhdungpmmuminlmn{smddwhnfmd 13, Evidence-hused guideli el mrhuods of
ications they are taking, screening the liu for posshle ment chat are bused n empirical research.
drug allrges and drog inseracrions, and alerting physi- 14 el CBO o Mk L, o
cians to any potential coaflicts. The quality of health care tie Dhsecie, Ceriiation Corsmision for Heakbeare Informs-

couk b improved through the seof cincl deciion

ton Tskwlogs Febnary 7, 206
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through greater use of heakth IT. Stadies have found
potensial reductions i error sates from the e of healeh
IT of berween 50 percent and over %0 percent (Potis and
others, 2004; Bates and ochers, 19993, 19983; Evans aad
others, 1998). In 2 few ober studies (Ham and orhers,
200%; Nebeker and others, 2005; Upperman and others,
2003), researchers did mot find that the rate of adverse
drug events was bowered—although that srsule might
have had mare to do with the quality of the bealch IT sys-
tems being used thin the performince of such systems in

Musch less evidence is available on how EHRs affect
advesse dneg events in ourparient semtings. One study
(Gandhi and ochess, 2005) found no evidence of roduc-
tions in such crvors but qualified those findings by point-
ing out the kack of sophisticarion of the systems used by
the physicians in the study.

By maintaining a list of 2 patient’s allergies and current
medications, 1 healch nmmmhultmuﬁrdoc

found that 1.4 percent of hospital admissions were cusied
by adverse drag events, and 28 percent of thase were con-
sicered preventable, The average cost of teating the cos-
soquences of 2 peeventable adverse drug event, rescarchers
estimuated, was more than $10.000, Another stady
(Hangnan ad e, 101) decmi et e

provided at an out-
T LRy 7

patient el and that e
lmwmumofﬂfmmlm‘Jm
Avoiding even a fraction of the erroes that now occur in
inpatient and outpatient settings could yield significant
sings

Same of the posential savings from ervors ariginating
mmgwrpampmadmlw:va are probably
already being ectronic syitems, Even
though today very few prescriptions (an estimated 7 per-
mw!ﬂﬂﬁnhﬂdﬁaﬂmﬁﬁmﬂgﬁ dnmmw

demnnhmnwlrnmlyﬂphummmm
ically to heath plans whea they enter a patient’s

st choc o rgand gl and -

A e et
e P ta on mast if not all prescrptions

ol s By ) PTRRDTRSN e i b e i s

medication. systems can abso speed pemiders’ : .

s tolisof porsible e s of o g ‘masion through the health planis system—and boch the

which i phyicas o gty vty et g heahth plan’s and the pharmacy’s systeans typically check

s apprpiae o a givenpaicer, Mot EHRs b o &ff“%',m”“w‘“?‘m‘"‘

ithowt 3 CPOE feanure) summatically check for

jivgiet ek ﬂlawswnmmwmm

and drug inseractions and for the approprizsencs of
T S NI T )

quality of a pamicular parien’s care if,

i

:mﬂius.&dffmunﬂmpmlliicdnmu}it fnrmmpk.hpmmhzdamdtbmzmtﬁu
stundardimed dosing amoants of recommended dosing Ml@'w@imﬁmﬁ%mhwm
guideline that can hlp prevent arors in overmedicting a partioalir medicarion—ahthough it i bevoming more
and undermedicating paticets. Further, the amtomated for bedsh plans o 0 b lab pesules
prescribing practices possible with CPOE farures gy (SoeeSerips, 2007}
3 i b i
& rhm;'» ; Expanding Exchanges of Heallh Care Informatioa. The
gl peers d e adopeion of imteroperable bealeh IT systems coukd exe
Becatise medical crrors can bead 10 the we of ddiional  exchunges of health careinformation. which might not
ealh care services, health IT systems that successfully ~ only improve the qualiey of care but abso edsce oses.
reduce such errors may also diminish expenditureson  The effecss of expanding such exchanges include:
health cate. The effectivencs of health IT in reducing
etrars, bowever, depends largely on the type, sexting, and lw*dﬂwf&@mwm
quality of the systems. One study (Jha and others, 2001) Id mare casly be made availible to
ather providers);
15 N Ao i i
v, b e f o e s 8 wﬂ"smﬂlmfbﬂ"ﬁwﬁwﬁ

ovene |Emaddu\lm. )
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8 Lowering administeasive costs (because ausomated
transfers of test resuts, inical informasion, and pre-
cripionsamong helc e, physicins offices,
hospinals, lsboearorics, imaging faciliies, pharmacies,
and poblichsbhagencis would be s csly than
manal eransfers).

The makzars
The

& ge
infrmatian, such as the availabdity of more data for
‘medical rescarch, fes further in the furure (see che Lirer
discussion).

0 T T o e |

1, § carahil .|. s

i i pot
safficien, fwwﬂ.mroduoemandlmpmhpl
ity ofealh cre s o paing

ymndmdnnmmnmmmwmdwmbyﬂ'
mgnn llu: lnfvnmunn.lndmd. n somse cases, those

F e
mm&tmpk.aymﬁ«mnpu!nnafer-
for-service basis might refrain from oedering 2 disgrostic
test if the resubts of the same test recently ardered by
another provider were in the paticnt’s EHR (owing to
health informarion exchange); however, that fe-for-
servicephyician would kave no nancil i 10 do
0. Moscover, if the physician coald perform the diagnos-
tic test in his of er office by wing office-based equip-
‘ment (ssch as an X-ray maching], the stronger financial
incentive would be 1o ignore the previous tests results.

&“ Sl J 2l ot "“b‘“‘
ﬁunflﬁdﬂhmﬁmﬂﬂoﬂm&u@:xsﬂwqﬁwnf
{heslih T e EHRe—
dﬁu#mngwdwlmpﬂo‘npn&dmhm-
tion exchange from ocher heakth [T-related effects i diff-
cult. The case of the VA Slustrates some of the enspirical
challenges, The agency reports that its cost per parient
has stayed rebatively flat over the past several years, which
it anribsates in part 1o reducing the number of full-time-
equivalent emphayees per 1000 patienits by 37 percent at
the same time that the cost of medical care hus been rising
by about 6 percent per vear (Evans, Nichol, and Perlin,
20&5] Aﬁ«mldjumnmtfwdw@:swmmlh
S paiens thtthe VA s, s spending per el
gwbnnudnfl?munnﬂmﬁml\m»
20055 (0.3 percen anaually)—a race significandly below
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Thase results cannos be antribated solely to the impact of
the VA health IT program, however, because the VA dif-
fers i many waps from Medicare and other parts of the
el s, I adiion, he VA adopeed tber ffors
1o contral costs during the 1999-2005 period: for exam-
e, itswitched from a kibor-inensive inpatiens system 1o
asywem of ourparient clnics.

Expanding he Practic of Eidence-Based Medicne. art
ofthe motivation ot the boader adapion of beakh IT

e i i Flafetee i ehiy o B EL
y of health

care i the United Stares and large unexpiined geo-
‘graphiz variations in the utilizaion and cost of care
(McGlynn and others, 2003; Congressional Budget
wm“mmnmmmm
of linical decsion suppart funct h

remsinders about preventive care—thar could help physi-
Ah, 21 h J‘ Sk ’“‘Hm
:bkmldmdwwrofp-mdumlmhwm
demonsrated clinical value, uliimarely impeove the quil-
ity of the care that they provide, and possibly cut costs.
Measuring the effcts of sing dincl decision spport
o the costs and oatcomes of care for parients is difficulr,
though. At this stage, empirical reseanch bas shown chat
the wsc of health [T in geeral and CDS features in par-
ticular can improre the quality of patient care, bat it has
noe shown that improving case can, in e, improve
pasients' healsh or reduce costs,

cians

Coverad e

sgostthat COSfatres canimprove
quality of health care:

B Gargandcllagus (2005) v sudis on i
al decision support and found that most such func-
tions improsed the performance of practitioners.
Reminders abous using established guidelines fot pre-
ventive care were found o be the most effective fea-
e, However, fow of she suudies thar Garg reviewed
abso reported improved outconses for patients.

8 Aschand others (2004) found that the quality of care
eceived by paticets in the VA system, which uses an
EHR. chat includes CDS roals, was saperior to that

Medicare’s real rate of growth in costs per capita of
29:4 pescent (44 percent per year) over the same period
(Congressiomal Budger Office, 2007a),

16, For cximgle, th hack b
mﬁplmmmmhmmmvu

Wyomiag

15



16

34

® popasion."” The VA praciionces adherence 10
recommended-care guidelines was greatest for indica-
vors of qualiry case that were associated with a VA per-
fomuance measurement peogram (in which the care
that practirianers peovide is tracked and monitored
and feedback i given 10 ach praceiione ot his o
het performance). However, as CBO' 2008 repoet an

i varation in health care spending notes, the
VA medica st varis subsantallyacos the
natio in parserns of climical praceice, despise the fact
that managess track providers’ compliance with
natioeul guidelines for the resment of many needical
conditions.

B Cansistent with the results from the VA, recentdy

Yeveod dita Frou 3 Medicare dh

fthe Centers for Medicareand Medicid erces
CMS) saggest thar practitioners respond to rewands

“cookbook” medicine, s ot fiting well with the particu-
ar patterns of work in a given practice, or 25 unable o
sl ffceproviden behaio Feise, 2006 i
and others, 2006; Bases and ochers, 2003). Wih tinse,
the quality of stch syseerms may imprave, and users may
be better able o routinely achieve the positive effects
noted in some studics.

Better CDS tooks could sho boost spending in some
ways. For example, the use of some features (such 2
femindess icioners about sceesing seses and other

i ices) could pending for health
e by encouraging the utilization of some addional
services. Morcover, physicians might onder some recom-
mended preventive treatments that were not cost-
fftve—brcamtc cventhough sich pracies night
improve the bealeh of patients, their coses might not be

foe highogualit cre (Lindenaser and others, 2007),  Conepeely ofet by reductions i furure healdhcae
Tn thae s, escarchers coupled a COS sysem with. Spending.
incenives to achive 2 ighe el of quiliy.

Generating Data for Research on Comparative
et 2 CS capabiliy does ot heays improve the qualiry  Efectiveness and Gast-Effctiveness of Treatmets. Pro-
of paricns’care, and even f it could, that improvement. ponents of the adopeion of heath IT nose irs potental o
might nos have the desined efecton coses. Accosdingoa e massh £ new health care d
beoad range of rescarch (Crosson and oshers, 2047; pariens’identifying information has been remved and
Linder and others, 2007; Scquist and others, 2005 Tier-  the data bave been standardized and asembled in 2
ey and cehers, 2005, 2003 Murray and ochers, 2004 sepositoey—For research on the comparative effctiveness
Subeamanian and achers, 204; Harrs and others, 1998, and con-effeciveness of medical reatments, The dana
DS fi Thave failed 1o i .I.“  adher- 1 e hercive ink: CHES
ence toevidence-bosed standards of catmens for awide e healh istoresof differen paiens and abow the
vty o cndions,nlding i obsnctie - i Sl
oy discae,hear dsca, dabees, coronary ety e e depth and e ofthe o would
disast chevic hea e, chroic o make it e 0ok 1 accoums e differences among
nd byperesion patients wha receive different treatments and allow
The il o ind posve s o heuseof D Tocachens 0 2 bead st o ntcomes.
toaks for these conditions could be due mare 1o mis- L
aigped nancal incentives than o liiaions in the m““”ﬁ:rm*
: urd"“ ;"MF‘C;;{:“H"‘&‘;T’H‘ "':’:‘h:: e B e o i e
quality of some s Bpecs i
ITsuch s e notusfoms,nocase they llused S n 2005 by e Agenc for e
eqaallywell. The e have boen vriousy crcied s 1ese2ch 0 Qualy (CongresonalBudge Office
R 2007b), The knoldge ganed from uch sudies coul:
7 el e b of Ayt
1;,‘;“‘“,‘_"_ . 0 lmp protocols and methods,
ofVh gui d ik 1 et of non VA s P

‘il g ifesces bewees e i of i e
|iv(m: . !

W Lead o berter outcomes for patients,
W Lower costs for bealch care,



W Improve postmarketing surveiflance of pharmaceuti-
cals oo ensare that  drsg is cfective and has no unes-

v harmihal sde effocts) thar have b 1
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tisk of lost privacy. Purchasers of bealth [T systems,
which must comply with siringent federal and stare rules

by the Food o Dog Admiviion,
# Help gt poblic beah efors, and
® Suppor carly desecrion of ourbresks of discases.

The Costs of Implementing Health
Information Techno
Imphementing a healch IT system, swhether in 1 singhe
physicians practice o in the multiple venses of an inte-
grated healeh care delivery spstems, involves significant
expendicures. Toral costs for a health IT sysem inclusde:

W The imitual fived cost of the hardware, software, and
tochnical asistance necessary to install the system;

W Licensing fees;

W The cxpense of maintaining the sysem; and

o The “oppornunizy cost” of the time that health care
providers could have spent sceing patieats bist instead
muast devote to learming how to use the new sysem
and how to adjust their work practices accordingly.

‘The coses of inplementing health IT syssems vary widely

among physicisns and among bospitals, depending on

the i q | IR o 4 S Ly

lkunuumih;-du;_lm'm;wﬂm;nfnm\dﬁr
work deatronically.

Ohing in part to the wide varation in costs, evidence on
expendicures for implementing health [T systems tends
10 b limited and somewhat conflicing, The initial

dstandiadsinendod 0 prosect ity privacy,bear
the monetary costs associated with such protection.
Giventhe s with whichinformaton can be exchanged
between health [T systems, patients whese physicians use
them may feel thar their privacy i more at sk than if
paper records were used. (Health IT might also, though,
support efforts to strengthen privacy by making it casier
to track who accesses 2 patient’s medical record.|

‘The Cost of Health IT Systems for Physicians® Offices
Esinatingth tota cosof implemcnting et IT sys-
sems in office-based medical practices s complicased by
s i the e bl s o he
st beng sl 1nd i i che .
of the practices that arc adopeing them. Many existing
studies of the costs of implementing such systems lump
togethe all it cos (o hardvare, sotvre, ceming
fees, installaion, and training), do not inchude estimates
of indireot costs (for example, practiioners” reduced pro-
ducriviry during the carly stages of adopeion), and spead
the costs of implementation over different time frames.

The few detailed snudics available report thar roal coses
far affice-based EHRs are abour $25,000 to $45,000 per
physician (Gans and ochess, 2005; Kibbe and Waldeen,
2005, Estimates of annual costsfor operasing and
mamtaining the system, which include software licensing
s, chclsppon, nd o nd e sl
equipment, range berween about 12 percent and 20 per-
cent of initial costs, or $3,000 o $9,000 per physician
per year (Miller znd others, 2005; Wang and others,
2003),

Those seudies indicate thar smaller groups of physicians

nvesement and the cost of maintenance can be iy eas- - pically pay more e physician than do brger offices o
ily dexcrminod—proriders cam obeain bids for a sysem imphement healeh T systems. (Gans and ochers, 2005),
from one or more vendors and thss have a relaively accu- Other possible savings may noe depend oa the size of 2
rate stimate of what those costs will be oace they have  practice, Nearly all physicians already use information
lcted vt Mach s prdicblers he productve. technology o managehebsies i fhie pracis,
time bost in bearning fo e the spseem and in adjusting.  Thus, many offices may already have much of the hard-
pasterns of work. Yet that nommonetary investment may  wase necessary 1 operate a healeh IT systems and need
be an important factor in whether providers will beable  only puschuse the software.

1o use the sysiem effectively,

18, The smudiesthur CBO examined i

Soctal costs may also bea faceoe in
and usc of health 1T, 20d cac such potential costis the

phyician e per hap i Some conts vy i
e 7o ko e e s o o

L L ]
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Moseoner, the prices of health IT products agpear o be
falling (Kibbe 2nd Wakdren, 2005). In panicalir, some
e e pcaion e g

bstantially limit casts

haspitals or multihospital groups t develop a model for
aitimating hospitals casts for adopting 3 CPOE spstem.
According to that model, 2 lirge 500-bed bospital would

e tharcould be 2 v 5 $2,00 per phpicin.”? (Hore
e, entremely v prices mighe sigmal lower quality and

incur initial costs of §7.9 million and annual aperating
caies of sbout $1.35 millios; 2 smaller 230-bed hospical
muldmnlm]mol‘dﬁti}mimndmm]

fe feanutes) I pr to fall

fewer

f approvimarcly $700,000. On average,

mlimc.hwwwimrdw]iqofdwhﬁhﬁw
tems thar are parchased should increase.

Phyicias wh ineplensn healh T syems yicaly
experience an initial loss in produuctivity as they leatm hew
o use the system and adjuse the ways in which hey prac-
tice. In a survey of health T adoption conducted by
Gans and others {2005, many physicians’ practices
reported that after they implemeated 2 syssem, produc-
tiviry in their offices dropped by berweea 10 percent and
15 percent for at keast several monhs, A stady by Miller
1nd clleagues (2005 found hat amocg gl of

14 sl physciand ol implening healh T
tem, the average doop in revenue from that loss of pro-
ductiviry was about $7,500 per physiciae, That ansount
may understare the actual loss in prodisctiviry, however,
because in some praceies, physicians warked longer

mpl i Fonhhﬂ]ﬁﬂ' d
wahnSIiSNp:rbd.udmuiopemmgm
were about 19 persent of those oe-time costs, or $2,700
perbed.

The seudy by the Kaushal rescarch group considered the

cost of implementing a CPOE system at Beigham and

Wormers Hospitl, 3 720-bol academsc hospcal in B

von affiliased with Harvard Medical School. That stady

np:mimswngabom Sl(nmpcuwpnbdbr
! berween 1993

and 2002

Rescarchers froen the RAND Coepoeation (Girosi, Meili,
and Scanille, 2003) estimated the coses of inplementing
CPOE systems wiing cara froen 27 teaching and nonaca-
demic hospitals, Thar snudy reported a considerably

o i keep the practices income the same asitwas  bigher average coi—nearly $63,000 per bed. The
before the adoptian, RANID reseaschers essimared that arual costs for maie-
taining and updaring the svstem would equal 30 percent
mwdm-dms'pmhrmh of aogquisition costs—a figuse tha is higher than the cor-
A frw studies b ﬂxmuw plemeniing  pesponding peoportion in other estimates and chat adds
EHRand gy ok oy pcsin - $18900 b ey Ao e RAND sy
hupnhmm Joularions are difficulr: Hospitals vary from a laeger growp of baspitals than
widkly in size and types a variety of different health [T theinvestigations discussed eadlier,its semple was il

applications may be implemented, snd there 1 2 generl
lack of data o casts, Thoe challenges limit the generalia-

it snall, and s estimates, as well as those of ather
rescarchers with small sansples, should be viewed with

ablity to other instivurions of any single bospital) experi-  caution.
ence in imphementing a bealsh IT system,
' e Otber factors may consribute ta the variation i esti-
For example, two studies—one in 2003 by Fise Consult-  mated costs for implementing hospitak healh [T sys-
ivngGmFmdlhcmhq)nndinmﬂﬁb;Kmdd tems. They include differences in the amounts and types
ed out in teaching bospital of associased rini nﬂlabumlﬁrnpmlngr.}r
mhngﬂm o bt " ol i

uwldlnwmm:lypﬂlmmmww Finst

Cansulting Group rescarchers used case snudies of five

19 At of thoseprdocts and e prces s of Sepeembes 0061
4 ..' e o I'- heGaide_
sellpd

0, EH, s i Bopita el inchue 2 CPOE comguonese,
nerchanggably )

n\u:iuxk]nnfm wﬁmﬁdkdﬂlmﬂm (because
of changes from year to year in the sechnobogies, in cost,
and in ather facton). The RAND analyses observed a rel-
atvely lnear reatioahip berween he umber of b n
2 hospital and the bospitals costs for implementing a
bealth IT system and posited char health IT coses were
beadger driven; thatis, such costs are influenced by the
amount of money that e hospizal has allocared for
spending on health [T im general, and various projects,



including an EHR or CPOE system, are funded as they
risz 10 the top of the hospitals' Est of priocitics, Bedgess
for infoemarion ochalogy for hospitals typically range
ﬁvm!wmlmlpmlnfmaﬂwingm

s that are part of i i

mﬁngnmdcﬁm] I'I'npzhdmu[uduﬁgdnc
in outpatient settings} may huve badgers for informarion
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Inimplementinga healeh IT systers, providers must
choosc from ameng a wide array of vendors and oprions.
Wish so many choices {for example, moee than 40 differ-
ent EMR vendors) and rapidly developing technologies,
stany providers may b cocetned about buying the
wrang kind of system foe their practice, acquiring tech-
nology that has already become ousdated, or purchasinga

m:lmhglhuqm]nmmdipﬂmﬂ poot-quality syseem. They may wisth 1o postpone the
decision uniil more of their colleagues bave purchased

= sysiemns, allowing them 1o benefit from others' expen-

Possible Factors to Explain the LW coce necuh cggess tha rovids who e
llatmenpﬂunufHuhhl’l‘ dhacdn EHR st cod ol s nwbich
In spite of the seemis e that healeh [T offers o+ least ane physician is vechnically savvy and able to cham-

physicians mﬂlnqm:ll. the proportian of thse
providers that actually use such systems is reltively snsll.
Sﬂm.[ﬁmmmr:rphmﬂkhwmmfzdm

punnl]kmuenl‘ha]ﬁ I'I'fMllln':MS'm 2004). But
relatively few practices include such a physician, which
Mhuimvpmnkﬁmw[umll lhcmm

TR e 4

including the challenges that arise in impl g the
systems, the inabiliry of providers to capause all of the
fimancial returns of the health IT systems that they pur-
chase, the possibilicy in the case of heahth insurance plans
that the efficiencics they gamer through the use of bealth
IT will benefiv their competitors, and uncertaingy about
the value of the advantages to be gained from adoping a
el IT system and hecvlusion of ks afecing s
aoqisiin e,

Challenges in Implemeating Health T Systems
Adopting 2 health 1T spstem involves more thin just
deciding o spend money; it is 3 major organizational
commitment tha, o besirls i paicla, will rb-
bly Last fore several years. To take full advancage of such
sty e phscian o sbsacilyedosign
the way they pracrice medicine, EHRs are oaly as helpfid
s the information that goes into them. Some of that
information is part of the system when it is purchased,
bumdwflhcruhnhmn}uwmnhnphm-

become more

fewer but berer-known chosces, The lirge namber of
vendors and peoducts may slow down adoption in the
short run, but the winnowing process that occurs a some
wendors Jeave the market i ikely 10 identify the produces
thar deliver the geearest value per dollar spent,

As noted carlier, the prices of health IT systems are fall-
mg.andwmlhlddmhﬂdhﬂmmmm
n purchses. One is whether such increased
demand would be constrained by supply problems foe
qualified technicians to insall and maintain the systems.
Tndeed, hospitals and geprovidr groaps hae aleady
begun 0 comglin abot the ke of fding qu-
fied techicians to naintain thelr systens.

Providers' Inability to Captare Financial
Returns from Health IT

Masy,if not mas, providers would like 1o make more
wafhdrll'l'mﬂupmmmgmngdmodl-

the qualty of

B

mgdwmardmadmmgﬂwwrk,
achive the maximum benefies, Not surpeisingly, the
adegtion rates for health [T systems are higher among
younger physicians, wha in general ase moee familiar
with computers than their older colleagues (who were
teained with paper charts as an invegral part of parients”
cate and wha msay be moee comfoetable using such tools
in their peactices; Grossman and Reed, 2006).

21. Penotul communications s OB uaf froem James Wlker, (hicf
Immwmmwmm
B, Seaior Medicad 1k
Heakthcare, May 18, 2008,

for the patcns, nd per-
hpmﬁnmsbmdmd'ﬁm&umwnﬁhmhme-
fits accroe to others rather than to the providers who pur-
chase the health IT gystem, As 2 ressh, many providers
cannot generate the additional income necessary 1o jus-
tify the significant investment in time and money that
the adoprion of such 2 syssem would require.

Some benefies 1o be derived from beabh IT increase in
valioe 2 the network of thase using the technology
expands—that s, 2 ocher providers also purchase health
17 systems. Praviders wha can perform fencrioss elec-
wronically (such 15 communicating with cach other, send-
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ing and receiving medical recoeds, prescribing medica- 1o parienes than physicians who did not—poonided that
tions electronscally, and ondering hboratory and imaging  the plans could determine whether those docror acnually
procedures] gain when other providers devlop similie  helped them artract and retsin entollees or kwered the
dlectronic capablites. For example, the cost 02 primary  cost of treating them.
e physician of sending medical dita to 2 consalting
spectalst s ar Jower with a bealth IT system—as bong as Mot networks of physicians roday, bowever, cover nearly
theconslin specals has a inveoperable syt that all e doctos i gven are, s physicians who were
can receive the dua elecnonically, Howevee, some so- -+~ considering an invesmeent in bealh 1T would probably
uﬂvdmrkbﬂﬁammmhmpmmﬂa not include in their calcularions wherher their use of the
health i lars and oaly indirectly to p technology would make their services mote attractive 1o
[nmplumcbd:imdqﬂnmnfiuymmm Hhmmﬂqwddskuyvdnuruupoﬂln
increased availabelity of parient data in accessible reposi- income by imp v of the car
WMMHWMWM‘J‘M they provided; ﬂrus.h:f:wmuldpmhhhmha
pratces fo cament and are ey consideration o them. However, chy nightchange

their thinking if they knew that they would be directly
Heh T an o i he gy ity 2 b T o
nfltﬁhmﬂmpmﬂnddmhnnndmﬁy mﬁmwmmmmﬂmmmm
rare for providers o be compensated for such improve- provided—dar o vhichthey wee being o
mmﬁv-ﬁwpn{nmmpwmmncﬁiﬂn : 3 o

P kol by uing ch e,

W“WT*MW&WW Otbesbenei sch s bt o g
Mra- reate 3 al il o gis ,L,d,mw
i beakh 1T ptems, WW*W“ lhymd:rlhpmdmlhhdhl’l’rpm?or
fairly modest. Ancsher appenach that Medicare has % In tin Healbee tepons hat s v
adopied is to mot pay for poor performuance in some aress, fo ilurﬁlﬂmﬁ-\!
CMS ecently began 2 program under which i el not ‘s’gm“‘w'“"“"ml:“““’“.m

pay for cerain occurrences that it clls “never cvents” oe
“serious preventable events” (Department of Health and
Human Services, 2008). Never events include such ma-
dents s eving an obect i  aren’s body dusing .
gery; aperating oa the wenng patient ot on the wrang
body part of the right patiens, or performing the wrang
surgery; precipitating an air embofism 25 2 result of sur-
gery lim general, am air embolism i a bubble of airin a

stasially to paying for its EHR, which cost about 2,500
pet physiian. But many prosiders, epecially primary
care phusicians in small practices, might gain eelatively

litle from implementing such 2 system because their

practice would be to0 small to benefit from the efficien-
cies it would create, (For examgl, any poviders would
‘ot save on transcripeion costs by purchasing a health [T

blood vessel thar maay casse trouble if it moves v the WW“MWWW&“‘WWWW’
heart or brain); Ald pmu?nglrmmplﬁkblmdur with,)

Hood seodh g

Foeaservce it keads o snch amevent sl e mummm::um

o iden’ s " ' INSUCIRCE Com| may an mentve 1o

1 big effect on providens’ behavior in adopting beakth IT. o ‘_E“"':'T oyt

Ocher than throwgh such peograms, the ] rowas Id help lower the contpani mwb}mpqu;bmt
ey s oo impoviog ey te gty of ecur s goresdeerndptns
oftheir care (or avoiding the pravision of poor-quality hdhhwmmnmﬁnuhmn‘w
services) are indirect. A physician's reputation for provid-  rance gvetop implement bealeh IT
ing high-quualiy care might improve 25 2 resht of invest- b h and i in

ing in health [T, and parients might want 10 see a pési-
cian who uses an EHR because chey believe they will get
iy care, Healhpl R

ri'luﬁ‘v'h.t“]! I[ﬂyﬂ'l\*’w ifpr‘uli*nm:dl

merlwfp}mmns.méummllyﬁndﬂw
doctoes who wsed health [T systems were more asmractive

1Lk B0 fom Lien Bowes, Senior Medi-
al o, Dsermonti: Hethea, May 14, 30; Cl-

o and others (405},



health [T system could alsa benefic competing healch
insurance plans.

For example, suppose Plan A paid an addirional amount
et it af service to providers who wsed EHRs in cheir
affices. That addiiona] payment would probably be
deermined by thebenetpe ptent tht the plim
expected o receive from the physician’s use of the syzem
{a bemefit that the physician could not caprarel. Bat Plan
Acould not realize all of that benefi, exther b

39

EVEEMEDN

reconds (PBHRS). The PHR i comlled by the patne,
the PBHR by hehelh nsance plan (e dhe sppendic
for additiomul information). Both types of electronic
record deliver at kast some of the network benefis to
payeschatwould be avalsbleif physicans used sl
IT systems, and they presens fewer issues related to coen-
petitions. For example, cven though the informution in
PBRs and PBHRs is not at the same level of detail as the
dminEththdsmHniﬂhdpdimim

afit would go 1o other payers—lor cxample, Plan B, 3
competivor of Plan A, whase participants were seen by
the same physician. If Plan B contracted with the same
physicans cha Pl A s bt mde o il py-
mlfulha‘bywnufhfdlﬁ.llwudﬁubwnd:

that Plan A obeained fr

:ndhwmhmwuddmdumnpuyfum'ﬂm
ven though payers might gain musy of the benefits that
providers ase unable to gamer, 2 payer's inabilisy 1 pre-
mrmpmmﬁm:hognungmbmﬁum
aiswilling idh b

i

Health imsurance plans might aho hesicare to belp pay for
‘h‘dﬂpﬂnﬂnflﬂdﬁ [Tiplmu Iv/pmiushm
they cannot fully capture the

quality of healch awm!hmdqsmmm}'
bring, Health plans underge open ensoliment exch year,
and many enrollees switch from one plan o another dur-
ing hat e, Unles e fmproved qaltofcareyied
savings quickly, it would probably do lisdk to motivate
insurers to help providers adopt health IT. In fict, bealth
care plans largely address the quality of health care ser-
wices only 1o the extent thar the employers who puschase

duplicare diagnostic rests and identify current medica-
mmndnwﬁdwndlmlhmﬂlkdﬂuulm
ance claims that they do include—information thar
woukd be helpful, for example, in 2 hospital emesgency
mmBMnm‘hrﬂmmmEHRshm:m
teted obstackes eo imanl: san relired
qummmmrkmhmhmdmwm
claims data and otber information, fearing that comperi-
tors could use it to their detriment.

Woeries that the use of bealth IT will benefit competitors
e ot it o heseh plans. Hosptals and tber
pooviders may be concermed ehat such systems will cause
them to Jase some degree of control over what they may
consider to be proprictary infarmation: the information
in their patienss” charts. Patienes abways have the right
access their medical records, but if the reconds are peper,
the inspediments 1o doing so (including the need o make
copics) naturally limit the namber and rature of the
inquiries they are [ely 1o make, Medical dasa thar are
stoeed clectronically, bowever, coupled with the growing
availability and papularity of personul health records,
imply Jess coatrol of health daca by providers and more
coatrol by patients—and posentially greater access to

cowerage for their employees demand it. Many employers thase recands by ober providers and bealh plans.
are beginming to ask plans o take steps 1o improve the Thei e G ighite
quality of health care. However, even very large employ- s ipofthai
mnuvl\miﬂlchmymd!mwwmpnuw ?;nl'EHRIsmfm@hpﬂmathtmm
< i L 1 T | et 2
Ily P :' " 4 n‘uwuw“:r s pri physician’s d can bet-
o e mmrlhlpﬂmr:ﬂdmﬁmhﬂmmdﬂnﬁt
mdmmdchngcs.hlddm thecurcomesforpeo- Svlaing the efectveness o varions medical vea-
ple's bealth that improvements in the quality of care mb&ltmpmﬁm@dh_upwmumm-
ol pi e e peions thefct harelecronic medicl reondsca be
not enough rscarch has e dors. casily transferred makes it easier for patienss 1o change
p}wsmmhmimn@udwwmdmdwmaf
Rae ha s b EHR o he offcs ion and emphasis on greate
use other types of electronic reconds, such m&hmamgammpmlflubmﬁﬂmmhchﬁ
as pessanal health reconds (PHR) and paper-based health  comperent than other competing providess.
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Box 2,
The Federal Government's Activities as a Payer
The federal government can influence the develop- W The Medicare Care Management Demonstration
ment and growth of health information technolagy provides financial incentives to medical practices
(health IT) through its aperation and managementof ~ on the basis of their performance on 26 measures
federal programs that finance health care—in partic- ~ of linical quality. Physicians who use an elec-
ular, Medicare, which accounts for abou 20 percent tronic health record (EHR) certified by the Certi-
of all third-party (insurance) payments in the Unired fication Commission for Healthcare Information
States, and Medicaid, a joint program with the stares Technolagy and who submit performance data o
for which the federal government’s share of spending CMS electronically receive additional payments.
accounts for § percent of third-party payments. [n
addition to those two programs, the federal govern- W In another demonstrarion announced in October
mient pays for or provides health care through the 2007, CMS will make bonus payments to small
Milcary Health System, the Veterans Health Admin- ~ physician practices that use certified EHRs. Al
istration, the Indian Health Service, and the Federal participating praceices will be required o usea
Employes Health Benefits Program. certified EHR to perform specific functions, such
as clinical documentation and electronic ordering
What exactly the government should require of of prescriptions (e-prescribing), that can positively
healch care providers in those programs is beyond the  affece the quality of patients’ care. The core incen-
scope of this analyss. It s reasonable, however, to tive payment to the practices will be based on their
expect that the government would ask the same ques- performance on measures of quality, with an
tions asked by private health insurance plans about entanced bonus based on how well integrated the

the costs versus benefits of various health [T systems
and that it would either encourage or require partici-
pating providers to use systems that are consistent
with sound management of federally managed or
funded health care programs. Because the govern-
‘ment is not concerned about competiive ssues, its
efforts with regard to health [T are not constrained
by fears of benefiting health insurance plans in the

rIVALE Sector.

The Centers for Medicare and Medicaid Services
[CMS), which runs Medicare, has undertaken a

number of initiatives and programs that encourage
the adoption of heakth IT:

EHR s in helping physicians manage care.

B I accordance with a recently passed baw, CMS is
implementing the Physicians Quality Reporting
Initiative, through which physicians receive extra
compensation for submitting data to CMS on the
quality of the care they deliver. (Although physi-
cians are not required to use health IT systems to
prepare and transmit those repores, such systems
facilirare that reporting,)

B CMS is working with Medicare Advantage plans,
the program’s managed care option, to encourage
them to offer persanal health records (described in
the appendi) to their members.
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Box 2, Continued
The Federal Government's Activities as 4 Payer

B CMS published a rule in 2006 and recently pro-  agreed ro endorse standards that enable information

posed another that would establish standards for 1o be shared among agencies and that can serve asa

e-prescribing for the Medicare program. The rules — model for the private sector, OPM has agreed o cre-

do not require providers to use e-prescribing in - ate incentives aimed at ping providers o

their practices; however, if providers are planning  adopt health IT in its contracts with insurers that

o use such an application to prescribe medication  participate in the Federal Employees Health Benefits

for their Medicare patients, they must abideby the ~ Program.

CMS standards.

The VA and DoD are both extensive users of healdh
In addition to creating payment incentives to encour- [T, For several years, the VA has used an EHR, the
age providers 1o adopt health IT, CMS isworking—  Vererans Health Information Systems and Technol-
asarea number of private health insurance plans—to  ogy Architecture (VistA), in providing care 1o U,
develop policies for the use of health IT andstan-~ military veterans and, according to some empirical
dards for the systems, For ecample, CMS isa mem- studies, has improved the efficiency ofits health care
ber of the American Health Information Community  delivery and the quality of the care it provides. The
(a federal advisory committee established by the VA has made VistA an “open source” system—avail-
Department of Health and Human Services, or able to the public at no charge—thereby lessening the
HHS) and participates in many of its working costto providers of adoping healh IT.' DoD) has
groups. In 2007, CMS administered a total of developed and s in the process of implementing an
$98 million in grants to states for the Medicaid EHR—known as AHLTA [armed forces health longi-
Transformation program; the bulk of those grants— rudinal rechnology applicarion]—for its health care
were focused on implementing e-prescribing, EHRs,  system. Currently, AHLTA goves health care providers
and the capability for health information exchange.  aceess to data abour the conditions that beneficiaries
CMS also provides technical assistance to small and ~ are being treated for and their prescriptions and diag-
medium-sized physician practices to help them nostic tests, 25 well as additional information. DoD is
obtain healeh IT systems and coaching for practices  also working with the VA to develop a way by which
that acquire health 1T practice management systems.  health information can be itted seamlessly and
instantancously between the two agencies.

Other federal agencies that purchase health care are

also involved in efforts to furcher the develop

and broad adoption of health IT. The Department of 1. The open-sontce verson of Vit s known s WorldViseA.
Defense (DoD), the Department of Veterans Affairs M:d‘“ﬁ“'rrmmmlhﬂ
Wﬁlandllwﬂﬂicca{['mmdhlmgmnm = Mrﬂmﬁﬂm
(OPM) have worked with HHS o adopt health kdu%dd\"im\lma;mmwilhﬁrwhdufw—
information standards for use by all federal health e St ol i ok o
agencies, As part of the Consolidated Health Infor- thatare ypically par of the EHR produces of for-peofic
matics initiative, more than 20 federal agencies have sendors.
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The perceived oss of controd of health dana that mukes
same proiders reluctant 1o adops health IT may abio

make them hesitate to share informatian if they imple-
ment EHRs in their peactice. Such reluctance has been
major summbling block in effars o establivh and main-
tain regionul health information organizations and to

suppost greater exchage of hedlh cae information,

Rewhton Inpedincas

Stte and ke regultions egtliog sk T 2

o donstioas of health IT that hospitals and ocher large
peoviders may want to make o providers with whom
they woek. Rt chungesin such rles have creatd -
callod safe harbors that allow those doaations to take
plce without vilang prohibiions o physician el
referrals. Bt some providers, payers, and other partici-
pants i the health care sectar may be refuctan to make
or aceept dosatians unsil the neles regarding them are
dearer.

The Departments of Health and Human Services (HHS)

The Federal Role in Implementing
Health Information Technology
Theflera goernoenc s b  purchsrof et cae
services and a regulator of healch IT. Asa purchuser. the
government has an interest in impooving the quality and
the value of the care provided by Medicare, Medicaid,
and other federal health care programs (which rogether
account fo sbout one-thind of total national expends-
tuses on bealth care]. I, indeed, health [T immproves the
quality of care whill lowering its costs, then the feeral
governmens 15 2 payer might consider actions that would
facilitate the adogtion of healch IT, s fog s the costs of
those actions did not exceed the savings expected from
them ar the vahue of the impeavements in care. (Box 2 0n
page 2 desrbes et eling o

1 pchize of bk cegemvcs)

As a regulator, the governmsent is helping cooedinate and
facilicate the development and wse of bealth IT. [n gen-
e, s reg e b gt sl . Bincitaa
fiuch 2 develo

K

1 ey

difficulr,

a0 Justice have amempred o clarfy those nekes, bur 7 5 Mg
oibes o, nding e Iteme Revne Sece o7 ore oy chan hose that e pefvatesecor coud
(IRS), are sill devloping thei egoliions, The RS has 2t with onits . (B 3 acivics
addresed the quesion of noaprofis hospicals donations e o the govemmen' roleas & regelator
of bealth IT 1o physicians, but it s il sudying rebated .
ms.mdwlhmﬂw(wmwfmw]hu]ﬁ Kssies for Consideration
iatians formed Asthe Fheabh 11 has grown—in sems of
by p doth h ‘.an........rpnu‘ ial for increasing the cfficiency and improving
m dwa@ynﬂulhu—puﬁq’rmhﬂhwdmd
lll\vl\l-lll I"';""
A major aspect of policymaking in eegard t healch IT has mdm! in sulmlaungmdgndmgmdapm Tw
oo with ensaring that proper safeguands are in phace 10 ppor for such 2 role. The fiest i the fedenal
peotect condideniality and parienss privacy. Theability  governmsent’s posiion a5  major purchaser of health care
o bedsh IT systems t speed the exchange of diaand  services through such programs as Medicare and Medic-
expand the amount of information that is shared aho ajd..'mbemupnfdmepmpms.xkgmmmis
increascs the risk that the confidentulity of personal tesponsible for
health care information could be compromised (although :hﬂnf@n]mmdmm&md]m&m&nf
in ane seme EMR and other systems could lessen thar~ dhe el dkers. As a payer,
risk by making it easier to moitos who accesses 1 per- dufnrlm]pvanmmmmhbawﬁuudmof
son's medical econd), Effores vo clarify and updare foderal  beakh [Tin s ines which eh
and stane baws reganding privacy are well under wap, but of the technology should be required so run federal health
the final form of thase laws i uncerain—another facar mﬁmngpmgumeﬁrmﬂfmdndwdwmd
that could be constraining the widespeead adoption of  kevel of quali propriate steps 10 achieve the
health [T, Kve o e ofbelh T tht mecs those e,
8, Merei e chilen Bliskine reioral by 11 d fuctor lending support to possible federal
iafoemation b avilabl cheithi: ol i therirg adoption of health [T s char
mmﬂmcmwmﬂ the technology has some characteristics of a public
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Box 3.
The Federal Government's Activities as a Regulator and Funder
The Department of Health and Human Services HHS has also supported the develapment of health
(HHS), through the Office of the Narional Coordi- [T through grants administered by ONC and the
wator for Health Information Technology (ONC),  crviies of other HHS agencies. Thedepartment as
leads the federal government’s efforts w encourage  funded effores to enhance the privacy and securiy of
the adoption of health information rechnology personal health information, promote anifraud
(health IT). ONCS primary responshilitiesareto~ activties for EHRs, support the development of stan-
coordinate the devlopment of standurds for bealth  dardined measures of adoption for such records, and
T systems 1o ensure interoperability (the systems’  organize groups of qualified expert to advise the fed-
capability to communicate with cach other) and the  eral g in s activit ing the clini-
development and implementation of 2 national cal decision support feaure of many EHRs, The
health information network through whichinter-~ Agency for Heahbeare Rescrch and Gl wickin
operable health information can be exchanged. (For  HHS funds rescarch and development to support and
additional information, sce Box 1 on page 2) stimulate investment in health T, especially in rural

and underserved areas, The agency also creared the
To help spur adoprion of health IT, HHS has estab- ~ Narional Resource Center for Health Information
lished a new rule—which vas developed by the Cen-  Technology, which provides techmical assistance on
ters for Medicare and Medicaid Services and the health IT. The Health Resources and Services
HHS inspector general—t make it easier for hospi- — Administration within HHS provides technical asss-
tals and other entitics to give health IT systems o tance as wellto health centers and other grantees in
physicians. (The incentive for a hospital to provide — adopting model practices and rechnologics.
health IT equipment and technical assstance to phy-
sicians who are associated with it s that such inter- ~ HHS has alio provided funds to other entitis. In
perable health IT sy y enable the hospiralto 2005, it established the American Health Informa-
better control ts casts and improve the quality of the  tion Community (AHIC), a federal advisory com-
care it provides.) The new rule creates two new mittce made up of public- and private-sector leaders
exceptions to a so-called physician “selfereferral” v, who represent a broad spectrum of health care stake-
which prohibits a physician—unkess an exceprion — hokders. AHIC was established 1o make recommen-
applics—from referring Medicare paticnts for certain  dations to the Secretary of Health and Human Ser-
designated health services to entities with which the  vices on how to make health records digital and
physicin has  financial elaionship. The two new. interoperableand ensur thatthe prvacy and securiy
exceptions are as follows: First, entiies that furnish ~ of the records are protected; it is charged with accom-
the designared health services may give w physicians  plishing those goals by relying 2 much 25 possible
interoperable electronic health record (EHR) soft- on the privare sector. (Other private-sector entities
ware, information technology, and maining services;  established with the assistance of HHS funding
and second, haspitals and ather entities may provide  include the Health Information Technology Stan-
physicians with hardware, software, or other informa-  dards Panel and the Cenificarion Commission for
tion technalogy and training necessary and used Healtheare Information Technology; see Box 1 for
solely for the electronic prescribing of medicati additional information.)
The rule also specifies that recipients of such health

IT donations pay at least 15 percent of the price of
the system,
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Options for Federal Efforts to Promote Adoption of
Health IT

1F the federal government chose to intervene directly 1o
promote the use of health IT, it could do so by subsidiz-
ing that use or by requiring it. Steps might include, for
cxample, having Medicare pay an additional amount per
billed service to providers who used EHRs or requiring
that providers who wished to participate in Medicare
obuain an EHR by a specified date or pay a penalty. From
a budgerary perspective, the subsidization approach is less
likely to generate cost savings for the federal government
because of the direct budgetary costs of the subsidy.

Paying 2 bonus to providers that used health [T (in an
amount kess than or equal to the value of the providers'
use of the rechnologies) would enable practicioners
capture more of the benefits that their use of health IT
would produce and give them a stronger financial incen-
tive to invest in a system. Bur that approach would be
likely to lead to a net cost for the government—and pos-
sibly a large one. Even a small bonus could be expensive
because it would be paid not only to those providers who
newly purchased health IT but also to providers who
already had such systems. Because a small bonus would
attract relatively few takers, the bulk of the bonus would
be paid to providers thar already had health IT. A large
bonus would entice more new purchasers, bur it would
add further to the overall net cost of the federal subsidy.
{An alternative approach might be to target a subsidy o
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various types of providers, the amount of which would
depend on their ability to capture the financial benefits of
health IT. Thus, providers who were associared with staff-
model HMOs and other highly integrated organizations
would receive relatively small subsidies, whereas solo
providers would receive relatively larger amounts.)

A mandate to purchase health IT, or to purchase a partic-
ular functionality such as e-prescribing, by contrast,
would probably induce nearly all providers to adopt it at
asmall cost o the government, and migh produce net
savings in health care spending. The requirement could
be enforced cither by not paying providers who failed o
adopt such a system for other health care services that
they delivered, or by imposing a specific penalty on thase
who did not comply. A less prescriptive version would
involve paying providers withour a health IT system less
for any given procedure than providers with a health [T
system were paid, which would create an implicit penalty
for failing to adopt the technology. Either of those
approaches, though, would come at a cost to providers,
and that cost would be greatest for providers who were
least able to capture the financial benefits of health IT
systems. If policymakers are interested in promoting
health IT, some version of a requirement or an explicit or
implicit penalty for providers who fail to adopt health IT
is likely to be more cost-effective for the federal govern-
ment than a subsidy.

27
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Appendix:
Common Terms in

Health Information Technology

Health information technology (healeh IT) is 4 beoad tio, doctars dinical notes, and resules from diagnostic
term that is commonly used 1o describe the use of o= ests. Syseeans thas are mare sophisticated abio include
pusers and electronic applicarions in providing and docu-  such feanares 1 e-prescribing and warmings about drug
menting medical care. The most comman health IT and allergy invetactians. The most advanced EMRs add
terms include severa types of health reconds—the elec-  CPOE (see bedow), regitry funcrions thar suppart pope-
wronic medical record (EMR), the electronic health recoed hlinnmxgu\rm.ﬂdcﬁniﬂlddinumzm
(EHR), and the patient beahh record (MHR}—aswell 5 variasion in what dfferent EMRs cin prvide bas comgli-
compaterized physician osder entry (CPOE), clinical cated messuzements of the rase of their adoption and ed
decisioa support (CD5), dectranic prescribéng (e- 1o seemingly contradicory estimates.
prescribing], and interoperabilicy, EMPs, particularly
those in hospitals, in many cases inlude CPOE and CDS  An elvtromic Aealth rvond s defined 2 (] compues-
applications. Abo part of the bealth IT lindscape arethe  accessible, interoperable [see below] sesource of dlinical
healch imfoemation exchanges (HIEs) and regional health and administrative information pertinent to the health of
information organizatons (RHIOS). anindividual” An EHR differs from 30 EMR in that
informnagion i diavn From mslicle clinical knd adnia
The lecromic medical econd i cquivaent o the paper- mﬁwmcumdusdpdmﬂ;bphmdspemﬂ'
based medical recond that a health care provider main- dlinical personn ivohed in the individual’s cae,
ains for a patient, The National Allance for Health enblingthem 10 dlver and cooninse care and pro-
Informarion Techocogydeoes s "ol comprer e e pesoss e, Ayl < ENR
accessible resource of medical and administative infor- e ; of the Certifica-
mation available on an individual collected from and m&mm&lwmmﬁrﬁw
accessible by providers involved in the individuals care tmﬂwlmwlﬁtmm&mmnwﬂﬁu
wibin singe caresing The EMR comins demo- b i
graphic information and clincal daa (rebned v the prace e b b vereed an elecranic heath recoed with
tice of medicine] on the individual, inuding informa- the EMR embedded in . Desgte thei diffrences,the
tion sbout medications, the patient’s medical history, and ters EMR” nd "EHR” sroficnusedintrchangebly,
the doctor’s cinical notes (Mosheman Asociarcs, lnc., and :
Bote Al Haston, 20, The EMRS ol 0 ¢ el s nsher npeofdcoric
vary coasiderably. Basic systems include patient informa- mdmﬂtiﬂﬁmﬂdhmhmmﬁiﬁ

bealy dnf
) ABance for Heakth Infooma-

mremm-.ag..mmaawmm

PHR. i controlled by the patiens, whereas the EHR is
cantrolled by the provides, The PHR is defined as “[a]
computer-accesibl, interoperable [see bedow] resource of

Heahh bafoemmarion Technolkoey tn achis At

|mhivrh=.hhrrmdmmhhrmn]dmm
4. pers eakh o ol beskhin
s 2o bheslh irfarmarion ench
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pertinent health information an a0 indmiduil. Indivdu-
abs manage and desermine the rights 1 the access, use,
and control of the information. The information origs-
rates oo il sowrers and s med byindivihals
and their authorized clinscal and wellness profesionals o
help guide and make bealth decisions.” [ contrast to the
EHR, in which providers enaer data, people who use a
PHR manage the dita contained in it. As 2 resl, the
quality and comprehensivencss of the information in 2
PHR sary considerably, depending on how mesch effort
the patient wishes to expend and his ot her aceess 1o data,

PHEs may and freguently do include dita on insusance
claims for medical services that the puticns has received.
(Same healeh insurance plans pow peovide PHRs to their
bers and insert their chims data.) By compur
EHRs rypically contain data that are mose clinical in
natue, such as the physician's potes oa reatment or ser-
ik provided. (They naay also contain data from other
providers if the patient was refered to 2 speciafie) In
cssence; the PHRs data are broad but not especially decp,
whereas the EHR's daa are hess beoad bur musch decper.
The PHR, however, has the patential to be the hasis for
the clectronic health record, the repository for all health
data on 2 particular pariens,
Nar e Pyl e
of PHRs ta their members or emplayees, but while sucha
recoed can be 2 benefit to consumers, it may abso raise
questions about wha owns the record, how it cam be wsed,
and whether the data in the record can be transferred if
the pessan switches health plans or employers, Firms sach
s Google and Microsoft ase now (or soon vill be) offer-
ing 3 PHR. product

A paper-bused heleh record (PBHR), yet another rype of
decmoic hedldh recor, s owned and adminisered by 3
healdh plan, It includes whatever data ase availible 1 the
health plan bus primsarily those related vo claims. It may
o nchude demogyaphi inkormatioe peonided by the
patient at the time of emollment. It doss nos contain

clinical notes; however, owing 1o the increasing amouns
of data required in submirting claiens 1 payers, 2 PBHR
map comprie boratory reudes, adickogicl eadings,

Lk

Il | -

patient, such 25 information that could help prevent
adverse drug events,

appcaions car physcans s o ondermedicatons,
diagnosic (aboroey 0d ralilogy) 1625, and ancillry
services (Poon and athers, 2004), Typically, sach systems
are used in hospitals, often with an EHR; however, many
ourpaciens EHRs also pravide CPOE fancrions. Because
EHEs and CPOE are so often connected in haspitals, 3
facilicy's health [T system may be described a5 cither an
EMB. an EHR. or a CPOE system, adding to the confie-
sion over what syseem the hospial i actually using,
(Studies that ecimine the effects of health IT i haspitals
often messuse eductions in duplicate oeders for labora-
o s and thse o e posibe ol e
ositl has b an EHR and a CPOE sy,

Clivical decision suppors systems are often sed in combi-
nacion with CPOE fencrions in hospitals o assst physi-
cians with decisionmaking by providing reminders, sug-
g, o g nd o s
and condiions. The range o s thar CDS s
offer ncades dg-dosing asisance.checks fordrg
allsgis and dg-drg neracions acces o thebst
evdence-hased protocols, seminders ahout peeventive-
‘medicine tests, and guidance for comples amibiotic man-
agement programs. Both CPOE and CDS syseems vary
considerably in thear complerity and capabdities.
Expresribingisthe dhectronic transfer of 2 prescription
from the prescribing phiysician’s office to the pharmacy,
which allovws 2 patient to make only a single trip 10 the
pharmacy ta pick up the prescription once it has been
filled, E-prescribing has received a great deal of antencion
butis not very commen, Many physicians who have
s e coud cxly g rscrpionswing
the electronic recoed—and thes benefi from the CD§
function thar many EHRs include—but in the end they
often print out 2 prescription for the patient to ke 1w
the pharmacy: Using the EHR to generate a paper pre-
physicianis ime and effort, but the pasient sust sill
deliver the prescription to the phamacy.

prescrip plete reports for inpatient and out-
paticnt bospital care, 2s well as other types of informa-
tion, A PBHR may be wseful—for exanple, when 2

tal staff can b

Inseraperabilitydescribes the capacity of one health IT
appliation to share informacian with asother in 2 com-
putable format {chat is, for exammple, not simply by shar-
ing a PDF [porable document format] fil). Sharing

patient visits 2 hospital emerpency room—becuse hospi
i chixin i & d.‘

4 healdh 1T roals depend:
P
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the wie of 3 stasdardined formuat for commenicating st Wllmudawaplm
s e eiing bk st g
tesult, and radiologcl imaging and resls)and ameng  scees indoemation on a paient that s stored i the iy
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Chairman STARK. Thank you.
Dr. Ejnes.

STATEMENT OF YUL D. EJNES, M.D., CHAIRMAN, MEDICAL
SERVICES COMMITTEE, AMERICAN COLLEGE OF PHYSICIANS

Dr. EJNES. Thank you, Chairman Stark and Ranking Member
Camp. My name is Yul Ejnes, M.D. FACP. I serve on the American
College of Physicians Board of Regents. I am a general internist in
private practice in Cranston, Rhode Island, and I am also a Mem-
ber of the medical faculty at Brown University.

Representing 126,000 internal medicine physicians and medical
students, we share your optimism that health information tech-
nology can improve health care. Many studies have found that full
adoption and utilization of HIT can improve quality and reduce
high medical costs. Patients who are fortunate enough to have a
physician who is supported by electronic health records and other
information systems are more likely to receive better coordinated
care, and be less likely to be exposed to medical errors.

Duplicate tests and drug interactions can be prevented. Better
coordinated care supported by HIT enables physicians to partner
with their patients to prevent complications that lead to avoidable
hospital admissions, particularly for patients with multiple chronic
illnesses.

My 50-physician group practice has an electronic health record,
or EHR. Our practice leadership is tech-savvy, and we’re fortunate
to have received some support from a forward-looking private
payer. So, with these favorable factors, you would think that our
decision to implement an EHR was simple. On the contrary, it took
us 10 years. We have been using our EHR for two years now, and
have found that the challenges associated, especially the cost and
impact on workflow, and the lack of true interoperability to be very
substantial.

The other challenges are not nearly as great as they are for phy-
sicians in smaller practices. Of the ACP Members involved in direct
patient care after training, approximately 20 percent are in solo
practice and 50 percent are in practices of 5 or fewer physicians.
Three-fourths of all Medicare recipients receive their outpatient
care from smaller physician practices. These are the physicians
who already lag in HIT adoption, and are least likely to have the
necessary capital on board to invest in technology.

Acquisition costs can average up to $44,000 per physician. The
average annual ongoing costs are about $8,500 for a physician. For
many of those practices, the business case for making such a large
investment simply doesn’t exist. Public and private payers, not the
physicians, realize much of the savings from physician investment
in acquiring the necessary HIT.

Mandating use of HIT, especially in the absence of positive finan-
cial incentives and lack of uniform standards of interoperability
and functionality will likely drive the physician practices we need
the most out of business. Positive incentives are the answer.

ACP specifically recommends that Congress build into the Medi-
care physician payment system an add-on code for office visits and
other services when supported by certified HIT. The amount of the
add-on should relate to the complexity of HIT adopted by the prac-
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tice, similar to how bridges to excellence provides increasingly
higher payments to practices as they acquire and use more ad-
vanced information systems. Congress should continue to support
ﬂll)el establishment of the standards needed to allow true interoper-
ability.

For example, while my EHR has provided great benefit, we can’t
yet incorporate test results from outside laboratories in electronic
searchable form, due to lack of interoperability. Congress should
continue to advance the patient-centered medical home, or PCMH
model, as a means of rapidly driving primary care practices to ac-
quire the information systems and other capabilities needed to pro-
vide patient-centered and coordinated care.

We appreciate the support of Chairman Stark and other Mem-
bers of this Subcommittee for the increased funding for the Medi-
care medical home demo that was included in H.R. 6331, and for
the inclusion of provisions in the CHAMP Act to further advance
this model.

NCQA has developed a qualification process to provide an inde-
pendent assessment of the capabilities of practices to provide co-
ordinated care, including the degree by which they are using HIT
in order to participate in a medical home demo. This process, for
instance, looks at whether a practice has registry systems to track
patients by disease conditions, or to generate patient reminders.

ACP specifically recommends that Congress transition from the
limited medical home demonstration in eight states to a national
pilot, as the Medicare payment advisory Committee has rec-
ommended.

Should the pilot show that the medical home model can improve
quality, achieve savings without compromising quality, or both,
Congress should require the Secretary of HHS to develop and im-
plement a new payment system for any practice that has the capa-
bility to be a medical home. This would consist of a monthly risk-
adjusted care management fee that would take into account how a
practice is advanced in acquiring HIT, continued fee-for-service
payments for visits, and a performance-based component for report-
ing on quality.

We also encourage Federal support for regional and statewide
HIE, health information exchanges. Many of the potential benefits
of physicians adopting EHR’s won’t be realized until we do so.

So, in summary, we commend Chairman Stark and Members of
the Committee for holding this important hearing. ACP believes
that Congress should build into Medicare payment policy, increased
payments for practices that acquire and use HIT to improve qual-
ity, especially those that demonstrate the capability of being a
medical home, and provide access to Federal funding for initial ac-
quisition costs.

Without financial incentives, small practices and their patients
will be left behind the technological curve. Thank you.

[The prepared statement of Mr. Ejnes follows:]

Prepared Statement of Yul D. Ejnes, M.D., Chairman, Medical
Services Committee, American College of Physicians

I am Yul Ejnes, MD, FACP. I am a practicing general internist in Cranston,
Rhode Island. I am a member of the medical faculty at Brown University and serve
on the Board of Directors of the Rhode Island Quality Institute, the state’s Regional
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Health Information Organization (RHIO). I am also a member of the Board of Re-
gents of the American College of Physicians (ACP), and chair of the College’s policy
committee that has overall responsibility for both payment-related policies and
health information technology (HIT). I am pleased to present ACP’s views on the
adoption and use of HIT.

ACP, representing 126,000 internists and medical students, is the largest medical
specialty society and the second largest medical organization in the United States.
ACP commends Subcommittee Chairman Fortney “Pete” Stark and Ranking Mem-
ber Dave Camp for holding this hearing on the adoption and use of HIT. We share
the optimism conveyed in the announcement of this hearing by Chairman Stark,
that HIT has the potential to improve quality of health care and reduce costs. We
commend the Subcommittee for specifically focusing on the need for incentives to
facilitate HIT adoption and use.

Introduction

The Institute of Medicine’s (IOM) 2001 Report, “Crossing the Quality Chasm—A
New Health System for the 21t Century,” suggested that up to 98,000 Americans die
each year as a result of medical errors. The report introduced the notion that many
of these lives could be saved through information technology. Since then, numerous
studies and other policy experts have confirmed that full adoption and utilization
of HIT has the potential to result in major gains in health care quality of care and
patient safety.! Some studies have also concluded that HIT can achieve very sub-
stantial reductions in health care costs.2 Even skeptics who are less certain about
the ability of HIT to lower costs recognize that providing physicians and other clini-
cians with access to information systems to help them manage and coordinate pa-
tient-centered care, especially for patients with multiple chronic diseases, offers the
potential of achieving gains in quality and overall savings.3

The Congressional Budget Office (CBO) May 2008 paper “Evidence on the Costs
and Benefits of Health Information Technology” states that HIT generally refers to
the use of computer applications in the practice of medicine. It notes that those ap-
plications (including clinical decision support and electronic prescribing) can be
housed in an electronic health record (EHR).# While physicians can use individual
HIT applications independent of an EHR, use of an EHR is often used to measure
HIT adoption.

Benefits of Health Information Technology

The benefits of HIT that are most often cited are: avoidance of medical mistakes;
storage and preservation of medical data; avoidance of medical errors; reductions in
malpractice premiums; and improved quality outcomes.> We elaborate on each of
these benefits below.

e Medical Mistake Avoidance/Provision of Recommended Care: The use of clin-
ical-decision support tools at the point of care has the potential to offer a tre-
mendous advantage to both physicians and their patients by facilitating rec-
ommended evidence-based preventive, acute, and chronic care. Examples of
this benefit include alerts about vaccinations, anti-coagulation reminders, dia-
betes, hypertension, thyroid and anemia screening in the elderly, health
maintenance and preventive care measures. HIT can also be an important
conduit for providing clinicians with unbiased information on the comparative
effectiveness, clinical as well as cost, of different treatments, a topic that the
ACP has addressed in some detail in a new position paper on comparative
effectiveness.

Storage of Other Encounter Data: An often-cited example is the disappearance
of paper medical records and charts following Hurricane Katrina. Having
medical data stored electronically assures the safe keeping of complete med-

1DesRoches, Catherine, et al., “Electronic Health Records in Ambulatory Care—A National
Survey of Physicians”, New England Journal of Medicine, July 3, 2008.

2RAND Health, “Health Information Technology: Can HIT Lower Costs and Improve Qual-
ity?,” Research Highlight, at http://www.rand.org/pubs/research briefs/RB9136/
RAND RB9136.pdf.

3 Sidorov, Jaan, “It Ain’t Necessarily So: The Electronic Health Record and the Unlikely Pros-
pect of Reducing Health Care Costs,” Health Affairs, July/August 2006.

4 Evidence of the Costs and Benefits of Health Information Technology, Congressional Budget
Office, May 2008.

5Sidorov, Jaan, “It Ain’t Necessarily So: The Electronic Health Record and the Unlikely Pros-
pect of Reducing Health Care Costs,” Health Affairs, July/August 2006.
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ical histories that can be difficult to duplicate from memory. In addition,

when patients become incapacitated, storage of the data can be critical.
e Medication Error Avoidance: The use of electronic prescribing (e-prescribing)
offers promise because it eliminates problems with handwriting legibility and,
when combined with decision-support tools, automatically alerts prescribers
to possible interactions, allergies, and other potential problems. E-prescribing
can also increase appropriate use of generic drugs. We note, however, the e-
prescribing systems will be more effective if they are integrated with fully
functional electronic health records.
Quality Improvement, Patient-Centeredness, and Care Management: As noted
earlier, HIT offers the potential to help physicians improve overall health care
quality by having evidence-based clinical decision support at the point of care,
generating patient reminders, providing access to more complete information,
and reducing drug interactions. It can also have the benefit of preventing un-
necessary and duplicative testing, helping patients achieve improvements in
their own health care, delivering patient centered services (such as remote
monitoring, secure access to email consultations), and reducing fragmentation
in health care services that may increase costs and result in poorer outcomes.
Further, it can shorten hospital stays or help avoid them altogether. It also
enhances the ability of physicians to track and measure the quality of care
they provide to their patients.

Status of Physician Health Technology Use

Despite the tremendous upside associated with HIT, relatively few physician prac-
tices have it—with small practices having the lowest rates. A 2006 review by the
Robert Wood Johnson Foundation found that approximately 24% of physicians in
ambulatory practice have an EHR, with a solo physician practice adoption rate of
only 13% to 16%.6 A 2006 ACP member survey demonstrated that practices with
five or fewer physicians have a significantly lower EHR adoption rate (18%), than
practices with 20 or more physicians (58%).7 Other studies have shown that while
EHR use is rising slowly, adoption by small practices continues to lag.8

Barriers to Physician Health Information Technology Use

The barriers to the acquisition and use of HIT, especially for small physician prac-
tices, are numerous, with the major obstacles described below.

o Substantial Cost in Acquiring and Maintaining the Technology: Depending on
the size of the practice and its applications, acquisition costs, on average,
$44,000 per physician. The average annual ongoing costs of maintenance and
support are about $8,500 per physician.® Physicians cite these costs are the
largest adoption barrier.10 In addition, there are costs associated with train-
ing and lost productivity. In a 2005 study, 14 small practices implementing
a HIT system experienced a decline in revenue because of lost productivity
of $7,500 per physician.!! Collectively, investment and maintenance is a fi-
nancial commitment that spans the life of the practice. This obstacle is espe-
cially acute for physicians in small practices, where three-fourths of all Medi-
care recipients receive outpatient care.!?

o HIT Savings Accrue to Others and Not the Physician Making the Investment:
Public and private payers generally realize the financial benefit associated
with HIT use, which can come in the form of a reduction in duplicative or
unnecessary care, the avoidance of costly medical errors, a reduction in hos-
pital days, an improvement in quality outcomes, and lower administrative
costs.

6The Robert Wood Johnson Foundation (2006), Health Information Technology in the United
States: The Information Base of Progress, chapter 3, p. 26.

7 American College of Physicians, E-Health and Its Impact on Medical Practice. Philadelphia:
American College of Physicians; 2008: Position Paper.

8Jha, Ashish K., Ferris, Timothy G., et al., “How Common Are Electronic Health Records in
the United States? A Summary of the Evidence,” Health Affairs, web exclusive October 11, 2006.

9 Miller, Robert, West, Christopher, et al., “The Value of Electronic Health Records in Solo or
Small Group Practices.” Health Affairs, Vol. 24, No. 5, September/October 2005.

10 DesRoches, Catherine, et al., “Electronic Health Records in Ambulatory Care—A National
Survey of Physicians”, New England Journal of Medicine, July 3, 2008.

11 Miller, Robert, West, Christopher, et al., “The Value of Electronic Health Records in Solo
or Small Group Practices.” Health Affairs, Vol. 24, No. 5, September/October 2005.

12 Center for Studying Health System Change, “Most Medicare Outpatient Visits Are to Physi-
cians With Limited Clinical Information Technology,” July 2005.
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e Lack of True Interoperability: Physicians lack confidence that an EHR will be
able to communicate with an information system used by another clinician,
hospital, laboratory, or other entity. Manual integration of information from
disparate sources requires additional work and prevents full using EHRs to
their full capability. This situation discourages EHR adoption.

o Medicare and Other Payment Systems Generally Incentivize Volume over

Quality: Paying physicians on a per-procedure or per-service basis encourages

volume and actually may act as a disincentive to acquire information systems

that can result in the more efficient provision of services. For example, a phy-
sician receives less financial compensation if he or she refrains from con-
ducting a test known to be duplicative because of HIT. Medicare payment
policies for the most part are, at best, neutral on acquisition and use of HIT,
except for some limited reporting of “structural” measures in the Physician

Quality Reporting Initiative (PQRI) and several Medicare demonstration

projects that provide reimbursement incentives for HIT. Medicare also sys-

tematically undervalues primary care services, making it particularly difficult
for primary care doctors whose practices may be struggling and near the
breaking point to spend the money needed to acquire HIT.

Uncertainty Surrounding Medicare Physician Payments: The flawed mecha-

nism for updating Medicare payments to physicians, the Sustainable Growth

Rate (SGR) system, is a complicating factor. The system—and its need to be

perpetually corrected, makes planning for significant practice investment a

challenge. We appreciate the congressional action, despite the budget chal-

lenge and other obstacles, to avert what would have been a devastating 10.6%

across-the-board cut in physician payments that was set to begin on July 1,

2008 and substituting the additional 5.4% cut slated for 2009 with a 1.1% in-

crease. This action provides some stability and buys time to fashion a long-

term legislative solution. The relatively modest increase, especially consid-
ering rising practice costs, and the uncertainty regarding payment updates
beyond 2009 make it difficult for practices to make the investment in EHR
and other HIT. ACP also recognizes and appreciates that the Children’s

Health and Medicare Protection (CHAMP) Act—reported out of the Ways and

Means Committee, with the support and leadership of Chairman Stark, and

that passed the House of Representatives in 2007—would have provided fur-

ther relief from the SGR cuts and improved payments for primary care serv-
ices had it become law.

In sum, for many physicians, the business case to invest in EHR/HIT simply does
not exist. Even so, there are physicians who have become early adopters even
though the economic case for doing so is poor.

I have had an EHR in my own medium-sized practice for the past two years and
have been writing prescriptions electronically for the past five. I made this invest-
ment because I felt it was in the best interests of my patients, even thought it was
not necessarily in the best interest of my practice’s “bottom line.” But, I fully under-
stand why so many of my colleagues have deferred making such an investment
given the poor business case to support it and the lack of any reimbursement incen-
tives for doing so.

The Need for Congressional Involvement

The complex issues surrounding financing, assistance with redesign of practice
workflow, and ongoing technical support and training must be recognized and ad-
dressed for the goal of widespread adoption and use HIT to be realized. ACP strong-
ly believes that the Congress has an important role to play in overcoming the chal-
lenges posed by these issues, particularly pertaining to physicians in small prac-
tices.

Both Medicare and the private sector have recently provided some incentives to
facilitate HIT adoption and use. Unfortunately, the programs are limited to far too
few physicians. These experiences do, however, demonstrate physician interest and
provide reasonable assurance the physicians will respond to adequate incentives.
This should provide Congress with a level of comfort that physicians will use incen-
tives if they are made available to more physicians.

The Bridges to Excellence (BTE) program that encourage practices to maintain
structural capability, including HIT components, aimed at improving patient care
provides an example of physician practices responding to financial incentives. BTE
is a coalition that encourages leaps in quality of care by recognizing and rewarding
health care providers who demonstrate that they provide safe, effective, efficient,
and patient-centered care. The BTE program pays physicians who are recognized
under the National Committee for Quality Assurance (NCQA) Physician Practice
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Connections Physicians Office Link (PPC-POL) program as having the systems to
improve care up to $50 per patient per year. Over 1,500 physicians are recognized
through the NCQA PPC program, with an average practice size of 5 physicians. This
shows that small physician practices are responsive when financial incentives are
aligned with the transition to this type of care.

Beginning January 2008, BTE started to make bonus payments to practices in eli-
gible areas that earn NCQA PPC-POL or PPC Patient Centered Medical Home
(PPC-PCMH) recognition, plus the required recognition for other condition-specific
modules (e.g. diabetes, heart/stroke). This is evidence of the growing interest of the
PCMH and the willingness of the private sector to provide incentives to encourage
practices to pursue PCMH recognition.

Recommended Financial and Other Incentives

Many physicians’ small practices will be unable to acquire and use HIT without
sufficient financial assistance from the Federal Government. Leaving behind these
practices, from which the majority of Medicare beneficiaries receive their care, will
pre{lent the goal of widespread use of fully integrated technology from becoming a
reality.

We caution Congress, though, against trying to mandate HIT use, especially given
the lack of financial incentives to help practices. For many small practices, an un-
funded mandate to acquire and use HIT could literally put them out of business.
It is also does not make sense to mandate HIT given that issues relating to inter-
operability, standards, and functionality have yet to be fully resolved. Mandates are
not sensitive to differences in practice resources, patient case mix, staffing ratios,
geographic locations, ownership, and a myriad of other factors that will affect the
ability of practices to acquire and use HIT. A practice that is part of a large aca-
demic system, large group practice, or owned by a hospital is very different from
a small physician-owned practice.

We instead recommend that Congress establish targeted financial incentives
aimed at facilitating HIT in small practices. Specifically, ACP recommends that the
Congress take the steps below to provide the financial incentives necessary to facili-
tate widespread HIT adoption and use.

o Establish an Add-on Payment for Evaluation and Management Services: The
College recommends establishing an add-on code for office visits and other
evaluation and management (E/M) services when the visit is supported by
qualified HIT systems. The payment mechanism should make it possible for
the physician to report that the E/M service was supported by HIT. The
amount of the add-on should relate to the complexity of HIT adopted by the
practice. For example, Medicare could establish three levels or tiers of HIT
adoption, similar to the NCQA PPC-POL module. The level of the add-on
then would depend not only on whether the physician had the information
systems in their office, but how those systems are used to improve patient
care. A practice that had only a simple stand-alone e-prescribing system and
patient registry would be paid less than one that had a fully functional EHR
with e-prescribing, patient reminders, clinical decision support at the point of
care, and the ability to measure and report on clinical performance measures
imbedded in the system.

o Include Reporting of Structural HIT Measures in Quality Reporting Programs:
Medicare should reward physicians who incorporate either some or all aspects
of HIT and participate in reporting on endorsed quality measures as part of
the PQRI. We note that the PQRI currently includes a small number of struc-
tural measures, and beginning in 2009, Medicare will begin providing bonus
payments to physicians who are able to report that they are using an e-pre-
scribing system.

o Pay Physicians a Care Coordination Fee if they Acquire and Use the Informa-
tion Systems Needed to Function as a PCMH and Regularly Report on their
Performance. The ACP recommendations on the PCMH are discussed in depth
later in this testimony.

o Assist Small Physician Practices with the Initial Investment to Acquire HIT:
Congress should make available grants, loans, and/or tax credits to help prac-
tices currently least able to purchase the necessary HIT hardware and soft-
ware. ACP notes, however, that the impact of these incentives is limited ab-
sent changes in Medicare payment policies to create incentives for HIT use.

o Ensure Clear Guidance on the “Safe harbor” Exception to the Self-referral Pro-
hibition: The law allows hospitals and other entities to assist physicians in
acquiring HIT. The CBO May 2008 paper, “Evidence on the Costs and bene-
fits of Health Information Technology”, notes that three federal agencies are
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establishing rules related to this safe harbor and the lack of present clarity
can be an impediment to HIT expansion.

Explore Mechanisms to Assist Practices in Implementing HIT: Physicians face
significant challenges in selecting, integrating, and optimizing HIT. The Na-
tional Ambulatory Medical Care Survey (NAMCS), an annual, government-
funded, nationally representative survey of all ambulatory visits to physicians
whose practices are not hospital-based, includes questions about EHR use.
While the NAMCS found nearly 24% of physicians using EHRs, further anal-
ysis determined that only 9% are using an EHR with at least the four key
functionalities identified by the IOM.13 Congress should facilitate resources
that provide support throughout the HIT implementation continuum that will
make selection less daunting, minimize productivity throughout implementa-
tion, and result in optimal use. The College urges Congress to review the rec-
ommendations/options in the October 2007 “eHealth Initiative Blueprint:
Building Consensus for Common Action,” which is available at h#tp://
www.ehealthinitiative.org | blueprint /eHiBlueprint-
BuildingConsensusForCommonAction.pdf.

Support the Establishment of Standards to Facilitate Interoperability and Re-
porting Quality Data: ACP strongly supports efforts by those in the Adminis-
tration and the Congress to speed the adoption of uniform standards for HIT.
In order to oversee the ten-year initiative to achieve widespread adoption of
EHRs that President Bush announced in 2004, the Administration created
the Office of National Coordinator for Health Information Technology (ONC).
ONC and related initiatives are working toward establishing the standards
necessary to provide physicians with confidence that their investment in HIT
will be supported by sustainable processes and infrastructure that enable
them to use HIT to the optimal benefit of the patient and system efficiency.
Support for Information Exchange Projects that Promote Interoperability: Con-
gressional support for state and regional health information exchange efforts
will move toward the true interoperability needed for physicians to use EHR
products to their maximum potential and to achieve the greatest benefit to
the health care system.

Patient Centered Medical Home as a Means to Facilitate HIT and its Asso-
ciated Goals

ACP, like many others, believes that use of HIT alone will not enable the health
care system to deliver improved quality in a way that maintains or lowers costs to
its full potential. The College believes that HIT in the context of a Patient Centered
Medical Home will yield the greatest benefit. ACP worked with the American Acad-
emy of Family Physicians (AAFP), the American Academy of Pediatrics (AAP), and
the American Osteopathic Association (AOA) to jointly establish principles that de-
fine the PCMH. The PCMH is a delivery model that involves a patient with a rela-
tionship with a personal physician who works with a practice team to provide first
contact, whole-person, continuous care. The PCMH model is based on the premise
that the best quality of care is provided not in episodic, illness-oriented care, but
through patient centered care that emphasizes prevention and care coordination. A
PCMH practice must demonstrate that it has the infrastructure and capability to
provide care consistent with the patient’s needs and preferences. The PCMH joint
principles call for enhanced payment to support the practice transformation and in-
creased value to the patient and the health care system.

ACP, AAFP, AAP, and AOA, as the four organizations that represent a significant
number of primary care physicians, worked with the National Committee on Quality
Assurance (NCQA) to establish an independent process by which physician practices
can be recognized as a PCMH. The NCQA established process, the Physician Prac-
tice Connections-PCMH (PPC-PCMH) module, requires practices to meet core re-
quirements and attain a minimum score to be recognized as a medical home. Prac-
tices that meet these core requirements and achieve at or above the minimum total
score are identified as one of three progressive levels of PCMH. The highest level
of medical home, a Tier 3 PCMH, is generally associated with the greater use of
HIT.

Having a process by which an independent, third-party determines whether a
physician practice is a PCMH is one reason why the model has gained considerable
traction over the past few years. Assurance that practices are transforming to meet
the full needs of patients has contributed to the decision of many employers, health

13 Institute of Medicine, “Key Components of an Electronic Health Record System: Letter Re-
port,” July 2003.
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plans, consumer organizations, policymakers, and other health care stakeholders to
embrace the model. It is our understanding that CMS intends to use a recognition
process to identify the medical home practices that participate in the Medicare med-
ical home demonstration project authorized by Congress in 2006 and enhanced
through the Medicare legislation that become law earlier this month.

In its June 2008 Report to Congress, the Medicare Payment Advisory Commission
(MedPAC) recommended that it establish a robust PCMH pilot project that focuses
on practices that use significant HIT.

We appreciate the Congress’s support of the PCMH and urge it to consider addi-
tional payment reforms that incentivize the adoption and use of HIT in the context
of the PCMH. We specifically recommend that Congress:

o Provide Additional Funding to the Centers for Medicare and Medicaid Serv-
ices (CMS) to Expand the Medicare Medical Home Demonstration to More
Practices and States. ACP appreciates the $100 million in increased funding
for the Medicare Medical Home Demonstration that was included in H.R.
6331 but believe that even higher funding levels would enable the PCMH
model to be expanded nationwide and evaluated as a national pilot rather
than a limited demonstration project. We also believe that Congress should
consider working from the medical home demonstration language and funding
that was in the CHAMP Act as a basis for expanding the model into a na-
tional pilot. ACP cautions the Subcommittee, however, not to delay the exist-
ing demonstration even as it considers additional legislation to expand and
test the PCMH on a national scale.
Require that the Secretary Transition to a New Payment Methodology for
Qualified PCMH, should the Medicare Medical Home Demonstration be Suc-
cessful in Improving Quality or Achieving Savings or Both: The alternative
PCMH payment structure should pay PCMH recognized practices, including
practices recognized through the NCQA PPC-PCMH voluntary recognition
process or other equivalent process as determined by the Secretary, for the
clinical work and practice expenses associated with providing care coordina-
tion services, consisting of the following:
Prospective, risk-adjusted per beneficiary per month PCMH fee for each
beneficiary that chooses that practice as their PCMH to cover the work
and practice expenses involved in providing care consistent with the
PCMH model (e.g. increased access, care coordination, disease population
management and education) that are not currently covered under the
Medicare Physician Fee Schedule. Such prospective, risk-adjusted per
beneficiary payment should be set at a level and magnitude that is suffi-
cient to support the acquisition, use and maintenance of clinical informa-
tion systems needed to qualify as a PCMH and that have been shown to
facilitate improved outcomes through care coordination.
e The Secretary should consider the impact of qualified PCMHs on reduc-

ing preventable hospital admissions, duplicate testing, medication errors

and drug interactions, and other savings in Medicare Parts A, B (includ-

ing Part B services not included in the Medicare Physician Fee Schedule)

and apply a portion of the aggregate estimate of such savings to deter-

mining the aggregate amount of payment for the PCMH fees that would

then be provided to qualified practices. Should aggregate actual savings

after three years be higher than the estimate, the Secretary should apply

a portion of such additional aggregate savings to fund the PCMH fee.
e Performance-based bonus fee determined by meeting specified clinical,
patient satisfaction and efficiency benchmarks.
Continued fee-for-service payment for evaluation and management serv-
ices.
Require Separate Medicare Payment for Designated Primary Care Services
and Services and Capabilities that Promote Patient-centered Care: Congress
should mandate that the Secretary pay for care coordination services provided
by a primary or principal care physician to a beneficiary. Medicare should
make separate payment for a comprehensive care coordination service de-
scribed in a yet-to-be-defined procedure code(s). Medicare should also make
separate payment for discrete services defined by existing procedure codes
that describe a clinical interaction with a beneficiary that is inherent to care
coordination, including interactions outside a face-to-face encounter. These
services should include:

Care plan oversight;
Evaluation and management provided by phone;
Evaluation and management provided using internet resources;
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e Collection and review of physiologic data, such as from a remote moni-
toring device;

e Education and training for patient self management;

¢ Anticoagulation management services; and

e Current or future services as determined appropriate by the Secretary.

Estimating Savings from HIT Use and Other Promising Projects

ACP believes that much of the additional expense involved in funding the finan-
cial incentives it recommends in this statement can be covered by the anticipated
savings that the improved care can generate. Congress should develop a mechanism
to assess the system-wide savings that HIT and other innovative delivery and pay-
ment reforms, such as the PCMH, that aim to improve quality generate. Savings
can be used to help fund Medicare’s assistance to physicians with initial HIT invest-
ment and on-going maintenance.

In addition, we are encouraged that the Department of Health and Human Serv-
ices is in the process of assessing the system-wide savings expected to be generated
through the EHR demonstration project and the Medicare medical home demonstra-
tion project. HHS intends to fund the enhanced payments to physicians partici-
pating in the EHR demonstration project through the system-wide savings that it
expects it to generate. HHS is determining the savings it expects the improved
interventions that result from the Medicare medical home demonstration project
will generate. It will use the expected savings to fund payments to individual physi-
cians in PCMH practices for the enhanced services they provided to better coordi-
nate patient care. Congress should monitor these important efforts to assess the im-
pact of HIT and other promising reforms across the entire Medicare program, as op-
posed to the historical tendency to assess changes within individual components of
the Medicare program.

We are troubled, however, by the CBO view, expressed in its May 2008 paper,
that HIT will not likely reduce overall health care spending and that incentives may
actually increase spending in the absence of mandates. This position goes against
the views of many other experts who believe that HIT, especially if used to support
patient-centered care coordination by primary care physicians, can improve quality
and achieve efficiencies that decreases overall spending. The CBO position may
itself become one of the greatest barriers to HIT adoption if it results in Congress
being unwilling to provide the financial incentives needed to support HIT.

We also note that most other industrialized nations have decided that it is nec-
essary and appropriate to make large public investments in HIT. ACP recently pub-
lished a position paper in the College’s peer-reviewed journal, the Annals of Internal
Medicare, that compared the United States’ health care system with those of other
industrialized countries. Citing data from the Commonwealth Fund and other
sources, the paper found that compared with countries with well-performing health
care systems, the United States lags seriously in the implementation of EHR sys-
tems in office practice. Compared with primary care doctors in six other countries,
U.S. physicians are among the least likely to have extensive clinical information sys-
tems. In 2006, nearly all primary care doctors in the Netherlands (98%), and 79%
to 92% of doctors in Australia, New Zealand, and the United Kingdom, have EHR
systems, while the rate was only 28% in the United States (and 23% in Canada).
Most doctors in countries with high rates of EHR systems routinely use them to
electronically order tests, prescribe medications, and access patients’ test results.
Compared with doctors in the U.S. doctors in these countries are more likely to re-
ceive computerized alerts about potential problems concerning drug dosages and
interactions, have reminder systems to notify patients about preventive or follow-
up care, and (except for the Netherlands) receive prompts to provide patients with
test results. More than 60% of the doctors in the four countries with high EMR use,
as well as those in Germany (where 42% have EMR systems), say it is easy to gen-
erate lists of patients by diagnosis or health risk; in contrast, only 37% of U.S. doc-
tors say it is easy, and 60% say it is somewhat difficult or worse to generate such
lists. Likewise, doctors in countries with high rates of EMR systems are two-to-four
times as likely to say it is easy to generate lists of patients who are due or overdue
for tests or preventive care; only 20% of doctors in the United States report that
it is easy.14

14“Achieving a High-Performance Health Care System with Universal Access: What the
United States Can Learn from Other Countries,” ACP position paper, Annals of Internal Medi-
cine, January 2008.
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Privacy and Security Concerns

ACP recognizes that patients have a basic fundamental right to privacy that in-
cludes the information contained in their own medical records—whether in elec-
tronic or paper form. ACP has long recognized the need for appropriate safeguards
to protect the privacy and security of patient data. Trust and respect are the corner-
stones of the patient-physician relationship and are key to quality health care. Pa-
tients who trust their physician are more like to fully participate in their treatment
and comply with their care plan.

We strongly believe that physicians—already governed by strict ethical codes of
conduct, state professional disciplinary codes, and the Hippocratic oath—have a
duty and responsibility to protect patient privacy. Patients need to be treated in an
environment in which they feel comfortable disclosing sensitive and confidential
health information to a physician they can trust. Otherwise, there may be a chilling
effect for patients to fully disclose the most sensitive of information (conditions or
symptoms), thereby reducing the effectiveness and timeliness of treatment, or, they
may avoid seeking care altogether for fear of the negative consequences that could
result from disclosure. While physicians must have access to clinically relevant in-
formation to safely and effectively treat patients, patients must have assurances
that adequate firewalls against unauthorized individuals gaining access to sensitive
data are in place. Congress must ensure these safeguards are present.

Conclusion

The barriers to HIT adoption in physician practices can best be overcome by
building financial incentives into Medicare and other programs. Supporting small
practices with their initial acquisition costs and including an add-on payment for
services documented and facilitate by an EHR will provide an infusion of funding
that small practices need to invest in and maintain HIT. It also sends a signal that
the Federal Government is committed to facilitating this goal. Financial incentives
to facilitate the promising PCMH delivery model provide a mechanism to further
HIT adoption and use in the context of an improved delivery system that further
achieves these goals. PCMH practice recognition that is inherent in the model pro-
vides assurance that the practice has acquired and uses HIT in an optimal manner.
Collecting, analyzing, using, and reporting how care compares to vetted measures
of clinical quality is also inherent in the PCMH model.

ACP is pleased that the House Committee on Ways and Means Health Sub-
committee on Health is examining the issues pertaining to HIT option and use. We
strongly believe Congress has a very important role in promoting HIT adoption and
providing the necessary initial and ongoing funding mechanisms to assist small phy-
sician practices. The benefits of full-scale adoption of interoperable HIT will be sig-
nificant, leading to a higher standard of quality in the health care system. Unfortu-
nately, without adequate financial incentives, small physician practices will be left
behind the technological curve and their patients with them.

Chairman STARK. Thank you, Doctor.
Ms. McGraw.

STATEMENT OF DEVEN MCGRAW, DIRECTOR, HEALTH PRI-
VACY PROJECT, CENTER FOR DEMOCRACY AND TECH-
NOLOGY

Ms. MCGRAW. Thank you, Chairman Stark, Ranking Member
Camp, and the members of the Subcommittee. Deven McGraw, di-
rector of the health privacy project at the Center for Democracy
and Technology, CDT.

CDT is a non-profit public interest organization with more than
15 years of expertise on Internet and information privacy issues.
The health privacy project, which was once an independent organi-
zation, has more than a decade of experience in advocating for
health privacy protections—again, for health information. The two
organizations merged just this year, to combine the expertise which
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is particularly timely, given the focus now on electronic and Inter-
net-based records.

CDT supports—CDT absolutely supports—efforts to expand the
adoption of health information technology and health information
exchange. Too often I think privacy advocates get labeled as trying
to place obstacles to getting health IT in place. In fact, the opposite
is true. We think that privacy and security protections are enablers
to health IT. We believe that, in fact, those solutions, as Peter
Orszag referred to, are actually obtainable in this congress and in
subsequent congresses.

We need to do this, because people do want electronic health
records. But surveys show that, time after time, about two-thirds
are concerned about the privacy and security of health information.
Technology actually enhances our ability to keep records private
and secure. At the same time, it also magnifies the risks. You only
have to think about the risks of a box of records being left open
on a table, versus a laptop with thousands of records being stolen
out of the trunk of someone’s car.

So, to really build public trust in these systems, we need a com-
prehensive privacy and security framework that is based on fair in-
formation practices, which is typically what we look to in devel-
oping policies to protect personal information in a whole range of
contexts. The good news is that we don’t have to start from scratch.

First of all, we have the HIPAA privacy and security rules, which
are based on fair information practices, and provide us with a foun-
dation of protections that govern the use of information by health
care organizations. We can build on this foundation, filling in the
gaps to create, again, this comprehensive policy framework.

There is also the common framework developed by the Markle
Foundation’s multi-stakeholder Connecting for Health Initiative.
So, we have lots that we can draw on.

So, we are really calling on Congress to think big, and have a
comprehensive vision on privacy and security. But we know this is
a complex topic. So, in order to get it right and still facilitate the
flow of information that is necessary to improve health care, you
really need to think about this, take some incremental steps. So,
think big, act incrementally, and we’re happy to work with you all
along the way.

So, in our written testimony, we have actually suggested a num-
ber of areas that Congress might think about, in terms of filling
these gaps in HIPAA, and looking at the new players in the envi-
ronment. When I talk about new players, I am focusing in par-
ticular on personal health records, PHRs, that are being offered by
employers and Internet companies. They are not covered by
HIPAA.

But we don’t want you to address this policy vacuum by taking
HIPAA and having it cover these entities. We don’t think that’s the
right approach. Instead, we recommend tasking HHS and the Fed-
eral Trade Commission, which has lots of experience in regulating
Internet-based companies, to jointly come up with recommenda-
tions to protect privacy and security of information in personal
health records.

HIPAA was really designed for health care system entities. Un-
derstanding health care system needs for information to flow, that
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doesn’t fit very well, in terms of a regulatory framework when
you’re talking about entities that have a completely different busi-
ness model, and where the revenue basis is likely to be based on
advertising and commercial use.

Again, we don’t have to start from scratch here, with respect to
PH.R.s. This is another place where the Markle Connecting for
Health Initiative has come up with a common framework.

Enforcement is another area that we hope that Congress will pay
attention to. As is pretty common knowledge now, I think, the HHS
office of civil rights has not imposed a single civil monetary penalty
for violations of HIPAA. To our knowledge, the Justice Department
has only prosecuted a handful of criminal violations. We make rec-
ommendations in our written testimony for some tweaks in the
HIPAA statute that will make it easier for the Secretary to follow
Congress’s intent to make sure that penalties are imposed in cases
of the most egregious HIPAA violations: knowing violations and
violations of willful neglect.

But we also think that a significant shortfall in HIPAA is the ab-
sence of any way for the consumer whose privacy is violated to pur-
sue meaningful recourse and be made whole. So, we do encourage
Congress to look at creating a private right of action, not for every
HIPAA violation, but at least for the most egregious types. The
government can pursue these penalties today, but they don’t go to
the individual who is actually—if they are harmed—are really left
holding the bag.

Again, there are workable ways to do this. It won’t be easy. We
are happy to work with you to find that way. But we think it’s im-
portant to begin developing a way to ensure that covered entities
are accountable to consumers for the most egregious violations of
their privacy. Thank you.

[The prepared statement of Ms. McGraw follows:]

Prepared Statement of Deven McGraw, Director, Health
Privacy Project, Center for Democracy and Technology

Chairman Stark, Ranking Member Camp, and members of the Subcommittee,
thank you for holding this hearing on promoting the adoption and use of health in-
formation technology and for the opportunity to testify today.

CDT is a non-profit public interest organization founded in 1994 to promote demo-
cratic values and individual liberties for the digital age. CDT works to keep the
Internet open, innovative and free by developing practical, real-world solutions that
enhance free expression, privacy, universal access and democratic participation. The
Health Privacy Project, which has more than a decade of experience in advocating
for the privacy and security of health information, was merged into CDT earlier this
year to take advantage of CDT’s long history of expertise on Internet and informa-
tion privacy issues and to come up with workable solutions to better protect the pri-
vacy and security of health information on-line and build consumer trust in e-health
systems.

CDT recently released a comprehensive paper calling on Congress to enact—and
all stakeholders to adopt—a comprehensive privacy and security framework to cover
electronic health information. Some of the points raised in that paper are high-
lighted in this testimony today, but I also request that the full copy, which is at-
tached and can be found at www.cdt.org/healthprivacy/20080514Hpframe.pdf, be en-
tered into the hearing record.

Privacy and Security Protections are Critical to Health IT

Health information technology (health IT) and electronic health information ex-
change can help improve health care quality and efficiency, while also empowering
consumers to play a greater role in their own care. Survey data shows that Ameri-
cans are well aware of both the benefits and the risks of health IT. A large majority
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of the public wants electronic access to their personal health information—both for
themselves and for their health care providers—because they believe such access is
likely to increase their quality of care. At the same time, people have significant
concerns about the privacy of their medical records. In a national survey conducted
in 2005, 67% of respondents were “somewhat” or “very concerned” about the privacy
of their personal medical records.! In a 2006 survey, when Americans were asked
about the benefits of and concerns about online health information:

e 80% said they are very concerned about identity theft or fraud;

e 77% reported being very concerned about their medical information being
used for marketing purposes;

e 56% were concerned about employers having access to their health informa-
tion; and

® 55% were concerned about insurers gaining access to this information.2

Health IT has a greater capacity to protect sensitive personal health information
than is the case now with paper records. Digital technologies, including strong user
authentication and audit trails, can be employed to limit and track access to elec-
tronic health information automatically. Electronic health information networks can
be designed to facilitate data sharing for appropriate purposes without needing to
create large, centralized databases that can be vulnerable to security breaches.
Encryption can help ensure that sensitive data is not accessed when a system has
been breached. Privacy and security policies and practices are not 100%
tamperproof, but the virtual locks and enforcement tools made possible by tech-
nology can make it more difficult for bad actors to access health information and
help ensure that, when there is abuse, that the perpetrators will be detected and
punished.?

At the same time, the computerization of personal health information—%4 in the
absence of strong privacy and security safeguards—%4 magnifies the risk to privacy.
As the recent spate of large-scale privacy and security breaches demonstrates, seri-
ous vulnerabilities exist now. Tens of thousands of health records can be accessed
or disclosed through a single breach. Recent headlines about the theft of an NITH
laptop loaded with identifiable information about clinical research subjects under-
score these concerns, and this is just one of numerous examples. The cumulative ef-
fect of these reports of data breaches and inappropriate access to medical records,
coupled with a lack of enforcement of existing privacy rules by federal authorities,
deepens consumer distrust in the ability of electronic health information systems to
provide adequate privacy and security protections.4

With rare exception, national efforts to advance greater use of health IT have not
adequately or appropriately addressed the privacy and security issues raised by the
movement to electronic health records. While some persist in positioning privacy as
an obstacle to achieving the advances that greater use of health IT can bring, it is
clear that the opposite is true: enhanced privacy and security built into health IT
systems will bolster consumer trust and confidence and spur more rapid adoption
of health IT and realization of its potential benefits.

Protecting privacy is important not just to avoid harm, but because good health
care depends on accurate and reliable information.5> Without appropriate protections
for privacy and security in the healthcare system, patients will engage in “privacy-
protective” behaviors to avoid having their personal health information used inap-
propriately.6 According to a recent poll, one in six adults (17%)—representing 38
million persons—say they withhold information from their health providers due to
worries about how the medical data might be disclosed.” Persons who report that
they are in fair or poor health and racial and ethnic minorities report even higher

1National Consumer Health Privacy Survey 2005, California HealthCare Foundation (Novem-
ber 2005) (2005 National Consumer Survey).

2Study by Lake Research Partners and American Viewpoint, conducted by the Markle Foun-
dation (November 2006) (2006 Markle Foundation Survey).

3See For The Record: Protecting Electronic Health Information, Committee on Maintaining
Privacy and Security in Health Care Applications of the National Information Infrastructure,
Computer Science and Telecommunications Board, National Research Council (National Acad-
emy Press, Washington, DC 1997) for a discussion of the inability of systems to be 100%
tamperproof.

4See http://www.cdt.org/healthprivacy/20080311stories.pdf for stories of health privacy
breaches and inappropriate uses of personal health information.

5See Janlori Goldman, “Protecting Privacy to Improve Health Care,” Health Affairs (Nov-Dec,
1998) (Protecting Privacy); Promoting Health/Protecting Privacy: A Primer, California
Healthcare Foundation and Consumers Union (January 1999), http://www.chcf.org/topics/
view.cfm?itemID=12502 (Promoting Health/Protecting Privacy).

6 Protecting Privacy; Promoting Health/Protecting Privacy; 2005 National Consumer Survey.

7Harris Interactive Poll #27, March 2007.
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levels of concern about the privacy of their personal medical records and are more
likely than average to practice privacy-protective behaviors.®

The consequences of this climate of fear are significant—for the individual, for the
medical community, and for public health:

e The quality of care these patients receive may suffer;

o Their health care providers’ ability to diagnose and treat them accurately
may be impaired;

e The cost of care escalates as conditions are treated at a more advanced stage
and in some cases may spread to others; and

e Research, public health, and quality initiatives may be undermined, as the
data in patient medical records is incomplete or inaccurate.?

It is often difficult or impossible to establish effective privacy protections retro-
actively, and restoring public trust that has been significantly undermined is much
more difficult than building it at the start. Now—in the early stages of health IT
adoption is the critical window for addressing privacy.

We Need a Comprehensive Privacy and Security Framework That Will
Build Public Trust, Advance Health IT

To build public trust in health IT, we need a comprehensive privacy and security
framework that sets clear parameters for access, use and disclosure of personal
health information for all entities engaged in e-health. In developing this com-
prehensive framework, policymakers, regulators, and developers of HIT systems
need not start from scratch. A framework for HIT and health information exchange
already exists, in the form of the generally accepted “fair information practices”
(“FIPS”) that have been used to shape policies governing uses of personal informa-
tion in a variety of contexts—most notably the privacy regulations enacted pursuant
to the Health Insurance Portability and Accountability Act (HIPAA), which estab-
lished the first federal health privacy framework.1® While there is no single formula-
tion of the “FIPs,” the Common Framework developed by the Markle Foundation’s
multi-stakeholder Connecting for Health initiative, would:

e Implement core privacy principles;
o Adopt trusted network design characteristics; and
o Establish oversight and accountability mechanisms.11

In particular, the core privacy principles of the Connecting for Health Common
Framework set forth a comprehensive roadmap for protecting the privacy and secu-
rity of personal health information while still allowing information to be accessed
and disclosed for legitimate purposes. Those core privacy principles are:

e Openness and Transparency: There should be a general policy of openness
about developments, practices, and policies with respect to personal data. In-
dividuals should be able to know what information exists about them, the
purpose of its use, who can access and use it, and where it resides.

e Purpose Specification and Minimization: The purposes for which per-
sonal data 1s collected should be specified at the time of collection, and the
subsequent use should be limited to those purposes or others that are speci-
fied on each occasion of change of purpose.

e Collection Limitation: Personal health information should only be collected
for specified purposes, should be obtained by lawful and fair means and,
where possible, with the knowledge or consent of the data subject.

e Use Limitation: Personal data should not be disclosed, made available, or

otherwise used for purposes other than those specified.

Individual Participation and Control:

Individuals should control access to their personal health information:

Individuals should be able to obtain from each entity that controls personal
health data, information about whether or not the entity has data relating
to them.

Individuals should have the right to:

82005 National Consumer Survey.
o1d

10 Other potential sources for policy recommendations include the GAO, the National Center
for Vital Health Statistics and the National Governor’s Association State Alliance for eHealth.

11See www.connectingforhealth.org for a more detailed description of the Common Frame-
work.



68

e Have personal data relating to them communicated within a reasonable time
(at an affordable change, if any), and in a form that is readily understand-
able.

e Be given reasons if a request (as described above) is denied, and to be able

to challenge such a denial.

Challenge data relating to them and have it rectified, completed, or amended.

e Data Integrity and Quality: All personal data collected should be relevant

to the purposes for which they are to be used and should be accurate, com-

plete and current.

Security Safeguards and Controls: Personal data should be protected by

reasonable security safeguards against such risks as loss, unauthorized ac-

cess, destruction, use, modification or disclosure.

Accountability and Oversight: Entities in control of personal health data

must be held accountable for implementing these information practices.

o Remedies: Legal and financial remedies must exist to address any security
breaches or privacy violations.

The HIPAA privacy and security regulations include provisions that address each
of these categories—but, as discussed in more detail below, the rules are insufficient
to cover the new and rapidly evolving e-health environment. To build consumer
trust in e-health systems and ensure that health IT and electronic health informa-
tion exchange move forward with sufficient protections for privacy and security,
Congress should consider: strengthening HIPAA for records kept by traditional
health system participants; filling gaps in HIPAA’s coverage where appropriate; and
establishing additional legal protections to reach new actors in the e-health environ-
ment and address the increased migration of personal health information out of the
traditional medical system.

Strengthening HIPAA Privacy and Security Rules to Meet New Challenges

The HIPAA privacy and security regulations that took effect in 2003 reflect ele-
ments of a comprehensive framework and provide important privacy protections gov-
erning access, use and disclosure of personally identifiable health information by
some entities in the health care system. The HIPAA Privacy Rule was a landmark
in privacy protection, but as noted above, the regulation does not adequately cover
the new e-health environment. For example:

e State and regional health information organizations or health information ex-
changes (also known as RHIOs or HIEs), which may aggregate and facilitate
exchange of personal health information, are often not covered by HIPAA pri-
vacy and security regulations. Personal health records and other consumer ac-
cess services now being created by third parties, including companies such as

Google and Microsoft, as well as by employers usually fall outside of the

HIPAA rules.

Personal health data is migrating onto the Internet through an exploding

array of health information sites, online support groups, and other on-line

health tools, regulated only through enforcement by the Federal Trade Com-
mission (FTC) of the general prohibition against unfair and deceptive trade
practices, such as a failure to follow promised privacy policies.

e HIPAA has never required that patients receive notice when their personal
heath information is inappropriately accessed or disclosed.

e While the Privacy Rule includes criteria for de-identifying data, new tech-
nologies are making it much easier to re-identify once de-identified health in-
formation and to combine it with personal information in other databases,
making it more likely that sensitive health information will be available to
unauthorized recipients for uses that have nothing to do with treatment or
payment.

o The HIPAA rules have never been adequately enforced. The Office for Civil
Rights (OCR) in the U.S. Department of Health and Human Services (HHS),
charged with enforcing HIPAA, has not levied a single penalty against a
HIPAA-covered entity in the nearly five years since the rules were imple-
mented, even though that office has found numerous violations of the rules.12

Historically, states have filled the gaps in federal health privacy laws by enacting
legislation that provides stronger privacy and security protections for sensitive data,
such as mental health and genetic information. The states continue to have an im-

12“Effectiveness of medical privacy law is questioned,” Richard Alonso-Zaldivar, Los Angeles
Times (April 9, 2008) http://www.latimes.com/business/la-na-privacy9apr09,0,5722394.story.
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portant role to play, but relying on the states to fill deficiencies in HIPAA’s Privacy
Rule—or to regulate entities outside of the traditional healthcare sphere—does not
provide a comprehensive, baseline solution that gives all Americans adequate pri-
vacy and security protections, and does not offer all the entities in the e-health
space a predictable and consistent policy environment.

Although it is desirable for Congress to enact legislation that fills some of the
gaps in HIPAA and to enact a general privacy and security framework to govern
health IT, we caution against a “one-size-fits all” approach that treats all actors that
hold personal health information the same. The complexity and diversity of entities
connected through health information exchange, and their very different roles and
different relationships to consumers, will often require precisely tailored policy solu-
tions that are context and role-based and flexible enough to both encourage and re-
spond to innovation. For example, it makes little sense to have the same set of rules
for “personal health records,” which are often created by and controlled by patients
and held by third party data stewards outside the healthcare system, and for “elec-
tronic health records,” which are created and controlled by health care providers for
purposes of treatment and care management. To take another example, rules for use
of personal health information for treatment need to be quite different than rules
for marketing or other secondary uses. Rules regarding use of health information
for research need to be separately considered as well. Therefore, a second major
challenge for Congress is to decide what can be legislated and what must be dele-
gated to agency rulemaking—and what areas are best left to be developed and en-
forced through industry best practices.

Below we discuss in detail two critical areas that we do believe need attention
from Congress: establishing privacy protections for personal health records offered
by entities not currently covered by HIPAA and strengthening HIPAA enforcement.
But CDT also recommends Congress address the following, either through express
legislation language or by tasking HHS to modify the HIPAA privacy and security
rules (or a combination of both approaches):

o Clarify how the new entities that facilitate the electronic exchange of personal
health information—including HIEs (Health Information Exchanges), RHIOs
(Regional Health Information Organizations), and E-Prescribing Gateways—
are covered by HIPAA (for example, by making them HIPAA covered entities
or requiring them to have business associate agreements with the entities
that exchange health information through them).
Establish a federal right for patients to be notified in the event of a breach
of identifiable health information.
Tighten the definition of “marketing” in the HIPAA privacy rules to make
clear that covered entities cannot use a patient’s protected health information
to send a communication recommending a product or service without that pa-
tient’s prior authorization.
e Make clear that when entities use electronic medical records, their patients
have the right to receive an electronic copy of their health information, and
establish a right for patients to monitor who has accessed their health infor-
mation through audit trails.
Ensure that covered entities holding protected health information access, use,
and disclose only the minimum necessary amount of information when engag-
ing in activities related to payment and health care operations 13 and require
entities to use information stripped of common patient identifiers when it is
possible to do so and still accomplish the legitimate purpose for which the in-
formation was accessed.4
Explore whether the current HIPAA de-identification standard—mnow five
years old—needs to be updated given the increased public availability of data
gn-line and the possible greater potential for re-identification of de-identified
ata.

Establishing Privacy Protections for Personal Health Records

Personal health records and other similar consumer access services and tools now
being created by Internet companies such as Google and Microsoft, as well as by
employers, will not be covered by the HIPAA regulations unless they are being of-
fered to consumers by covered entities. In this unregulated arena, consumer privacy
will be protected only by the PHR offeror’s privacy and security policies (and poten-

13 See 45 C.F.R. 164.501 for a definition of “health care operations.”

14For example, HIPAA rules provide for the use of a limited data set—information stripped
of certain patient identifiers—for certain purposes, but its use is neither required nor expressly
encouraged. See 45 C.F.R. 164.514(e).



70

tially under certain state laws that apply to uses and disclosures of certain types
of health information), and if these policies are violated, the Federal Trade Commis-
sion (FTC) may bring an action against a company for failure to abide by its privacy
policies. The policies of PHR vendors range from very good to seriously deficient.15
The absence of any clear limits on how these entities can access, use and disclose
information is alarming—and has motivated some to suggest extending the HIPAA
Privacy Rule to cover PHRs. But we believe that the Privacy Rule, which was de-
signed to set the parameters for use of information by traditional health care enti-
ties, would not provide adequate protection for PHRs and may do more harm than
good in its current scope. Further, it may not be appropriate for HHS, which has
no experience regulating entities outside of the health care arena, to take the lead
in enforcing consumer rights and protections with respect to PHRs.

We believe tasking HHS and FTC with jointly developing recommendations for
privacy and security requirements for PHRs is the right approach for ultimately es-
tablishing comprehensive privacy and security protections for consumers using these
new health tools. For PHRs offered by entities that are not part of the traditional
health care system, it is critical that regulators understand the business model be-
hind these products, which will largely rely on advertising revenue and partnerships
with third-party suppliers of health-related products and services. Relying solely on
consumer authorization for use of information shifts the burden of protecting pri-
vacy solely to the consumer and puts the bulk of the bargaining power on the side
of the entity offering the PHR. For consumers to truly trust PHRs—and for these
tools to flourish as effective mechanisms for engaging more consumers in their
health care—clear rules are needed regarding marketing and commercial uses that
will better protect consumers.

Congress Should Also Consider Strengthening HIPAA Enforcement

When Congress enacted HIPAA in 1996, it included civil and criminal penalties
for failure to comply with the statute—and these penalties applied to the subse-
quent privacy and security rules implemented years later. Unfortunately, the
HIPAA rules have never been adequately enforced. As noted above, HHS has not
levied a single penalty against a HIPAA-covered entity in the nearly five years since
the rules were implemented.¢ The Justice Department has levied some penalties
under the criminal provisions of the statute—but a 2005 opinion from DOJ’s Office
of Legal Counsel (OLC) expressly limits the application of the criminal provisions
to covered entities, forcing prosecutors to turn to other laws in order to criminally
prosecute certain employees of covered entities who have criminally accessed, used
or disclosed a patient’s protected health information.?

A lax enforcement environment sends a message to entities that access, use and
disclose protected health information that they need not devote significant resources
to compliance with the rules. Without strong enforcement, even the strongest pri-
vacy and security protections are but an empty promise for consumers. Further,
even under the existing enforcement regime, there is no ability for consumers whose
information is accessed or disclosed in violation of HIPAA to seek redress or be
made whole.

Below are a number of incremental steps that Congress can take this year to im-
prove enforcement of HIPAA.

Accountability for Business Associates

Under current rules, business associates who access, use and disclose protected
health information on behalf of covered entities are accountable for complying with
HIPAA privacy and security regulations only through their contracts with covered
entities. If the covered entity does not take action to enforce the contract, there is
no other mechanism for ensuring that the business associate complies with the ap-
plicable rules. Further, HHS can only hold the covered entity responsible for the ac-

15The HHS Office of the National Coordinator commissioned a study in early 2007 of the poli-
cies of over 30 PHR vendors and found that none covered all of the typical criteria found in
privacy policy. For example, only two policies described what would happen to the data if the
vendor were sold or went out of business, and only one had a policy with respect to accounts
closed down by the consumer.

16 Just last week, HHS announced that Seattle-based Providence Health & Services agreed to
pay $100,000 as part of a settlement of multiple violations of the HIPAA regulations. But the
press release from HHS made clear that this amount was not a civil monetary penalty. http:/
www.hhs.gov/news/press/2008pres/07/20080717a.html.

17See http://www.americanprogress.org/issues/2005/06/b743281.html for more information on
the OLC memo and the consequences.
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tions of business associates if the entity knew of a “pattern of activity or practice
of the business associate that constituted a material breach or violation” of its
agreement with the covered entity, and the covered entity doesn’t take action to
cure the breach or terminate the contract.1® Of interest, if the covered entity decides
that terminating the contract is “not feasible,” the covered entity is required to re-
port the problem to the Secretary.l® But the regulations do not give the Secretary
any further authority to enforce HIPAA against the business associate or hold the
covered entity responsible for the violation. Congress should take action to ensure
that business associates can be held legally accountable for complying with HIPAA
regulations.

Strengthening the Statutory Provisions Authorizing Civil and Criminal Penalties

Penalties for Criminal Violations. As noted above, the HIPAA statute provides for
criminal penalties for intentional violations; but a DOJ Office of Legal Counsel
Memo expressly limits the application of these provisions to covered entities. Accord-
ing to this memo, DOJ cannot prosecute employees of covered entities or their busi-
ness associates for intentional violations of HIPAA unless these persons are carrying
out a specific policy or business practice endorsed by the covered entity. Congress
should make it clear that penalties can be assessed against covered entities, busi-
ness associates, and their employees for violations of HIPAA.

Civil Monetary Penalties—Part I. The statute prohibits the Secretary of HHS from
imposing civil monetary penalties if the HIPAA violation is “an offense punishable”
under the criminal provisions of the statute.20 A reasonable interpretation of this
provision is that if a HIPAA complaint indicates a possible criminal violation, the
Secretary of HHS cannot launch a civil investigation or pursue civil monetary pen-
alties, even if DOJ decides not to prosecute the case. To avoid having the most egre-
gious HIPAA violations go unpunished, Congress should act to give the Secretary
clear authority to investigate and pursue civil monetary penalties unless DOJ de-
cides to pursue criminal penalties.

Civil Monetary Penalties—Part II. The civil penalty provisions of the statute envi-
sion three types of HIPAA violations: those that the entity was not aware of (or
could not have been aware of exercising reasonable diligence); those due to reason-
able cause; and those due to willful neglect.2! The statute also prohibits the Sec-
retary from imposing civil monetary penalties in cases of lack of knowledge or due
to reasonable cause, unless the entity is unable to correct the violation within a 30-
day time period (with discretion to extend this time period).22 The statute also gives
the Secretary authority to provide compliance assistance to help the covered entity
correct a violation due to reasonable cause and to waive or reduce a penalty in cases
of reasonable cause if the penalty would be excessive relative to the compliance fail-
ure involved.23 The statute requires that the Secretary impose civil monetary pen-
alties for HIPAA violations; 24 the statute does not give the Secretary discretion to
give a covered entity a chance to correct the violation or the authority to waive or
reduce penalties in cases of willful neglect. The HIPAA enforcement regulations,
however, require the Secretary to first try to informally resolve all HIPAA com-
plaints—which means there is never an investigation into whether or not the viola-
tion rises to the level of willful neglect (and thus should be subject to civil monetary
penalties). Congress should act to clarify that the Secretary must investigate all
complaints for which a preliminary inquiry into the facts indicates possible willful
neglect and pursue civil monetary penalties in willful neglect cases.

Establishing Penalties for Re-identification of De-identified Data

Health information that is de-identified is not covered by the protections of
HIPAA. Thus, covered entities can provide de-identified data to other persons or en-
tities without regard to the requirements regarding access, use and disclosure in the
HIPAA regulations, and these entities can use this data as they wish, subject only
to the terms of any applicable contractual requirements (or any state laws that

1845 C.F.R. 164.504(e)(ii).
1914

Id.

20 Section 1176(b)(1) of the Social Security Act.

3; ?;e Sections 1176(b)(2)—(3) of the Social Security Act.

23 Sections 1176(b)(3)—(4) of the Social Security Act.

24 See Section 1176(a) of the Social Security Act (“. . . The Secretary shall impose on any per-
son who violates a provision of this part a penalty of not more than $100 for each such violation,
except that the total amount imposed on the person for all violations of an identical requirement
or prohibition during a calendar year may not exceed $25,000”).
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might apply). If one of these persons or entities then re-identifies this data—for ex-
ample, by using information available in a public database—that re-identified infor-
mation would not be subject to HIPAA regulations unless the person or entity hold-
ing the data was a covered entity. Earlier in this testimony we suggest examining
the current HIPAA de-identification standard to ensure that it continues to provide
robust protection for patient-identifiable data. But Congress could also protect indi-
vidual privacy by enacting prohibitions (and penalties for) the unauthorized re-iden-
tification of de-identified data.

Other Ways to Improve Accountability under HIPAA

A significant shortfall in HIPAA is the absence of any way for the consumer
whose health information privacy has been violated to pursue meaningful recourse
and be made whole. CDT believes that a private right of action should be part of
any enforcement scheme. We recognize that providing a private right of action to
pursue every HIPAA complaint no matter how trivial would be inappropriate and
disruptive, but Congress should further consider giving consumers some right to pri-
vately pursue recourse where there are intentional violations of the law, or in cir-
cumstances of willful neglect. As noted above, the HIPAA statute already provides
for criminal and civil monetary penalties in such cases—but these penalties do not
currently go to the consumers whose privacy was violated, and as structured may
not be sufficient (at least with respect to civil penalties) to provide meaningful re-
course for individuals.

Structuring an effective private right of action will take careful thought and con-
sideration. Given the dwindling number of legislative days left in the year and polit-
ical circumstances, we recognize that it is unlikely we can pursue implementing
such a right this year. But we urge Congress to hold hearings on this issue to begin
to develop a workable way to ensure that entities covered by HIPAA are directly
accountable to consumers for the most egregious violations of their privacy. In the
meantime, the recommendations we set forth above are ones that can be put into
legislation this year and if implemented will greatly improve HIPAA enforcement.

Congress should also consider authorizing State Attorneys General to also enforce
HIPAA. The HHS Office of Civil Rights 1s significantly under-resourced, and ex-
pressly authorizing state authorities to enforce HIPAA puts more hands on the en-
forcement deck. Currently, only those State Attorneys General who expressly have
the authority to enforce federal law in their state authorizing statutes are able to
enforce the federal HIPAA provisions. State authorities are able to enforce their own
state health privacy laws, but in only a handful of states are those laws are as com-
prehensive as HIPAA. Congress should consult with State Attorneys General about
providing them with express authority to enforce HIPAA and consider taking future
action in this area (particularly if the enforcement “fixes” recommended earlier in
this testimony are not successful in actually improving HIPAA enforcement).

The Appropriate Role of Consumer Consent

Recently, public debates about how best to protect the confidentiality, privacy and
security of health information have focused almost exclusively on whether patients
should be asked to authorize all uses of their health information. The ability of indi-
viduals to have some control over their personal health information is important,
and a comprehensive privacy and security framework should address patient con-
sent.25 A number of states have passed laws requiring patient authorization to ac-
cess, use and disclose certain sensitive categories of health information, and federal
law prohibits the disclosure of substance abuse treatment records without express
patient authorization. HIPAA Privacy Rules currently prohibit the use of certain
types of information, such as psychotherapy notes, or prohibit use of information for
certain purposes, such as marketing, without express patient authorization, and the
Rules provide individuals with the right to object to certain uses and disclosures
(such as in facility directories or to family members). The Rules also allow covered
entities to give consumers greater rights to restrict uses and disclosures of their in-
formation. Health information systems must be structured in a way that allows
these consents to be honored and appropriately and securely managed.

But patient authorization is not a panacea, and as appealing as it may appear
to be in concept, in practice reliance on consent would provide weak protection for
consumer’s health information. If health privacy rules fail to address the range of

25 Much more should be done to improve the way in which consent options are presented to
consumers in the healthcare context. Internet technology can help in this regard, making it easi-
er to present short notices, layered notices and more granular forms of consent.
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privacy and security issues through concrete policies, and instead rely only (or sig-
nificantly) on giving individuals the right to consent to multiple uses and disclosures
of their personal health information, the result is likely to be a system that is less
protective of privacy and confidentiality.

Among other reasons, a consent-based system places most of the burden of privacy
protection on patients at a time where they may be least able to make complicated
decisions about use of their health data. Most don’t read the details of a consent
form and those that do often do not understand the terms. Many wrongly assume
that the existence of a “privacy policy” means that their personal information will
not be shared, even when the policy and the accompanying consent form say just
the opposite.2¢ If mere patient authorization is all that is needed to share data with
third parties, highly sensitive patient information will be disclosed to entities that
are completely outside the scope of the HIPAA privacy regulation. If consent be-
comes the focus of privacy protection, it is clear that patients will be exposed to un-
regulated and potentially uncontemplated uses—and misuses—of their data. Fur-
ther, if policymakers rely on consent by an individual for any particular use of his
or her information as the key to privacy protection, the healthcare industry will
have fewer incentives to design systems with stronger privacy and security protec-
tions.

In contrast, a comprehensive approach—which puts clear parameters around who
can access, use and disclose a patient’s personal health information and for what
purposes—puts the principal burden on the entities holding this information by
placing clear enforceable limits on the collection and use of personal health informa-
tion and backs it up with strong enforcement.2?

Conclusion

Thank you for the opportunity to present this testimony in support of strength-
ening privacy and security protections for personal health information, which will
build consumer trust and enable health IT and electronic health information ex-
change to move forward. I would be pleased to answer any questions you may have.

Attachment

Comprehensive Privacy and Security: Critical for Health Information Technology
Version 1.0—May 2008

In this paper, CDT calls for the adoption of a comprehensive privacy and security
framework for protection of health data as information technology is increasingly
used to support exchange of medical records and other health information. CDT be-
lieves that privacy and security protections will build public trust, which is crucial
if the benefits of health IT are to be realized. In CDT’s view, implementation of a
comprehensive privacy and security framework will require a mix of legislative ac-
tion, regulation and industry commitment and must take into account the com-
plexity of the evolving health exchange environment.

Privacy and Security Protections are Critical to Health IT

Health information technology (health IT) and health information exchange can
help improve health care quality and efficiency, while also empowering consumers
to play a greater role in their own care. At the federal and state levels, policymakers
are pushing initiatives to move the health care system more rapidly into the digital
age.

26 See “Stopping Spyware at the Gate: A User Study of Privacy, Notice and Spyware” (with
Nathan Good, Rachna Dhamija, Jens Grossklags, Steven Aronovitz, David Thaw and Joseph
Konstan), presented at the 2005 Symposium on Usable Privacy and Security (SOUPS), also in
ACM INTERNATIONAL CONFERENCE PROCEEDING SERIES; VOL. 93, PROCEEDINGS
OF THE 2005 SYMPOSIUM ON USABLE PRIVACY AND SECURITY, Pittsburgh, Pennsyl-
vania (2005); 2005 National Consumer Survey; “Research Report: Consumers Fundamentally
Misunderstand the Online Advertising Marketplace,” Joseph Turow, Deidre K. Mulligan and
Chris Jay Hoofnagle, survey conducted by University of Pennsylvania Annenberg School for
gi)mmunications and UC-Berkeley Law School’s Samuelson Law, Technology and Public Policy

inic 2007.

27By contrast, a comprehensive approach puts the principal burden on the entities holding
personal health information to protect privacy by placing clear enforceable limits on the collec-
tion and use of personal health information and backs it up with strong enforcement. See Be-
yond Consumer Consent: Why We Need a Comprehensive Approach to Privacy in a Networked
World, http://www.cdt.org/healthprivacy/20080221consentbrief.pdf.
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However, health IT initiatives pose heightened risks to privacy. Recent breaches
of health information underscore that the risks are real. At the same time, there
is widespread confusion and misinterpretation about the scope of current health pri-
vacy laws. Some are pushing for quick “fixes” to try to address the public’s privacy
concerns, but fully resolving these issues requires a comprehensive, thoughtful and
flexible approach.

While some persist in positioning privacy as an obstacle to achieving the advances
that greater use of health IT can bring, it is clear that the opposite is true: en-
hanced privacy and security built into health IT systems will bolster consumer trust
and confidence and spur more rapid adoption of health IT and realization of its po-
tential benefits.

Survey data shows that Americans are well aware of both the benefits and the
risks of health IT. A large majority of the public wants electronic access to their
personal health information—both for themselves and for their health care pro-
viders—because they believe such access is likely to increase their quality of care.
At the same time, people have significant concerns about the privacy of their med-
ical records. In a national survey conducted in 2005, 67% of respondents were
“somewhat” or “very concerned” about the privacy of their personal medical
records.28 In a 2006 survey, when Americans were asked about the benefits of and
concerns about online health information:

e 80% said they are very concerned about identity theft or fraud;

e 77% reported being very concerned about their medical information being
used for marketing purposes;

® 56% were concerned about employers having access to their health informa-
tion; and

® 53% were concerned about insurers gaining access to this information.2?

Appropriate privacy protections must be incorporated from the outset in the de-
sign of new health IT systems and policies. It is often difficult or impossible to es-
tablish effective privacy protections retroactively, and restoring public trust that has
been significantly undermined is much more difficult than building it at the start.
Now—in the early stages of health IT adoption—is the critical window for address-
ing privacy.

As an Internet policy organization and privacy advocate, CDT brings a unique
perspective to these issues, based on our experience in shaping workable privacy so-
lutions for a networked environment. In this paper, we describe why it is necessary
that all parties—from traditional health care entities and new developers of per-
sonal health records, to legislators and regulators—address privacy and security in
health IT systems. We emphasize that all stakeholders need to begin immediately
to implement and enforce a comprehensive privacy and security framework in all
of the various tools and processes of health IT.

The Consequences of Failing to Act

Protecting privacy is important not just to avoid harm, but because good health
care depends on accurate and reliable information.39 Without appropriate protec-
tions for privacy and security in the healthcare system, patients will engage in “pri-
vacy-protective” behaviors to avoid having their personal health information used
inappropriately.31 According to a recent poll, one in six adults (17%)—representing
38 million persons—say they withhold information from their health providers due
to worries about how the medical data might be disclosed.32 Persons who report that
they are in fair or poor health and racial and ethnic minorities report even higher
levels of concern about the privacy of their personal medical records and are more
likely than average to practice privacy-protective behaviors.33

People who engage in privacy-protective behaviors to shield themselves from stig-
ma or discrimination often pay out-of-pocket for their care; ask doctors to fudge a
diagnosis; switch doctors frequently to avoid having all of their records in one loca-

28 National Consumer Health Privacy Survey 2005, California HealthCare Foundation (No-
vember 2005) (2005 National Consumer Survey).

29 Study by Lake Research Partners and American Viewpoint, conducted by the Markle Foun-
dation (November 2006) (2006 Markle Foundation Survey).

30See Janlori Goldman, “Protecting Privacy To Improve Health Care,” Health Affairs (Nov—
Dec, 1998) (Protecting Privacy); Promoting Health/Protecting Privacy: A Primer, California
Healthcare Foundation and Consumers Union (January 1999), http:/www.chcf.org/topics/
view.cfm?itemID=12502 (Promoting Health/Protecting Privacy).

31 Protecting Privacy; Promoting Health/Protecting Privacy; 2005 National Consumer Survey.

32 Harris Interactive Poll #27, March 2007.

332005 National Consumer Survey.



75

tion; lie; or even avoid seeking care altogether.34 The consequences are significant—
for the individual, for the medical community, and for public health:

e The quality of care these patients receive may suffer;

o Their health care providers’ ability to diagnose and treat them accurately
may be impaired;

e The cost of care escalates as conditions are treated at a more advanced stage
and in some cases may spread to others; and

e Research, public health, and quality initiatives may be undermined, as the
data in patient medical records is incomplete or inaccurate.35

Health IT Can Protect Privacy—But Magnifies Risks

Health IT has a greater capacity to protect sensitive personal health information
than is the case now with paper records. For example, it is often impossible to tell
whether someone has inappropriately accessed a paper record. By contrast, tech-
nologies, including strong user authentication and audit trails, can be employed to
limit and track access to electronic health information automatically. Electronic
health information networks can be designed to facilitate data sharing for appro-
priate purposes without needing to create large, centralized databases of sensitive
information that can be vulnerable to security breaches. Encryption can help ensure
that sensitive data is not accessed when a system has been breached. Privacy and
security policies and practices are not 100% tamperproof, but the virtual locks and
enforcement tools made possible by technology can make it more difficult for bad
actors to access health information and help ensure that, when there is abuse, that
the perpetrators will be detected and punished.36

At the same time, the computerization of personal health information—in the ab-
sence of strong privacy and security safeguards—magnifies the risk to privacy. As
the recent spate of large-scale privacy and security breaches demonstrates, serious
vulnerabilities exist now. Tens of thousands of health records can be accessed or dis-
closed through a single breach. Recent headlines about the theft of an NIH laptop
loaded with identifiable information about clinical research subjects, and the acci-
dental posting of identifiable health information on the Internet by a health plan,
underscore these concerns, and are just two of numerous examples. The cumulative
effect of these reports of data breaches and inappropriate access to medical records,
coupled with the lack of enforcement of existing privacy rules by federal authorities,
deepens consumer distrust in the ability of electronic health information systems to
provide adequate privacy and security protections.37

Elements of a Comprehensive Privacy and Security Framework That Will Build
Public Trust, Advance Health IT

A comprehensive privacy and security framework must be implemented by all
stakeholders engaged in e-health efforts. Such a framework, as outlined by the
Markle Foundation’s Connecting for Health, would:

¢ Implement core privacy principles;
o Adopt trusted network design characteristics;
o Establish oversight and accountability mechanisms.

Congress should set the framework for national policy through legislation. Ensur-
ing and enforcing adequate protections for privacy and security also will require co-
ordinated actions on the part of key regulatory agencies, as well as industry best
practices. The framework should be implemented in part by strengthening the
HIPAA Privacy Regulation for records kept by the traditional health system partici-
pants, but also needs to address the increased migration of personal health informa-
tion out of the traditional medical system.

Notwithstanding the urgent need to address privacy, health information policy
initiatives—both legislative and administrative—are moving forward without ad-
dressing privacy and security at all, or they are taking a piecemeal approach that

34 Protecting Privacy; 2005 National Consumer Survey; Promoting Health/Protecting Privacy.
351d.

36 See For The Record: Protecting Electronic Health Information, Committee on Maintaining
Privacy and Security in Health Care Applications of the National Information Infrastructure,
Computer Science and Telecommunications Board, National Research Council (National Acad-
emy Press, Washington, DC 1997) for a discussion of the inability of systems to be 100%
tamperproof.

37See http://www.cdt.org/healthprivacy/20080311stories.pdf for stories of health privacy
breaches and inappropriate uses of personal health information.
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too narrowly focuses on a single activity, such as e-prescribing, or on just one aspect
of fair information practices, such as the appropriate role of patient consent.

In developing a comprehensive framework, policymakers, regulators, and devel-
opers of HIT systems need not start from scratch. A framework for HIT and health
information exchange already exists, in the form of the generally accepted “fair in-
formation practices” (“FIPS”) that have been used to shape policies governing uses
of personal information in a variety of contexts, most notably the HIPAA Privacy
Regulation, which established the first federal health privacy framework.38 While
there is no single formulation of the “FIPs,” the Common Framework developed by
the Markle Foundation’s Connecting for Health initiative, which includes broad rep-
resentation from across the health care industry and patient advocacy organiza-
tions, describes the principles as follows:

e Openness and Transparency: There should be a general policy of openness
about developments, practices, and policies with respect to personal data. In-
dividuals should be able to know what information exists about them, the
purpose of its use, who can access and use it, and where it resides.

e Purpose Specification and Minimization: The purposes for which personal
data is collected should be specified at the time of collection, and the subse-
quent use should be limited to those purposes or others that are specified on
each occasion of change of purpose.

e Collection Limitation: Personal health information should only be collected for
specified purposes, should be obtained by lawful and fair means and, where
possible, with the knowledge or consent of the data subject.

e Use Limitation: Personal data should not be disclosed, made available, or oth-
erwise used for purposes other than those specified.

e Individual Participation and Control:
o Individuals should control access to their personal health information:

§ Individuals should be able to obtain from each entity that controls personal
health data, information about whether or not the entity has data relating to
them.

e Individuals should have the right to:

§ Have personal data relating to them communicated within a reasonable time
(at an affordable change, if any), and in a form that is readily understandable;

§ Be given reasons if a request (as described above) is denied, and to be able
to challenge such a denial:

§ Challenge data relating to them and have it rectified, completed, or amended.

e Data Integrity and Quality: All personal data collected should be relevant
to the purposes for which they are to be used and should be accurate,
complete and current.

Security Safeguards and Controls: Personal data should be protected by
reasonable security safeguards against such risks as loss, unauthorized
access, destruction, use, modification or disclosure.

Accountability and Oversight: Entities in control of personal health data
must be held accountable for implementing these information practices.
o Remedies: Legal and financial remedies must exist to address any secu-

rity breaches or privacy violations.

The Connecting for Health Common Framework also sets forth characteristics for
network design that can help ensure health information privacy and security.39
These network design characteristics facilitate health information exchange not
through centralization of data but rather through a “network of networks.” Such a
distributed architecture is more likely to protect information. Other key elements
of such a system are interoperability and flexibility, which support innovation and
create opportunities for new entrants.

The Role of HIPAA in the New Environment

The federal privacy and security rules that took effect in 2003 under the Health
Insurance Portability and Accountability Act (HIPAA) reflect elements of this frame-
work and provide important privacy protections governing access, use and disclosure
of personally identifiable health information by some entities in the health care sys-

38 Other potential sources for policy recommendations include the GAO, the National Center
for Vital Health Statistics and the National Governor’s Association State Alliance for eHealth.
39 See www.connectingforhealth.org for more details on the Common Framework.
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tem. The HIPAA Privacy Rule was a landmark in privacy protection, but it is widely
recognized that the regulation is insufficient to adequately cover the new and rap-
idly evolving e-health environment. For example:

e State and regional health information organizations or health information ex-
changes (also known as RHIOs or HIEs), which may aggregate and facilitate
exchange of personal health information, are often not covered by HIPAA’s
Privacy Rule.

Personal health records and other consumer access services now being created

by third parties, including companies such as Google and Microsoft, as well

as by employers usually fall outside of the HIPAA rules.

Personal health data is migrating onto the Internet through an exploding

array of health information sites, online support groups, and other on-line

health tools, regulated only through enforcement by the Federal Trade Com-
mission (FTC) of the general prohibition against unfair and deceptive trade
practices, such as a failure to follow promised privacy policies.

e While the Privacy Rule includes criteria for de-identifying data, new tech-
nologies are making it much easier to re-identify once de-identified health in-
formation and to combine it with personal information in other databases,
making it more likely that sensitive health information will be available to
unauthorized recipients for uses that have nothing to do with treatment or
payment.

In addition, the HIPAA rules have never been adequately enforced. The HHS Of-
fice for Civil Rights (OCR), charged with enforcing HIPAA, has not levied a single
penalty against a HIPAA-covered entity in the nearly five years since the rules were
implemented, even though that office has found numerous violations of the rules.40

Historically, states have filled the gaps in federal health privacy laws by enacting
legislation that provides stronger privacy and security protections for sensitive data,
such as mental health and genetic information. The states continue to have an im-
portant role to play, but relying on the states to fill deficiencies in HIPAA’s Privacy
Rule—or to regulate entities outside of the traditional healthcare sphere—does not
provide a comprehensive, baseline solution that gives all Americans adequate pri-
vacy and security protections, and does not offer all the entities in the e-health
space a predictable and consistent policy environment.

National Conversations about Privacy and Security Have Been Too Focused on the
Issue of Individual Consent

The ability of individuals to have some control over their personal health informa-
tion is important, and a comprehensive privacy and security framework should ad-
dress patient consent.4l However, consent is not a panacea. If health privacy rules
fail to address the range of privacy and security issues through concrete policies,
and instead rely only (or significantly) on giving individuals the right to consent to
multiple uses and disclosures of their personal health information, the result is like-
ly to be a system that is less protective of privacy and confidentiality.

Among other reasons, a consent-based system places most of the burden of privacy
protection on patients at a time where they may be least able to make complicated
decisions about use of their health data. Most don’t read the details of a consent
form and those that do often do not understand the terms. Many wrongly assume
that the existence of a “privacy policy” means that their personal information will
not be shared, even when the policy and the accompanying consent form say just
the opposite.42 If mere patient authorization is all that is needed to share data with
third parties, highly sensitive patient information will be disclosed to entities that

40 “Effectiveness of medical privacy law is questioned,” Richard Alonso-Zaldivar, Los Angeles
Times (April 9, 2008) http:/www.latimes.com/business/la-na-privacy9apr09,0,5722394.story.

41 Much more should be done to improve the way in which consent options are presented to
consumers in the healthcare context. Internet technology can help in this regard, making it easi-
er to present short notices, layered notices and more granular forms of consent.

42See “Stopping Spyware at the Gate: A User Study of Privacy, Notice and Spyware“ (with
Nathan Good, Rachna Dhamija, Jens Grossklags, Steven Aronovitz, David Thaw and Joseph
Konstan), presented at the 2005 Symposium on Usable Privacy and Security (SOUPS), also in
ACM INTERNATIONAL CONFERENCE PROCEEDING SERIES; VOL. 93, PROCEEDINGS
OF THE 2005 SYMPOSIUM ON USABLE PRIVACY AND SECURITY, Pittsburgh, Pennsyl-
vania (2005); 2005 National Consumer Survey; “Research Report: Consumers Fundamentally
Misunderstand the Online Advertising Marketplace,” Joseph Turow, Deidre K. Mulligan and
Chris Jay Hoofnagle, Survey conducted by University of Pennsylvania Annenberg School for
Communications and UC-Berkeley Law School’s Samuelson Law, Technology and Public Policy
Clinic 2007.
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are completely outside the scope of the HIPAA privacy regulation. If consent be-
comes the focus of privacy protection, it is clear that patients will be exposed to un-
regulated and potentially uncontemplated uses—and misuses of their data. Further,
if reliance on consent by an individual for any particular use of his or her informa-
tion is treated by policymakers as the key to privacy protection, the healthcare in-
dustry will have fewer incentives to design systems with stronger privacy and secu-
rity protections.43

All Entities Should Adopt and Implement a Comprehensive Privacy and Security
Framework

Regardless of whether or not Congress takes action to address these issues, states
and entities developing health information exchanges and other health IT initiatives
should commit to adoption of the comprehensive privacy framework outlined here.
Guidance for policy development for health information exchanges can be found, for
example, in the Common Framework developed by the Markle Foundation’s Con-
necting for Health Project. Consumer access services such as PHRs must also imple-
ment the comprehensive framework through rigorous privacy and security protec-
tions.44 Such entities should make their privacy commitment explicit in a published
privacy notice. Consumers should look for these promises and should measure them
against the framework. Once companies make a privacy promise, they will be bound
to it under the Federal Trade Commission Act. In addition, consumer rating services
can compare and assess privacy practices, measuring them against the principles
outlined here.

Congress Should Establish a Comprehensive Health Privacy and Security Approach

Although states and the private sector should not wait for action by Congress to
protect privacy, CDT believes that Congress should establish national policy to en-
sure that health information technology and electronic health information exchange
is facilitated by strong and enforceable privacy and security protections.

According to recent surveys:

® 75% believe the government has a role in establishing rules to protect the pri-
vacy and confidentiality of online health information;

® 66% say the government has a role in establishing the rules by which busi-
nezses and other third parties can have access to personal health information;
an

® 69% say the government has a role in encouraging doctors and hospitals to
make their personal health information available over the Internet in a se-
cure way.45

One of the major challenges in developing a comprehensive privacy and security
framework is to integrate any new rules with the HIPAA privacy and security rules.
Congress should consider both strengthening HIPAA where appropriate and estab-
lishing additional legal protections to reach new actors in the e-health environment.

Congress should set the general rules—the attributes that a trusted health infor-
mation system must have—based on the Fair Information Practices discussed ear-
lier. Further, Congress should hold a series of hearings on some of the more difficult
issues to resolve and develop a full record that will serve as the basis for more spe-
cific legislative action. In particular, Congress should consider:

o The appropriate role for patient consent for different e-health activities;

e The ability of consumers to have understandable information about where
and how their Personal Health Information (PHI) is accessed, used, disclosed
and stored,;

The right of individuals to view all PHI that is collected about them and be
ai)le to correct or remove data that is not timely, accurate, relevant, or com-
plete;

Limits on the collection, use, disclosure and retention of PHI;

Requirements with respect to data quality;

43By contrast, a comprehensive approach puts the principal burden on the entities holding
personal health information to protect privacy by placing clear enforceable limits on the collec-
tion and use of personal health information and backs it up with strong enforcement. See Be-
yond Consumer Consent: Why we need a Comprehensive Approach to Privacy in a Networked
World, http://www.cdt.org/healthprivacy/20080221consentbrief.pdf.

44See, e.g. the Best Practices for Employers offering PHRs http:/cdt.org/healthprivacy/
20071218Best  Practices.pdf.

452006 Markle Foundation Survey.
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. Relasonable security safeguards given advances in affordable security tech-
nology;

Use of PHI for marketing;

Other secondary uses (or “reuses”) of health information;

Responsibilities of “downstream” users of PHI;

Accountability for complying with rules and policies governing access, use,
and disclosure, enforcement, and remedies for privacy violations or security
breaches; 46 and

o Uses and safeguards for de-identified information.

Congress Also Should Enact Legislation to Strengthen HIPAA For Health System
Entities

With respect to the access, use and disclosure of electronic health information by
the traditional players in the health care system, there are some immediate steps
Congress could take to fill some of the gaps in HIPAA. For example, Congress can
take a number of actions to secure more meaningful enforcement of the HIPAA
rules, including:

e Strengthening Office for Civil Right’s (OCR’s) role by requiring it to conduct
periodic audits of covered entities and their business associates to ensure
compliance with the rules;

Increasing the penalties associated with failure to comply with key provisions
of the HIPAA rules;

Increasing resources dedicated to HIPAA enforcement;

Requiring OCR to report to Congress on a regular basis on enforcement of the
rules; and

Amending HIPAA to allow for enforcement of the rule by state authorities
(such as attorneys general).

Congress should also consider enacting legislative provisions to:

o Establish notification requirements and penalties for data breaches;

e Strengthen the existing HIPAA rules requiring express authorization for use
of patient identifiable data for marketing; and

e Require electronic health systems to provide consumers with access to their
health information in an electronic format.

Although it is desirable for Congress to enact legislation that fills some of the
gaps in HIPAA and to enact a general privacy and security framework to govern
health IT, it will be impossible for Congress to legislatively adopt comprehensive
rules that fit all of the various actors and business models in the rapidly expanding
and evolving e-health environment. Therefore, a second major challenge for Con-
gress is to decide what can be legislated and what must be delegated to agency rule-
making—and what areas are best left to be developed and enforced through indus-
try best practices.

Strengthening Privacy and Security Will Also Require a More Tailored Regulatory
Approach

While Congress should establish a strong framework for health privacy and secu-
rity, it must avoid a “one size fits all ” approach that treats all actors that hold per-
sonal health information the same. The complexity and diversity of entities con-
nected through health information exchange, and their very different roles and dif-
ferent relationships to consumers, require precisely tailored policy solutions that are
context and role-based and flexible enough to both encourage and respond to innova-
tion. For example, it makes little sense to have the same set of rules for “personal
health records,” which are often created by and controlled by patients and held by
third party data stewards outside the healthcare system, and for “electronic health
records,” which are created and controlled by health care providers for purposes of
treatment and care management. To take another example, rules for use of personal
health information for treatment need to be quite different than rules for marketing
or other secondary uses. Rules regarding use of health information for research need
to be separately considered as well.

Congress should not attempt to develop all of the details in legislation. Rather,
Congress should enact legislation specifically recognizing the importance of the pri-
vacy rights in health information across technology platforms and business models,
setting out principles and attributes to guide one or more regulatory agencies in de-

46 See the Common Framework, www.connectingforhealth.org.
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veloping detailed, context-specific rules for the range of entities that collect, use and
distribute personal health information in the new interconnected healthcare system.
One approach would be to direct the Department of Health and Human Services to
strengthen the HIPAA regulations that apply to traditional players in the health
system, while also directing HHS or possibly the Federal Trade Commission to issue
regulations to govern the handling of personal health information by new players
who are part of the broader Internet marketplace and not part of the healthcare
system. If more than one agency is to be involved, Congress could require them to
work together to avoid issuing conflicting rules (as the financial services regulatory
agencies did in developing security rules for financial information).

Tasking HHS and/or the FTC with the responsibility for developing detailed regu-
lations allows for:

o A more tailored, flexible approach that will ensure comprehensive privacy and
security protections in a myriad of different e-health environments, and

e More regular, active monitoring of developments in the marketplace and a
more rapid response to newly emerging privacy and security issues.

Congress should maintain strong oversight over the regulatory process by:

e Requiring regulations to be developed within a particular timeframe;

e Requiring satisfactory completion of the rulemaking before federal HIT grants
can be made;

e Mandating reporting by the agencies on implementation and enforcement;
and

e Vigorous oversight and reporting on implementation and enforcement.

Conclusion

To establish greater public trust in HIT and health information exchange systems,
and thereby facilitate adoption of these new technologies, a comprehensive privacy
and security framework must be in place. From traditional health entities to new
developers of consumer-oriented health IT products to policymakers, all have an im-
portant role to play in ensuring a comprehensive privacy and security framework
for the e-health environment. Congress should set the framework for privacy and
security by strengthening enforcement of existing law and ensuring that all holders
of personal health information are subject to a comprehensive privacy framework.
Congress can also take immediate steps to strengthen existing privacy rules, for ex-
ample, empowering consumers to play a greater role in their healthcare by man-
dating electronic access to their health records. Given the broad array of entities in
the e-health arena, the technological changes in the marketplace today, and the
prospects for rapid innovation, much of the details of that framework should be
worked out through the regulatory process. The challenge for policymakers is to find
the right mix of statutory direction, regulatory implementation, and industry best
}p;raclzt}ilc%’sr to build trust in e-health systems and enable the widespread adoption of

ealt .

For more information please contact: Deven McGraw, Director, CDT’s Health Pri-
vacy Project, 202-637-9800 http://www.cdt.org.

————

Chairman STARK. Thank you.
Dr. King.

STATEMENT OF MATTHEW KING, M.D., CHIEF MEDICAL
OFFICER, CLINICA ADELANTE, INC., SURPRISE, ARIZONA

Dr. KING. Yes. Thank you, Chairman Stark and Ranking—MTr.
Camp, and the rest of the Subcommittee Members. I am the chief
medical officer of Clinica Adelante, which is a medium-sized com-
munity health center, which is located in Phoenix, Arizona. We
have seven sites and a mobile clinic that serves remote areas of
Maricopa County. Our clinic has 26 providers. We have 32,000 pa-
tients and 90,000 encounters a year. About half of our patients are
uninsured. We wanted an electronic health record to help us in im-
proving the quality of care, particularly around areas of chronic
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disease management, and also to help us with preventative care
management.

I think the reason why I am here is because we chose an open
source electronic health solution that was based on the Veterans
Administration VISTA system. It is called World Vista EHR, and
it is CCH IT-certified. We chose it for two reasons. The first reason
was because we believe that open source is a very viable paradigm
to be used in health information technology. The second reason is
because a review of the medical literature suggested Vista is asso-
ciated with improved patient outcomes. This association is far
stronger than with any other electronic health system.

So, open source software allows one to see the source code. It is
also freely available. So, there is licensing, but the license is free.
The important points that surround that particular paradigm is
that innovations can come from many sources. World Vista has
partnered at times with Veterans Administration, Indian Health
Service, with private vendors, and with other funders to get
projects done. Sometimes—many times—it’s from volunteers. This
collaborative development compounds the value and effectiveness of
investments.

For us, the idea of no licensing fees up front was very good, be-
cause it cost less money to come to the table. The collaborate
leveraging that you did around open source allows you to re-use
interfaces that are open source that we developed with our practice
management system and with our lab systems, for instance, can be
re-used by other community health centers and offices, private of-
fices, for just the cost of configuration and support.

Vendor competition in open source is probably the strongest rea-
son. As you know, proprietary software basically has what they call
vendor lock. Once you decide to go with them, you’re pretty much
stuck with them, even if you felt like it was a bad deal. It’s very
hard to walk away. In fact, I would say that open source is defined
by the ability to have vendor competition, so that if I am not get-
ting what I need from my vendor, I can walk away from that ven-
dor but not walk away from my system. That is very important, I
think, and is one of the main reasons why we drove to open source.

The other part was that physicians don’t prescribe medicine
based on what drug representatives tell them. They use an evi-
dence-based approach. So, the Institute of Health Care Improve-
ment suggests that up to one-third of medical errors can be re-
duced by appropriate application of technology.

So, I started to wonder if there was an aspirin of EHR’s. To look
for that, what I did was I did a literature research and found,
hands down, that Vista has the strongest correlation between pa-
tient outcomes and improvements, and the use of electronic soft-
ware.

What happened with us is—initially, this is—outcomes and cost
productivity declined the first week to 50 percent. In 6 weeks it
was back up to 90 percent. We are now at 100 percent productivity.
We will have one year of production next month.

All the functionality we hope for, including registry use for diabe-
tes and asthma, is functional. We have clinical reminders and
other—in medication interaction and allergy interactions.
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We're very cost conscious. We did this for $19,000, plus hardware
costs, but that doesn’t include my time and hiring a trainer, and
it’s not sustainable. What we believe is that sustainable costs
would show a savings over proprietary systems of 30 to 50 percent,
perhaps more if they were deployed in a networked environment,
which we strongly favor.

So, in summary, Vista is the aspirin of electronic health records.
If it were a drug, every provider would prescribe it. But, just like
generic aspirin, there is no drug representatives or lobbyists to sell
it. Its effectiveness is clearly supported in the literature, but ad-
ministrators don’t have time to read the literature, so they listen
to the sales pitch and lobbyists. In the health care industry, that
could cost lives.

I believe we should hold ourselves to the same standard we hold
physicians, and use the evidence whenever possible to evaluate and
select technology solutions, not advertising and marketing. That’s
why we chose the electronic health record that we chose. Thank
you.

[The prepared statement of Dr. King follows:]

Prepared Statement of Matthew King, M.D., Chief Medical
Officer, Clinica Adelante, Inc, Surprise, Arizona

Background

Clinica Adelante, Inc (CAI) is a Community Health Center located in the Phoenix,
Arizona area. We have seven sites that serve both urban and rural populations and
a mobile clinic that serves remote areas of Maricopa County. The clinic has 26 pro-
viders, including family practice, pediatricians, internists, OB/Gyn, mid-levels, and
dentists. We see about 32,000 individual patients annually and about 90,000 en-
counters. 50% of our patients are uninsured, 40% Medicaid, 3% Medicare and the
{)e?t commercial insurance. We provide sliding fee services to those at 200% FPL or

elow.

In 2000, I took over as Chief Medical Officer for the clinic. CAI was engaged in
National Chronic Disease Collaboratives sponsored by HRSA. We used Wagoner’s
Chronic Disease Management Model ! to improve care for some of our diabetics and
asthmatics, which has been successful in showing dramatic improvements in chronic
disease outcomes. The model utilizes patient education, nationally recognized treat-
ment guidelines, a rapid process change model known as PDSA cycles and a chronic
disease registry. The registry is a critical piece of the model because it can be used
to track the population and also provide a means for outreach. However, it is not
designed to be used in the exam room with the patient, so the patient data needs
to be entered manually into the registry later. This double entry of data—once in
the exam room and once in to the registry—is error prone, time consuming and cost-

Our desire was to extend the model to everyone that walked into the door so that
each patient could have their own personal health plan based upon their age, sex,
risk factors and disease states. However, we faced two main challenges. First, be-
cause the registries required double entry, we estimated that we would need to hire
24 more data entry specialists; however, we did not have the funds to do so. Second,
the time required to do the preventive health would have a negative impact on our
revenue. We knew that we needed to find an EHR solution that was relatively inex-
pensive and could support data entry into a registry without double entry; because
it could be used at the point of care.

The Search for an EHR Solution

We started a search for an EHR. The search was disappointing: The products
were very expensive, between $200,000 to $500,000, and they really didn’t perform
chronic disease management out of the box well without expensive customization;
and they were deployed in a consumer unfriendly environment that included con-

1Rothman AA, Wagner EH. Chronic illness management: what is the role of primary care.
Ann Intern Med 2003;138: 256—61.
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sumer hostile contracts, vendor lock, poor interoperability, and a licensing and sup-
port structure that negated the natural leverage of collaborative networks. Because
of my prior exposure to Linux and other open source products, I wondered if there
were open source solutions that would address the clinic’s needs.

I would like to stop for a moment to discuss what Open Source means in the con-
text of Health Information Technology (HIT). Open Source software allows one to
see the source code and is freely available. The Open Source license used by organi-
zations such as WorldVistA guarantees that not only is the code available to be ex-
amined, it is also available to be enhanced by the community and the enhancements
cannot be lost or trapped in a proprietary product for the sole benefit of one vendor
and its customers. Improvements must be donated back to the community of users.
Enhancements to the code can come from volunteers, vendors, funded projects, IHS,
VA, etc. These enhancements are checked by experts and only released after review.
The important points here are that innovations can come from many sources, col-
laborative development compounds the value and effectiveness of investments, and
the processes are transparent, organized and safe.

The following is a list of what we perceive through our direct experience to be
some of the key benefits of the open source model in healthcare:

(1) Software quality and standardization accelerated by transparency—The trans-
parency of the code assures better software quality and conformance to coding
standards and security. Security flaws are more likely to be found and quickly ad-
dressed, often within hours of discovery. Non-conformance with open standards is
not tolerated by both developers and users.

(2) Rapid innovation and improvement-The improvement cycle needed to keep the
software current in response to the dynamically changing healthcare environment
is much more rapid than in proprietary business models.

(3) Improvement driven by user needs—Enhancements and fixes are directly driv-
en by what users need, not by marketing, shareholder or other non-healthcare re-
lated priorities. Community Health Centers, for instance, can drive changes to up-
date their UDS reporting, while a proprietary vendor might not have the business
case to make the code changes.

(4) Lower total cost of ownership—No licensing fees mean less upfront and lower
total recurring costs.

(5) Competition focused on service excellence—Flexible support fees mean greater
chances to leverage technology. For instance, if support fees are fixed by number
of servers, not providers, every provider assigned to that server will spread the costs
over more and more users. In the traditional model, every provider added to the sys-
tem will cost another license and more support fees.

(6) Collaborative leveraging of resources to improve “products”—Open source
means quality management tools, clinical tools, interfaces, training and deployment
materials are all shared. Going forward, the costs to participate are less and less.

(7) The ultimate competitive free market economy—Vendor competition in open
source is not distorted by the effect of vendor lock in. Open source prevents vendors
from actively and purposefully using closed code to maintain their advantage over
clients. Vendor competition encourages fair support pricing, great customer service
and innovation. It also provides the consumer with a way out if the vendor goes out
of business or is not responsive. Open source is a simple survival of the fittest busi-
ness ecosystem which is driven and focused by evidence based improvement of both
health quality and costs.

Taken in aggregate, these advantages create strong financial and quality incen-
tives to join cooperative networks and collaborate. This in turn accelerates improve-
ment of safety and quality through best practice sharing and reducing isolated is-
lands of healthcare data.

Our search for an appropriate EHR led us to VistA in 2000, while researching
open source alternatives. Unfortunately, at the time it was nowhere near ready for
easy deployment outside the Veterans Administration (VA) so we continued to
search for a solid EHR in the usual ways, but found the process disappointing. The
process is not unlike being detailed by a pharmaceutical representative, so I started
wondering what I could learn by comparing the two. Most physicians don’t prescribe
medicine based upon what the drug representatives tell them. Instead they use an
evidence-based approach. This is now an expectation and considered a standard of
care in medicine, because evidence-based medicine saves lives. According to the In-
stitute for Healthcare Improvement, nearly one third of all medical errors could be
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prevented by applying appropriate technology.2 So applying technology can save as
many lives as prescribing aspirin after a heart attack! I began to wonder, is there
an aspirin of electronic health records? What does the evidence based literature say
about EHR and impact on quality? Is there one in particular that stands out?
Shouldn’t applying the medical evidence to the choice of HIT be the standard of care
since it, like aspirin, can potentially save so many lives? What I found in the lit-
erature shocked me.

It turns out that a search of the peer reviewed medical literature shows that the
VA VistA EHR system is one of the only EHR systems that has been associated
with improved outcomes. By contrast, the literature says almost nothing about pro-
prietary systems and outcomes. Moreover, VA’s costs only went up 0.8% between
1995 and 2004, while Medicare costs increased by over 40%. 3

Once we understood the role of VistA in the VA’s transformation and performance
our search was over. In addition we also became aware of the CMS VistA Office
EHR initiative, the WorldVistA not-for-profit and the efforts to adapt VistA for use
outside the VA. This work would ultimately lead to WorldVistA providing a CCHIT
version (WorldVistA EHR) licensed under an open source software license. The only
open source EHR to achieve CCHIT certification is WorldVistA. . . . Suddenly the
advantages of the open source model would be available using a CCHIT certified
VistA clone!

Clinica Adelante’s WorldVistA EHR Implementation Strategy

So after applying evidence-based studies and recognizing the importance of an
open source model in healthcare, we chose WorldVistA to do a demonstration
project. We developed a relationship with WorldVistA and became a development
site during the CMS project. A key contribution our site made was to pilot a full
open source platform which included the open source operating system Linux, and
the open source database GT.M to further cut licensing costs.

We leveraged and made use of the extensive resources and documentation which
the VA makes available through a number of public web sites such as the VistA
University training materials. Other examples of leveraging the open source model
include:

e modifying an installation checklist found on the VA documentation website
for our use to direct our installation efforts

e developing an open source interface to our practice management system
(PMS) for registration and scheduling

e integrating test ordering and results reporting with our external reference
lab; our providers order labs in WorldVistA EHR and the results return as
discrete data directly into WorldVistA EHR

o development of chronic disease registries that allow data to be entered at
point of care and reported in many forms including a HIPAA-stripped form
for uploading to state and national chronic disease databases

e implementation of real time drug order checks, automated clinical reminders
and automated provider alerts

o development of pediatric templates, including state approved EPSDT forms

We formed four teams, using our staff and external consultants to help with the
work and build buy in, including our key stakeholders early in the process. We hired
a clinician to a training role and hired trainers to train him. The preparation phase
took 8 months and we went live August 10, 2007 in Surprise, AZ at our busiest clin-
ic.

Outcomes and Costs

Initially, as with any intervention of this magnitude productivity declined . . . in
our case to 50% of our usual level in the first week, but it recovered to 85-90% in
six weeks. We are now at 100% productivity at our first site. Our referrals depart-
ment can now do 10-15 referrals per hour, compared to only 6 per hour before im-
plementation. We don’t lose medical records any more and they are always available
for the patient visit when we need them. We lost no staff or providers as a result

2 Crossing the Quality Chasm: A New Health System for the 21st CenturyCommittee on Qual-
ity of Health Care in America, Institute of Medicine, Washington, DC, USA: National Academies
Press; 2001.

3Robert A. Petzel, Director, Veterans Integrated Services Network 23, Compelled to Act: it’s
called survival, Powerpoint presentation, slide 14, available at http:/www.amq.ca/congres2006/
pdf/Compelled to Act-Robert Petzel.pdf.
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of the project. Staff immediately loved the system, but the providers only tolerated
it at first. Now, no provider desires to return to the old way or to paper charts.

Our registry functions also appear to be very successful. We now have two reg-
istries—one for diabetes and another for asthma—configured. Now 100% of qualified
patients are selected automatically for entry by the computer. This will allow
planned care to be scaleable to 100% of our patients without hiring extra data entry
specialists. We will be able to provide outreach and improved chronic disease man-
agement to a much larger population of patients. For instance, when we used the
registry that required double entry, we were only able to use Wagoner’s model on
about 800 diabetics. Now we can use it on all of our patients with Diabetes. That
is over 3000 diabetic patients. We will also be able to extend the Chronic Disease
Model to other types of chronic disease, like depression, coronary artery disease and
hypertension. Eventually, we hope to give every patient their own personal health
plan, using the VistA registry technology.

We were very cost conscious with the first implementation. We had no special
grants. Our development costs were approximately $19,000 dollars, plus hardware
costs. This does not include the salary of the trainer. Nor does it include lost rev-
enue from staff meetings and lowered productivity, or my time as project leader. To
achieve this, I spent most of my administrative time, evening and weekends work-
ing on the project. It is doubtful that others can expect to achieve what we did with
the same budget, nor should it be so difficult to do the “right thing” by patients.

Since the demonstration project, we have also implemented our EHR at another
site and also with the (mobile) rural health team. We are developing a 16 week im-
plementation cycle that can be staggered to allow two implementations in different
phases. We have started a network with two other community health centers and
a small safety net non-federally qualified clinic. Although the demonstration project
allowed us to show clinical success and estimate reduced costs compared to propri-
etary systems, the project has stalled without more funding. Our analysis of sus-
tainable costs show a savings of 30 to 50% over proprietary systems, perhaps more
as the network grows larger. Even so, this cost remains out of reach for most offices.
Ultimately, we view the EHR as a tool to reduce medical errors, improve patient
care and stabilize the costs of healthcare. Developing these strategies is possible
with systems like WorldVistA EHR, but are unlikely to co-evolve on their own. Prop-
er planning, adequate funding and well designed incentives are all necessary to
drive projects like these forward. In fact, without more funding, we will not be able
implement WorldVistA EHR across all our network sites. This network represents
a quarter of a million patient visits a year—that is a lot of patients who we could
be reaching and whose care we could be improving with health IT but which we
cannot, because of lack of funding.

Based on our practical experience, our view is that VistA is hands down the best
system available, is the only solution backed by solid scientific evidence to prove it,
and costs 50-70% of the costs of comparable proprietary systems. The fact that it
is open source and was developed by with taxpayers’ money makes it a logical and
very affordable choice for a large segment of the US health system.

Health Improvement through health IT and the need for incentives

Health improvement through health information technology is a tough sell to pro-
viders in general because it temporarily affects productivity as providers learn how
to use the system. Moreover, any cost savings (like less ER visits because of better
control of asthma) are realized downstream from the user and tend to accrue largely
to the patient and the health care purchaser. Incentives are a very powerful tool
to effect change that successful businesses use all the time. In this context, it is the
fastest way to increase the rate of provider adoption for health IT.

Incentives certainly could increase the rate of adoption, but just giving incentives
for EHR acquisition will not improve quality. Incentives must be tied to quality im-
provement or reporting clinical measures to have the desired effect. Connecting of-
fices through networks tasked with quality improvement would work. The most in-
novative approach would be to move completely away from volume based reimburse-
ment to value based pay. Pay for performance is a step in the right direction, but
still relies on volume.

However, it is important to note that quality incentives need an adequate HIT in-
frastructure with enough connectivity and sufficient granularity to report clinical
measures at the provider level. This is why as a first step, I believe it is important
that provider incentives be tied to the adoption of EHR systems. I believe further
‘Ehat EHR systems should support these important clinical and quality reporting
unctions.



86

In addition, a provider might need time and support to get used to the system
and learn to use it effectively. This is why I believe provider incentives should en-
courage network membership. Networks are better prepared than small offices—
much less solo practitioners working on their own—to evaluate EHRs for the nec-
essary functions, have the capital to customize them as needed and the expertise
to deploy them, secure them and support them. Networks can also better connect
with existing HIE, Medicaid transformation grant projects, labs and other ancillary
services, etc. Provider support and clinical improvement will be greater with net-
work formation and will also achieve the goals of better connectivity and improved
quality.

Myths about VistA and open source applications

Before I conclude, I want to dispel the many myths floating out there about the
VistA system and open source applications in general.

Myth #1: the M coding language is too old to be used in a modern healthcare sys-
tem. This is false and most large proprietary healthcare vendors, Epic for example,
use it. There are many innovations taking place outside the VA right now that show
the robust and flexible nature of the M based code.

Myth #2: Open source is unfair in a competitive market. Open source stimulates
competition unlike proprietary systems whose goal is to lock in users and monopo-
lize the market. Proprietary systems are only in a competitive market until the cli-
ent signs on the contract line. Then the relationship becomes very lopsided. I have
been to many Health Information Conferences and have listened to the best speak-
ers. They always say deciding on a healthcare vendor is like getting married, be-
cause it will be a long-term relationship. It is very difficult to change vendors be-
cause of vendor lock. Then they talk in the remaining hour about all the “pre-nup-
tials” you must get because you can’t trust any of the vendors. Open source has com-
petition at multiple levels, but primarily on support services and training which are
the most important factors in successful and sustainable adoption of a solution. In
the case of WorldVistA EHR both large and small companies can compete against
each other with the same a high quality, CCHIT system. Large companies are defi-
nitely interested, too. For instance, a major US systems integrator has just won the
contract to provide all of Jordan’s public health system (46 hospitals, 500 clinics)
with the WorldVistA EHR. With open source vendor competition, you reduce price,
eliminate vendor lock and improve customer service. Open source is a true free mar-
ket.

Myth #3: The VA code is too expensive to maintain. VistA, under the open source
model has flourished. Clinica Adelante was able to fund an extraordinary amount
of customization for a moderate amount of money. Moreover, these enhancements
are available for other offices for the price of configuration and support. Some of the
code done by WorldVistA has found its way back into the VA system. There is an
extraordinary opportunity for governmental agencies like the VA and Indian Health
Service to work with private businesses and not for profits to further their missions.

Myth #4: Open source applications are more vulnerable to security breaches. Be-
cause open source code is transparent, there is a myth that it is insecure. This has
not proved true at all. Breaches are often a result of poor coding practices. The
transparency of the code demands that peers code to the highest levels. Moreover,
it is scrutinized by expert before it is released. The result is clear: Nobody runs anti-
viral software on (open source) Linux, nor do they need to. Everybody runs anti-
viral on Windows (closed code) and they would be crazy not to. Moreover, with so
many eyes looking at the code, more security flaws are found before breach and
more quickly corrected, often within hours.

VistA is the aspirin of EHRs

VistA is the aspirin of EHRs and if it was a drug, every provider would prescribe
it. But just like generic aspirin, there are no “drug representatives” or lobbyists to
sell it. Its effectiveness is clearly supported in the literature, but administrators
don’t have time to read the literature. So they listen to the sales pitch and the lob-
byists. In the healthcare industry, that could cost lives. In healthcare, when lives
are at stake, I believe we should hold ourselves to the same standard we hold our
physicians and use the evidence whenever possible to evaluate and select technology
solutions ... not advertising or marketing hype. And that is why Clinica Adelante
chose VistA EHR.
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Chairman STARK. Thank you.
Mr. Jones.

STATEMENT OF LEROY JONES, GSI HEALTH, PHILADELPHIA,
PENNSYLVANIA

Mr. JONES. Thank you, Mr. Chairman. My name is Lee Jones.
I am the founder and chief executive of a company called GSI
Health. It’s a health IT consultancy based in Philadelphia. In that
capacity, I am involved in a number of industry and government-
sponsored initiatives to bring about large scale interoperability
among health care applications and enterprises.

One role I currently hold is as senior advisor and architect for
the New York e-Health Collaborative, which is building a statewide
health information exchange, and has invested in excess of $100
million thus far to do so.

I am also the program director of the health information tech-
nology standards panel, which—sounds as though many of you are
already familiar with. It’s a Member organization that has over 400
organizations from various corners of the health care industry who
have come together to select standards for interoperability. I am
grateful for the opportunity to testify before you today.

As you noted, consumers in today’s global economy have become
accustomed to instant access to information, and have hit a speed
bump, if you will, on the information super highway when it comes
to their medical records. It’s not as though the information doesn’t
exist. There is certainly electronic representations of clinical
records and administrative records. But often they are not able to
be brought to bear at the time and place that they are needed.

So, I have come to say today that that is changing. As you noted,
Mr. Chairman, the Department of Health and Human Services has
established several different initiatives in order to move this ball
forward. They established American Health Information Commu-
nity, which is a group of 18 government and business non-profit or-
ganization leaders fostering the adoption of interoperable electronic
health records throughout the country.

In order to meet the community’s objectives, there is also the of-
fice of national coordinator, which really is the implementation arm
of what the community tries to do. The national coordinator has
funded several initiatives which are well known at this point, and
I will just name, so that we can get to my larger point.

The first is to harmonize all the electronic standards for health
care in the country. The health information technology standards
panel, which I am involved with directly, identifies and selects the
necessary standards that will bring about an interoperable ex-
change of health care data. The panel then develops further guid-
ance that we call interoperability specs, which really give instruc-
tions for different vendors to build independent “instantiations” of
software that will, when brought together, be interoperable with
one another.

So, without collusion, different vendors are able to be interoper-
able, and have some guarantee of interoperability. That’s sort of
the intention of the standard selection process.

The second key initiative is to ensure that the electronic medical
record, or the electronic health record, has a proper floor
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functionality, that it can be defined, if you will, and that there is
a place that one can go to in order to verify correct implementation
of health care standards.

So, the certification commission for health information tech-
nology does exist for that purpose. So, it is not enough to say these
are the standards that one should adhere to. We have to have a
system that allows the verification that a vendor, in fact, used
those standards and used them correctly, so that we can ensure
interoperability.

The third key initiative is to catalog all of the privacy and secu-
rity paradigms that exist in different jurisdictions because, as we
know, that is often a great barrier to interoperability, and there
isn’t a clear cut silver bullet solution to solving how we reconcile
those differences.

So, the first step is at least to understand what those differences
are, so that we can begin to understand how they might be har-
monized. So, the health information security and privacy collabora-
tion has been started by the Department of Health and Human
Services to catalog those, and has spurred many efforts to remove
key barriers to interoperability.

Then, last, there is an initiative to establish a real health infor-
mation exchange network, which both demonstrates feasibility of
implementing interoperability standards in an effective way, as
well as propagates their use broadly by connecting real systems to
each other. So the Nationwide Health Information Network, or
NHIN, as it’s sometimes referred to, orchestrates implementation
of interoperable standards within the context of real world health
delivery environments across different regions in the country.

These efforts have now been established, and are complementary,
and are coordinated as one system. They have established a domi-
nant design whereby interoperability will continue to be achieved
in an ongoing fashion, whereas no such systems existed like that
prior to AHIC and ONC’s establishment.

We now have an accepted system in place to harmonize and ad-
vance appropriate standards. We now have an accepted system in
place to verify correct implementation of those standards. We now
have an accepted system in place to catalog our privacy and secu-
rity differences. We now have an accepted system in place to iden-
tify and ultimately remove barriers posed by these different as-
pects.

Over the past few years, these initiatives have demonstrated that
it matters how the Federal Government participates, and not just
that it participates. So, leveraging the familiar paradigm of con-
sensus-based development, we have found that when people come
together and are partly owners of the solution, as opposed to hav-
ing solutions foisted upon them, they actually are more receptive
and likely to do a good job in implementation.

I think that the question before us is one of both supply and de-
mand. On the demand side, there are many incentives that can be
brought to bear in order to bring about—or to incentivize people to
adopt technology. But demand increasing will increase supply in
the market. However, we don’t just want an increase in supply, we
want the supply to increase in a way that fosters interoperability.
So that requires coordination.
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So, what we have been focused on is trying to coordinate the sup-
ply side of this, so that when that demand is increased through in-
centives and other things, we are able to, in fact, supply that in
an interoperable way. I thank you.

[The prepared statement of Mr. Jones follows:]

Prepared Statement of LeRoy Jones, GSI Health, Philadelphia,
Pennsylvania

Mr. Chairman and distinguished members of the Subcommittee, my name is Lee
Jones, and I am the founder of GSI Health, a healthcare information technology
consultancy. In that capacity, I am involved in a number of industry and govern-
ment-sponsored initiatives to bring about large-scale interoperability among
healthcare applications and enterprises. One effort I currently support is the very
important work happening in New York State to create shared policies and tech-
nical protocols for interoperability. This effort has over $100 million invested in a
statewide collaborative process to develop a standards-based health information ex-
change network among a number of regional efforts within the state. Additionally,
I currently serve as the program director of the Healthcare Information Technology
Standards Panel (HITSP), a volunteer-driven cooperative partnership between the
public and private sectors that is working to ensure the interoperability of electronic
health records in the United States. I am grateful for the opportunity to testify be-
fore you today on the need for harmonized electronic data exchange standards and
infrastructure to empower patients and healthcare providers.

The Current Landscape of Healthcare Information Technology

Through my years of work in healthcare information technology, I know that pa-
tients are often treated by doctors with incomplete medical information. Patients
often do not know their medications, their medical history or their latest laboratory
results. Patients seek care from a wide variety of primary care providers, specialists,
hospitals, clinics, laboratories, imaging centers and pharmacies—all of which have
disconnected pieces of their medical record.

Patients, providers and payers believe that communication among caregivers is
key to delivering quality, personalized medicine. Many think that electronic records
shared across the entire community of clinicians is key to care coordination.

According to a national survey published earlier this month in The New England
Journal of Medicine, only 17% of clinicians in the U.S. have a basic system of elec-
tronic health records in their offices. Among the doctors who have access to elec-
tronic health records systems, 97-99% report using all of the system’s functions at
least some of the time.! However, data does not flow among all these systems partly
because of the inconsistent use of data standards, lack of a consistent architecture
for exchange of data, the lack of a trusted means to validate consistent and compat-
ible implementations of standards and architecture, and the lack of agreement on
privacy policies held by different jurisdictions.

The Need for a Coordinated Approach Toward Interoperability Enablement

Consumers in today’s global economy have become accustomed to instant access
to information. News, music and movies can be accessed real-time on a handheld
device. Products and services from multiple providers can be located, compared and
purchased online. Financial accounts can be managed, bills can be paid electroni-
cally, and funds can be withdrawn at ATMs anywhere in the world.

When it comes to their personal health information, however, patients have felt
a speed bump on the information superhighway. The records exist, but doctors,
pharmacies, and insurance companies use disparate systems that make the ex-
change of information slow and cumbersome, thus retarding timely access to the in-
formation in the routine delivery of care.

But all of this is changing.

U.S. Department of Health and Human Services (HHS) Secretary Michael Leavitt
has established the American Health Information Community (AHIC), a group of
eighteen government, business, and non-profit organization leaders charged with
fostering adoption of interoperable electronic records throughout the country. The
AHIC has been essential to moving national interoperability efforts forward by ar-

1DesRoches et al (2008). “Electronic Health Records in Ambulatory Care—A National Survey
of Physicians.” The New England Journal of Medicine, Volume 359(1):50-60.
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ticulating and prioritizing specific scenarios, often referred to as “use cases”, which
focused industry efforts on specific and tangible areas where healthcare interoper-
ability is needed and can be achieved through concerted work. Equally as important,
the AHIC has served as a conduit to the Secretary of HHS to identify the results
of the industry’s work to achieve interoperability in the areas of those use cases,
so the Secretary can hold up said results for all Federal agencies and initiatives to
leverage appropriately. These standards that the Secretary holds forth are known
as “recognized standards” and have an appropriate lead time that enables testing
and evaluation before achieving recognized status, which is when Federal partners
are expected to use these standards. Thus, the first generation of recognized stand-
ards have had that status for only slightly more than 6-months, and so we antici-
pate increasing adoption and system interoperability as these standards are given
a chance to be planned for and implemented in Federal and private-sector systems
in an ongoing fashion over the coming months.

In order for the objectives of the AHIC to be met in a purposeful and directed
way, the HHS-based Office of the National Coordinator for Health Information
Technology (ONC) has funded a coordinated effort to accelerate electronic medical
record interoperability efforts. This effort is comprised of several symbiotic initia-
tives, four of which I will mention here:

The first is to harmonize all the electronic standards for healthcare in the coun-
try. Currently there are more than a dozen organizations creating healthcare infor-
mation standards in the U.S. These standards are at times redundant, competitive
and non-interoperable. Further, sometimes there are no appropriate standards
available to enable particular kinds of healthcare transactions. To achieve the kind
of universal functionality our ATM cards provide today, the country must agree on
a common set of healthcare information standards, implemented consistently by
vendors and healthcare providers alike. The organization I support, the Healthcare
Information Technology Standards Panel, or HITSP, has been sponsored by ONC to
harmonize the relevant information standards, working with the various authoring
organizations of these standards, industry stakeholders of all types, and affected
Federal partners to disambiguate the use of standards when several compete, and
to push for establishment of needed standards where none exist.

The second key initiative is to ensure electronic medical records provide the basic
functions needed for a doctor to record and transmit patient medical information.
The average patient over 80 years old has ten medications and three clinicians.
Rarely is there any coordination of care among caregivers to assist these patients,
and others, with bringing to bear a correct picture of their health status (history,
treatments, medications, current issues, etc.) into each new healthcare encounter.
But in order for care providers to more easily share patients’ clinical information
which may be held in their particular electronic health record systems, objective cri-
teria to certify that an electronic record system meets the basic requirements for
data capture and exchange is essential. The Certification Commission for
Healthcare Information Technology, or CCHIT, provides certification and validation
services that enable healthcare IT vendors and implementers of various kinds to
verify the correctness of their implementations of interoperability standards and key
system functions.

The third key initiative is to catalogue privacy and security policies across the na-
tion toward the end of reconciling their variances in a manner that enables inter-
operability. In Massachusetts, for example, doctors cannot retrieve a complete elec-
tronic medical list from insurance companies, even with patient consent, if a medi-
cation related to mental health, substance abuse or HIV treatment is present. In
Ohio, doctors must use a cryptographic electronic signature to prescribe medications
electronically. In California, only paper signed consent forms (not electronic forms)
are considered a valid patient consent. The laws that created many of these regula-
tions were appropriate 30 years ago when electronic systems lacked the sophistica-
tion available today, but now are an impediment to delivering safe, patient focused
care. The Health Information Security and Privacy Collaboration, or HISPC, has
begun this cataloguing effort and has spurred many efforts to remove key barriers
to interoperability related to divergent privacy and security practices.

The fourth key initiative I will discuss here is to ensure that a real health infor-
mation exchange network is established which both demonstrates the feasibility of
implementing interoperability standards in an effective way, as well as propagates
their use broadly by connecting real systems. All standards are merely theoretically
useful until proven through real implementation. The Nationwide Health Informa-
tion Network, or NHIN, orchestrates implementation of interoperability standards
within the context of real-world health delivery environments across different re-
gions in the country. Often, these implementations involve a number of vendor prod-
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ucts and platforms that adopt the desired standards through NHIN, and subse-
quently spread them through their normal channels in the marketplace.

These four ONC initiatives plus the AHIC are critical to the rapid advancement
of healthcare interoperability for several reasons.

First, prior to the government becoming actively involved in this type of public/
private partnership through the activities of ONC, interoperability efforts through
the standards development organizations’ activities alone led to a highly fractured
system that was not converging in any meaningful way. Therefore, the Federal Gov-
ernment must stay involved in the process for ultimate success to be achieved in
moving the entire industry.

Second, the model AHIC and ONC have been cultivating over the past few years
has shown that it matters how the Federal Government participates, not just that
it participates. Leveraging the familiar paradigm of consensus-based development
and adoption of standards in the United States has led to wider participation and
buy-in than has been achieved through other methods such as unassisted market
forces or heavy-handed mandates. It is important to allow private sector entities
have ownership in the process of developing the interoperability solutions they will
need to implement. It is most effective when they can innovate around, and adopt
standards and architecture in a manner where their incentives are aligned with the
collective goals.

Third, these efforts have now established complementary and coordinated systems
that have set the dominant design for how interoperability will continue to be
achieved in an on-going fashion whereas there were no such systems prior to AHIC
and ONC. We now have a system in place to harmonize and advance appropriate
standards. We now have a system in place to verify correct implementation of those
standards. We now have a system in place to develop and proliferate the technical
network to interconnect healthcare partners. And lastly, we now have a system in
place to identify and ultimately remove barriers posed by divergence in privacy and
security practice.

Lastly, the efforts of the AHIC and ONC have inspired smaller-scale replicas to
emerge around the country. The AHIC use cases are reused or customized for local
interoperability efforts. The consensus processes used for standards harmonization
are mimicked by regional efforts that need to arrive at their own technology blue-
prints. In the parlance of the internet community, the current national interoper-
ability initiatives are “viral”.

For the balance of this testimony, I will provide further details around the areas
I am most involved in, namely establishing interoperable networks and architec-
tures, and harmonizing interoperability standards. The intention here is to convey
a greater insight into how these initiatives are operating to foster understanding of
why the current efforts are working well.

Health Information Exchange Networks

I am currently involved in two significant efforts to establish networks that enable
the exchange of healthcare information among various healthcare software applica-
tions. These efforts are to build the Statewide Health Information Network of New
York, called the SHIN-NY (pronounced “shiny”), and the Nationwide Health Infor-
mation Network, called the NHIN. These efforts are actually related inasmuch as
the SHIN-NY is intended to be a microcosm of the NHIN in New York. The devel-
opment of technical infrastructure through these projects is catalyzing the adoption
of interoperability standards and actual data sharing among providers.

Building these networks is a complicated undertaking. Not only do different sets
of standards need to be integrated, but additional elements beyond information
standards need to be “standardized”, such as technical methods associated with all
networks (e.g.—ensuring the reliability of the and availability of the network). It in-
volves deciding what technologies are ready for implementation, what level of back-
ward compatibility will be supported, and what emerging technologies are likely to
persist enough to include in the technical plan.

The NHIN has published a number of technical specifications regarding the de-
tailed handling of not only healthcare standards, but also methods for communica-
tion in the transmission of messages, security techniques, as well as paradigms for
distributing functionality across the network without centralized control (critical for
quick adoption where policy hurdles regarding centralized control may abound). The
NHIN has also established a shared testing environment that may be leveraged
broadly to ensure accurate utilization of interoperability standards. There are over
ten participating regions and entities in the NHIN, including Federal partners, vol-
unteer organization, and regional teams funded by ONC. This pioneering is an im-
portant step in realizing ubiquitous interoperability.
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The SHIN-NY is leveraging the work of a number of different efforts to achieve
its goals in New York. It has modeled its local business cases on the published
AHIC use cases, and has even extended them to encompass local concerns such as
the utilization of Medicaid data in data exchange. It has also taken the HITSP
interoperability standards and incorporated them into the design of statewide net-
work, further entrenching these important specifications. New York is participating
in an initiative sponsored by the Centers for Disease Control and Prevention to im-
plement a biosurveillance system using the corresponding AHIC use case and
HITSP standards, and this work is integrated into the SHIN-NY effort as well. And
finally, as a participant in the NHIN, New York is leveraging the technical speci-
fications, testing environment, and experience the NHIN has amassed over the past
few years. In addition to all of this leverage of existing work, the SHIN-NY will
contribute its own technical protocols and services that will be usable across New
York and beyond.

These efforts both have designs to not only establish technology that will be inter-
operable, but also to serve as reference implementation models for other efforts to
learn from and to reuse. The learning, including much of the design and some of
the new software from these initiatives will be made available in the public domain.
This will fuel the fledgling open source projects in healthcare as they are the most
likely to leverage these new assets. Whether it is bolstering the open source assets,
or transforming the landscape of commercial products as they integrate into the net-
work, these significant initiatives to build networks for information exchange are
propelling the industry forward into a more interoperable state.

The Role of the Healthcare Information Technology Standards Panel
(HITSP)

“Within ten years, every American must have a personal electronic medical record
»

—President George W. Bush, April 26, 2004

When President Bush called for every American to have an electronic health
record by 2014, he was outlining his vision for a healthier nation. To help make this
vision a reality, the public and private sectors are working together to define and
build an information network that would support the secure exchange of health data
across the United States.

In the fall of 2005, the HHS Office of the National Coordinator for Health Infor-
mation Technology (ONC) awarded multiple contracts to advance President Bush’s
vision for widespread adoption of interoperable electronic health records (EHRs).
The contracts targeted the creation of processes to harmonize standards, certify
EHR applications, develop nationwide health information network prototypes, and
recommend necessary changes to standardized diverse security and privacy policies.

As coordinator of the U.S. voluntary consensus standardization system and proven
provider of standards-based solutions to national and global priorities, the American
National Standards Institute (ANSI) was selected to administer the standards har-
monization initiative, in cooperation with strategic partners the Healthcare Informa-
tion and Management Systems Society (HIMSS), the Advanced Technology Institute
(ATI), and Booz Allen Hamilton. The resulting collaborative, known as the
Healthcare Information Technology Standards Panel (HITSP), brings together rep-
resentatives of the private and public sectors to make possible the interoperable ex-
change of health care data across the United States.

The Panel’s work is driven by a series of Use Cases (i.e., business needs) that are
issued by AHIC. Based on the needs outlined in each Use Case, HITSP develops
guidance documents known as Interoperability Specifications (IS) that recommend
the standards that will meet the defined clinical and business requirements for
sharing information across organizations and systems. During this process, HITSP
also identifies and documents any gaps in standards which must be resolved.

Once an IS is recognized by Secretary Leavitt, agencies administering or spon-
soring federal health programs are required to implement the standards where ap-
plicable. These work products (IS) are intended to be supportive to the developing
Nationwide Health Information Network (NHIN) for the United States and also to
community and regional health information exchange networks.

HITSP 1s a volunteer-driven, consensus-based operation. The Panel’s 480 member
organizations represent consumers, health care providers, public health agencies,
government agencies, standards developing organizations, and other stakeholders—
all working together to identify the most appropriate standards for specific use cases
involving patients, providers, and government agencies. HITSP is committed to an
open and transparent mode of operation and to facilitating standards harmonization
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efforts that support interoperability, accurate use, access, privacy and security of
shared health information.

The Standards Harmonization Process

HITSP’s most important work is the development of a well-defined, repeatable
process to identify the most appropriate standards for each AHIC use case.

A standard specifies a well-defined approach that supports a business process and
has been agreed upon by a group of experts, has been publicly vetted, provides
rules/guidelines/characteristics, helps to ensure that materials, products, processes
and services are fit for their intended purpose, is available in an accessible format,
and is subject to an ongoing review and revision process. Harmonization is required
when a proliferation of standards prevents progress rather than enables it.

In some cases, redundant or duplicative standards will be eliminated. In other
cases, new standards may be established to span information gaps. In all cases, the
resulting standards serve the consumer and other healthcare stakeholders by ad-
dressing issues such as data accessibility, privacy and security.

Our process to date is:

a. AHIC and its working groups develop Breakthroughs.

b. AHIC Working Groups or other customers prepare a HITSP Harmonization Re-
quest.

c. HITSP Technical Committees identify candidate standards, which are har-
monized into a final list of standards. They also identify overlaps and highlight
gaps. Gaps are forwarded to standards developing organizations for their guidance
as to emerging candidate standards or new standards requirements.

d. HITSP Coordinating Committees provide technical committees with important
background information to support their work, such as objective criteria to evaluate
the appropriateness of standards for a given purpose.

e. The final chosen standards produced by the Technical committees are discussed
and ratified by the full Panel.

f. These standards are made available for public comment and feedback.

g. Technical committees work with standards developing organizations and other
groups to produce detailed specifications, an unambiguous “cookbook” for the imple-
mentation of chosen standards. HITSP provides a convening and facilitation func-
tion for this activity.

h. HITSP work products are delivered to AHIC for their endorsement.

i. After AHIC endorses HITSP work, the Certification Commission on Healthcare
Information Technology will include HITSP specifications in its certification work.
Hospitals and clinicians will be more likely to buy products, which are certified as
interoperable. This will lead to increased success of vendors, which embrace stand-
ards and interoperability.

Progress to date and next steps

The first priorities assigned to HITSP were in the areas of Electronic Health
Records (EHR) (e.g., the electronic delivery of lab results to providers of care), bio-
surveillance (e.g., data networks supporting the rapid alert to a disease outbreak),
and consumer empowerment (e.g., giving patients the ability to manage and control
access to their registration and medication histories). In January 2007, HHS Sec-
retary Michael O. Leavitt accepted HITSP’s recommended standards, known as
“Interoperability Specifications (IS)“, for a one-year period of implementation test-
irég. In January 2008, the Secretary announced his formal recognition of the HITSP
IS.

According to Executive Order 13410 signed by President Bush in August 2006,
federal agencies administering or sponsoring federal health programs must imple-
ment any and all relevant recognized interoperability standards. These standards
alsokbecome part of the certification process for electronic health records and net-
works.

Three additional sets of HITSP IS—Emergency Responder-Electronic Health
Records; Consumer Access to Clinical Information; and Quality—were accepted by
the Secretary for implementation testing in January 2008 and new IS on Medication
Management was submitted to the Secretary for acceptance in Spring 2008.

New work is also underway to address interoperability needs in six additional
areas: personalized health, transfer of care, remote monitoring, secure communica-
tions between patients and providers, public health case reporting, and immuniza-
tions and response.

The HITSP Education, Communications and Outreach Committee has strived to
educate interested stakeholders on the future of healthcare information technology
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and how the public can shape the standards that will promote interoperability. This
summer, the Committee is sponsoring an educational webinar series that informs
the public of the work that is currently underway to support the exchange of
healthcare information in the U.S.

Beyond 2008, HITSP will continue to produce recommendations and reports in
Interoperability Specifications and related Constructs. These work products are in-
tended to be equally applicable to the developing Nationwide Health Information
Network for the United States (NHIN) and also to community and regional health
information exchange networks.

From consumers to doctors, nurses and hospitals; from those who develop health
care IT products to those who use them; and from government agencies to organiza-
tions that are developing the standards upon which these new health systems are
based—everyone has a role to play in shaping the new U.S. healthcare IT infra-
structure.

Thank you very much for your attention, and I look forward to any questions you
may have.

Chairman STARK. Mr. Whitlinger.

STATEMENT OF DAVE WHITLINGER, DIRECTOR OF
HEALTHCARE DEVICE STANDARDS AND INTEROPER-
ABILITY, INTEL CORPORATION

Mr. WHITLINGER. Thank you. Good morning, Mr. Chairman,
and fellow Members of the Committee. My name is David
Whitlinger, and I am the director of health care standards at Intel.
I appreciate the opportunity to appear before your Committee to
testify on promoting the adoption and use of health information
technology.

Let me start by saying that I am honored to be here, rep-
resenting Intel Corporation in this important health care informa-
tion technology discussion.

As many Members of the Committee may know, Intel has been
a major contributor to the worldwide information technology sector
for 40 years now. As a corporation, we have participated in the
transformation of countless industries as they have adopted PC’s,
data servers, high-speed communications networks, data visualiza-
tion tools, wireless networks, and other information technologies to
increase their productivity, improve efficiency, and thereby achieve
greater quality in their products and services.

What industry sector is in greater need, if not dire need, of high-
er efficiency and productivity—and, perhaps most importantly,
measurable quality—than the U.S. health care industry? As you
are all well aware, our nation currently spends nearly two times
as much as any other country in the world on health care, weighing
in at roughly 16 percent of our gross domestic product, or $2.2 tril-
lion. Without a dramatic change, we are on course to hit $4.3 tril-
lion within 10 years.

Health care IT is obviously not the silver bullet that will single-
handedly overhaul our Nation’s health care industry, but broad in-
dustry adoption of information technologies will improve effi-
ciencies, increase productivity, reduce costs, and give us all quality
measurements that we can be nationally proud of.

So, first, we commend Secretary Leavitt for his recognition and
commitment to health IT by his development of a strategic plan
that lays the groundwork for the transformation to higher quality,
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more cost-efficient patient-focused health care through electronic
health information.

We would like to see Congress provide a framework to ensure the
continuation of the Certification Commission for Health Informa-
tion Technology, known as CCHIT, and the Health Care Informa-
tion Technology Standards Panel, known as HCITSP, and encour-
age industry organizations that are at the forefront of consumer or
patient-centered health care, like the Continua Health Alliance.

The Continue Health Alliance is an industry-led consortium of
over 160 companies that is driving personal health care interoper-
ability through standards and certification testing for health de-
vices like blood pressure cuffs, glucose meters, pedometers, weight
scales, personal computers, and cell phones. These are the personal
health devices that can help an individual become empowered to
better manage their own health, thereby reducing their dependency
on the health care system itself, and at the same time improving
their overall health: empowered, informed, healthy citizens.

Second, we would strongly encourage Congress to develop finan-
cial incentive programs to jumpstart health care IT implementa-
tions across the nation. We commend the Ways and Means health
Subcommittee for challenging the current system by considering di-
rect incentives for providers of Medicare and Medicaid services to
convert from the paper-based, inefficient, and at times dangerous
systems, to using the technologies we take for granted in every
other industry.

As a large self-insured employer, we are willing to step up, and
we have in certain regions where we have large concentrations of
employees. But we need government partnership to support more
transformational programs, create the financial incentives to move
the entire U.S. health care system to an electronic health care
record that can help increase efficiency of the health care pro-
viders, increase accessibility of patient health data across pro-
viders, and provide a foundation for a quality measurement system.

How can we improve the quality of health care in our country,
or even measure what we are providing our citizens for $2.2 trillion
without data? Congress should explore reimbursement options for
health care providers in the Medicare program that will facilitate
the use of health information technology for quality improvement,
and evaluate the benefits of providing grants and loans to pro-
viders to help reduce the barriers to investment and future health
IT solutions.

Last, I would like to speak to you, as a large employer. With over
60,000 employees here in the United States, we, unfortunately, are
on track to spend close to $1 billion on health care for our employ-
ees in the next couple of years if something doesn’t change.

We look forward to working with Congress to improve the effi-
ciency of our nation’s health care system, to help keep U.S. compa-
nies competitive, and improve the quality of health care in this
country to a level that we can all be proud of. Thank you.

[The prepared statement of Mr. Whitlinger follows:]

Prepared Statement of Dave Whitlinger, Director of
Healthcare Device Standards and Interoperability, Intel Corporation

Thank You. Good morning Mr. Chairman and fellow members of the committee.
My name is David Whitlinger and I am the Director of Healthcare Standards at
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Intel. I appreciate the opportunity to appear before your committee and to testify
on technology in U.S. healthcare.

The topic discussed today is of utmost importance. Not only does our nation cur-
rently spend almost two times our nearest competitor per capita on healthcare, but
the costs are having a dramatic effect on the ability of U.S. businesses to remain
competitive in an ever growing global economy. At approximately 16% of the GDP,
we can no longer afford to move ahead with business as usual. Unless something
is done soon to dramatically overhaul our broken healthcare system, the coming age
wave and rise in chronic conditions will overwhelm our ability to pay for and pro-
vide the kind of care we expect in this country. Further, we do not get better results
for our $2 trillion dollar spend. U.S. healthcare fails to stand up to comparison on
a wide range of quality measures with other mature countries. Clearly something
has to change. Spending more or providing less is not a solution. We need to provide
better care at lower total cost.

I represent Intel, a large U.S. technology company which has helped transform
countless other industries utilizing the power of information. Today, you and I reap
the benefits of years of investment and work to put the power of information di-
rectly in the hands of consumers. It’s hard for some of us to remember life before
personal computers, cell phones, portable music players, and in-car navigation sys-
tems.

Additionally, Intel is a large U.S. employer with headquarters in the Silicon Val-
ley which currently employs approximately 60,000 U.S. citizens. We are on a path
to spend $1 billion annually on healthcare within the next few years. Just the an-
nual cost of healthcare for an Intel employee and family of four exceeds the fully
loaded cost (including salary and benefits) of one qualified engineer in many devel-
oping nations. Our employees are our greatest resource. We need the best and
brightest minds working on the challenges of the 21st century.

Because we, as an employer, pay into the system in three ways via corporate
taxes, employee benefits and the cost shift from the uninsured, we see healthcare
as an issue that must be addressed and solved if U.S. business is to remain globally
viable and able to provide quality jobs and benefits to our employees and bene-
ficiaries.

Healthcare Missed the Revolution

Intel has been at the center of technology change for 40 years, driving efficiencies
in every part of the economy. The PC and the Internet have literally changed the
world—they have changed the way we communicate, the way we access information,
the way we conduct business, and the way we entertain ourselves, except for one
critical industry, healthcare. Paul Otellini, Intel’s CEO, cites Intel’s work in the
health industry as a case in which our technology and leadership may help resolve
some of society’s thorniest issues. By reducing the cost of healthcare “the single big-
gest opportunity we have—to address the single biggest problem that certainly the
U.S. and many of the Western countries are going to have—and ultimately the
world.”

Intel Employer Initiatives

Not only has Intel seen the value of investment in the infrastructure necessary
to keep our products on the cutting edge of future demand, we also have seen the
value of investment in our own people.

In 2005, Intel, Cisco and Oracle launched an effort to incrementally change the
way employers pay for healthcare services for our employees. The program, known
as the Silicon Valley Health IT initiative, is a collaborative effort among seven large
IPA’s (Independent Practice Associations) representing 25 distinct practice sites and
more than 1,800 physicians. The goal is to help the system shift toward a more pa-
tient centered approach with rewards for the use of IT to provide better communica-
tion, care and follow-up.

Early data has shown promising results and each year the bar is raised to drive
toward NCQA (National Committee for Quality Assurance) guidelines and patient
satisfaction. We'll continue to look for ways to lead the change around how we pay
for the care provided to our employees and their dependants.

As we know, action follows money. Different outcomes require that we rethink
how we pay for care in the U.S. We need to transition from the fee-for-service tread-
mill that is driving more and more providers out of the profession. As funders of
the system, the ones who actually write the checks, we have the power to work with
the delivery system to help align the incentives and reward the right care. Simple
examples are electronic prescriptions, electronic communication between patient and
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clinician, remote diagnostics and monitoring, electronic health records, etc. Addition-
ally, Intel has made the commitment to deploy on-site clinics for our larger facilities.
We are combining these clinics with a renewed emphasis on employee health and
wellness. While these clinics are not a new concept, we believe it is another step
toward establishing a culture of wellness and convenience to our associates.

Dossia

Intel is also one of the founding members of Dossia, a non-profit organization ini-
tiated by a consortium of large U.S. employers for the purpose of creating a national
system to deliver lifelong, personal, private, and portable health records for their
employees. The focus is to leverage employers as the purchaser of healthcare serv-
ices and place the health data into the hands of employees and their families with
a strong firewall between the employee records and the employer. This will be a na-
tional platform that will provide personal control to the employee over an inde-
pendent, non-tethered view of their patient information. With a complete picture of
their health, employees will be free to exercise more choice and thus drive competi-
tion for the higher quality, patient-centric healthcare.

Federal Leadership

We believe government has to help lead the way toward systemic transformation,
by developing new care paradigms and new financing alternatives.

Given the enormous technology advances in all other industries, it’s time for
healthcare to reap the same benefits and it will take leadership by the Federal Gov-
ernment partnering with private industry to provide funding, and standards to pro-
mote an open architecture for health IT interoperability. We commend Secretary
Leavitt for his recognition and commitment to Health IT by developing a strategic
plan that lays the groundwork for the transformation to higher-quality, more cost-
efficient, patient-focused health care through electronic health information. We want
to see Congress provide a framework to ensure the continuation of CCHIT and
HITSP, organizations at the forefront of federal Health IT.

Congress has been actively engaged through the Senate HELP and House Energy
and Commerce committees developing opportunities for loans, grants, and pilots to
stimulate the deployment of electronic medical records. The Medicare Reform bill
passed last week follows a path recommended by AHIC (American Health Informa-
tion Community) to provide incentives for Medicare/Medicaid doctors to move elec-
tronic prescriptions.

With U.S. healthcare spending at $2.2 trillion, $7K/person, 16% GDP, and 4 times
the spending on national defense, and 125 million citizens facing chronic disease,
60 million with multiple conditions, the state of the U.S. healthcare system de-
mands a more comprehensive approach.

We commend the Ways and Means Health Subcommittee for challenging the cur-
rent system by considering direct incentives for providers of Medicare and Medicaid
Services to convert from the paper based, inefficient and inherently dangerous sys-
tems to using the technology we take for granted in every other industry. It’s not
just about routers, wireless Voice over IP (VOIP) and telehealth equipment and elec-
tronic medical records. Transitioning to a data rich environment provides an oppor-
tunity for improved tracking, analysis and understanding of expenses and outcomes
that drive healthcare decisions. How do you track quality improvements without
data? How do the oversight committees realistically appraise the state of healthcare
in the U.S. or set benchmarking standards for reimbursement schedules without
electronic medical systems? And more importantly, how are patients cared for with-
out a holistic understanding of their diagnosis, testing and treatment?

Think Y2K, when the Federal Government working with industry, avoided a melt-
down of the economy through funding and partnership in a highly technical area.
Federal Government leadership played another key role in the healthcare industry
when the Federal Government’s decision to move to electronic billing records revolu-
tionized not only the Medicare/Medicaid payment systems, but provided leadership
for the private payers as well. Purchasing power of the Federal Government will
move the meter nationwide.

Case Example: Banner Health IT

I’d like to share a case example of one hospital’s experience after deciding to inte-
grate technology in the construction and operation of their facilities. Banner Estrella
Medical Center in Phoenix combined clinician-designed workflows, extensive train-
ing, with a cultural change to save the system $2.6 million through:
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Improvements in nurse retention

Decreased incidence of adverse drug events
Reduced length of stay

Fewer patients leaving the ED without treatment
Reduced days in A/R

Decreased expenses

The patient experience improves dramatically as well. Patients aren’t asked the
same questions over and over again—the first clinicians to interview a patient chart
the information, and everyone on the care team is able to review the information
digitally. Clinicians don’t waste time chasing after paper charts, and when they con-
sult with other clinicians, each person can simultaneously access the charts. Clini-
cians use wearable Voice-Over-Internet Protocol phones (VoIPs), so patients’ sleep
isn’t interrupted by frequent overhead pages. Nurses have a more comprehensive
view of patients, so they are better able to develop a comprehensive plan of care
to advance the patient in his or her recovery. Even many clinicians who were reluc-
tant adopters of a paperless system now say they would never want to work in a
paper-based hospital again.

Offering incentives to convert to a health IT platform for Medicare and Medicaid
providers offers the opportunity to change the healthcare system in a dramatic way,
both qualitatively and through cost savings. We urge the Ways and Means Com-
mittee to act now to find the right combination of payment incentives, tax benefits,
pilot programs and low cost loans that will elevate the world’s costliest system into
the world’s best healthcare system.

Value of Measurements and Interoperability

One of the critical gaps in today’s existing health care IT is the lack of standards
and interoperability. Hospitals and clinics have no shortage of expensive advanced
technology, but often these devices do not communicate with each other. X-Rays and
test records are not portable between doctors or health systems. Tests are often re-
geaﬁqd unnecessarily, wasting money and time while the patient waits for a critical

ecision.

As President of the Continua Health Alliance, a worldwide non-profit, open-indus-
try coalition of healthcare and technology companies, I am pleased with the progress
our 250 members have made to voluntarily develop a system of standards that will
promote harmonization of personal health products. We have just announced a set
of Bluetooth standards that will promote wireless interoperability of these products.

Back to the Future—Home Centered Health Care

Over 70 million aging baby boomers could overwhelm the U.S. healthcare system
and engulf the nation’s tenuous economy, according to a new study, “Will the Boom
Bust Health Care?,” by management consulting firm Tefen USA. Internationally,
the United Nations shows the number of people aged 70 and older doubling in 25
years to 1.2 billion in 2025.

Recognizing the impact of these demographics, Intel researchers launched an un-
precedented study of seniors and chronically ill patients in 1999. Our ethnographic
researchers have observed and interacted with more than 150 hospitals and clinics
and 1,000 households in 20 countries. We became passionate about enhancing inde-
pendence and finding solutions to help individuals, family members and caregivers
stay in touch with the people they care about. We are learning that consumer edu-
cation combined with home computers, wireless networks, televisions and cell
phones offer new ways to increase prevention, early detections and caregiver assist-
ance. We are designing systems that better connect to information interaction, safe-
ty and security, and health and wellness. Through ongoing monitoring and patient
education, we can begin to shift the process of improving outcomes while keeping
patients at home and independent.

While the bulk of health care today is delivered in hospitals and clinics, today’s
acute care-centered system is ultimately unsustainable in the future.

The old one-on-one physician to patient paradigm will not suffice. We need to
move away from the physician-centered care delivery paradigm toward a patient
centric model where delivery and funding are channeled via care teams with a com-
munity approach toward care. IT is a powerful enabler to help provide the care nec-
essary to meet this tide head on.

Intel’s goal for healthcare solutions is to connect people and information across
the continuum of care to improve healthcare and quality of life. Interconnected per-
sonal health innovations will keep people healthy and living at home longer, and
help individuals, families, and the extended healthcare community, and connect to
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the right information at the right time. These new technologies will empower people
to make better, more informed health decisions and become an integral part of the
healthcare system.

Global Health Race

Between now and 2013 the EU and the private sector will invest more than €1bn
in research and healthcare innovation for older people. Some €600m is to be in-
vested in the ambient assisted living program, while a further €400m is included
in the EU’s latest research framework program. In addition, about €30m in research
funds have been made available this year under the European Union’s ICT Policy
Support Program.

Through an unprecedented partnership with the Irish government Intel launched
the TRIL (Technology Research for Independent Living) Centre creating one of the
largest research centers of its kind. This active research collaboration between in-
dustry and academics drives knowledge transfer through the collective work of mul-
tidisciplinary research teams. The TRIL Center is building an open, sharable re-
search platform and co-invents new technologies for older people and their families.

The U.S. shows evidence of quickly being left behind in this global marketplace
largely ignoring, avoiding or under-investing in aging-in-place and home health
R&D. One exception is the Oregon Health and Science University Biomedical Engi-
neering Lab developing technologies for early detection and remediation of aging
changes. The university is using biosensors to continuously monitor seniors’ move-
ments and develop new ways of detecting cognitive impairment. Another example
is CAST, the Center for Aging Services Technologies, a partnership Intel co-founded
with the not-for-profit long term care advocacy group AAHSA, the American Asso-
ciation of Homes & Services for the Aging. From the White House Conference on
Aging to several demo days in the Senate, CAST, now with more than 500 care pro-
viders, technology companies, and universities involved, has brought national and
international visibility to the needs of older people, their families, and their physi-
cians.

By adopting a platform of innovation and care for the “age wave,” U.S. businesses,
governments, and NGO’s have the opportunity to not only create centers of excel-
lence but also provide a new economic frontier serving the U.S. and across the globe.

Once again, thank you for acknowledging the role of the Federal Government in
accelerating the U.S. adoption of a robust and effective health IT ecosystem. We
look forward to working with the Committee as you develop policy incentives to en-
sure that the U.S. becomes a center of excellence.

Chairman STARK. I want to thank the panel very much. This is
a problem that actually has concerned some of us on the Com-
mittee for over 15 years. I think it was Mr. Gravitts and I who had
talked about outcomes research more than 15, 20 years ago.

I have a feeling that that is impossible to develop, unless we
have some kind of universal database, and we can find out what
happens—not whether you survive a procedure, Dr. King, but what
happens 5 years after the procedure? Which procedure is better?
Unless we have some kind of database, we’re just never going to
know.

Peter, could you address the issue of the incentives that you
think are necessary from two points? One, my sense is that doing
it through the tax code leaves out the not-for-profit segment of the
provider community. So, that leaves a big hole, if that’s where
we're going to do it. Second, the smaller providers, the solo practi-
tioners, the small, very small groups—Iless than five, let’s say—that
Dr. Ejnes’s group represents, don’t see the same “savings” that Kai-
ser Permanente sees. I mean, Kaiser can use their own system, as
they do now, and probably save a whole lot of money. But, for a
solo practitioner, that’s not as good.
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Well, how could we incentivize these two different extremes? Can
we do it any other way? You say the stick. I've suggested that we
start with a supplement, and that means Dr. King and others who
spent money already get some of it back. Because whatever system
we pick isn’t going to make—90 percent of the people are going to
be unhappy because it isn’t their system, and they’re going to have
to make some changes and adopt.

Those who don’t have a system we’ll front-end load it, and then
glide down to zero subsidy and—in 5 years, say—and then in the
subsequent 5 years, start penalties. So, you get 5 years and some
money they get into the system, and then if you’re not in it in 5
years, we start to penalize. It would be a system—could you com-
ment on those ideas?

Mr. ORSZAG. Sure. First, I think it is, for context, important to
realize that the entities that find it most beneficial—the integrated
health plans—have already largely adopted. These institutions are
behaving rationally. Those that see the largest benefits from this
have been the leaders in adopting it.

With regard to the Tax Code, you’re right that non-profits—you
have to either be—leave them out, or be very clever about transfer-
ability, about clever—and it creates problems in the Tax Code—in
extending benefits to non-profit entities. So, I will leave it at that,
but you are right to identify that as a significant issue in any tax
incentive that is intended to provide help to non-profits.

With regard to solo practitioners, I guess there is this tradeoff,
which is unless you’re going to provide massive subsidies—you
know, $20,000, $30,000, $40,000 or more for those solo practi-
tioners—you are going to wind up in a situation in which they are
going to bear some costs that are not fully reimbursed, or fully off-
set, and it’s really up to you.

I mean, I believe that the only way we’re going to get to nearly
universal adoption is ultimately with some stick, as it were, or
some penalty, if you will, as the e-prescribing legislation did. You
can easily, if you wanted to, offset most, if not all, of the costs up
front. It’s just you’re going to be bearing larger budgetary costs in
doing that. That’s obviously a choice that would be up to you.

What I would say, though, is it seems unlikely that, unless you're
going to have very, very large budget costs, that you're going to get
nearly universal through purely the carrot approach.

Chairman STARK. Well, you are right. We have been faced re-
cently with a series of ads—I'm not sure who is running them—in
the Post showing us the “$1 billion profits” that some of these not-
for-profit systems are making, and the $6 million and $8 million
and $12 million annual paychecks that the chief executive officers
of some of these large—you’re not one of those, are you, Dr. King,
getting——

Dr. KING. I'm wondering where I can apply.

Chairman STARK. Me too. But—and I suspect they’re the ones
that already have the system, and they can well afford it.

I wanted to go to Dr. King and maybe Mr. Whitlinger. I am
happy to say, Mr. Whitlinger, I just found out that my Mac just
crashed due to a RAM chip, but Intel didn’t make it. We think
Samsung did, but I will recommend to Steve Jobs that you make
those chips, and then maybe the darn thing will work better.
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But, Dr. King, you use Vista, that you just—the one that the Vet-
eran’s Administration has, and makes available for anybody for
free?

Dr. KING. Well——

Chairman STARK. Or an iteration of it? I don’t——

Dr. KING. An iteration. Basically, what happened is because it
was developed by the VA, you can obtain Vista under the Freedom
of Information Act. That particular—the way it is when it comes
to you, it’s not very practical. So

Chairman STARK. Somebody said that somebody out there in
the world is rewriting it, the Vista program, to bring it into—and
here, my 13-year-old would have to explain to me the technology—
but rewriting it in a form that would be usable in modern-day com-
puters.

Dr. KING. Well

Chairman STARK. It, too, will be available, free.

Dr. KING. Well, what happened was—it’s sort of already hap-
pened—the CMS had a grant, and was able to take the Code and
open source it through this grant, so it could be used in an office-
based setting.

Chairman STARK. Okay.

Dr. KING. That was developed by World Vista——

Chairman STARK. Now, if I am a patient in your clinic.

Dr. KING. Yes.

Chairman STARK. I go to Kaiser in Oakland, can they access—
they have IPIC, or something like that—could they access my
record in your clinic, if I happened to be in Oakland and needed
treatment?

Dr. KING. Today they could not, no.

Chairman STARK. It’s my understanding that if I am a patient
in the Veterans Administration, and I end up in an emergency
room at Oakland, if they have my password and code, they can—
the doctor in the emergency room at Pilot Hospital in Oakland—
could get on the Internet and get my Vista records. Is that your
understanding?

Dr. KING. My understanding is they could go and get the patient
health record——

Chairman STARK. Yes.

Dr. KING [continuing]. That the patient actually has entered,
but not the electronic health record that Vista has. In other words,
there is a——

Chairman STARK. I thought they could, but I am

Dr. KING. Only if they have access—that system is locked down
pretty well.

Chairman STARK. Okay.

DII;. KING. Unless you have all the access, and—it would not
work.

Chairman STARK. Would not something of that nature be desir-
able—and I ask the physicians on the panel—at some point for
treating emergencies and/or treating people who move from a pri-
mary care doc to a specialist, to have, as Vista does, all the—imag-
ing is electronic, so there is no paper image any more, but film im-
ages. You can just get all of this out of the ether. Would that not
be an advantage to practitioners? Dr.
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Dr. EJNES. Yes, it would be. In fact, I would argue that the full
potential of physicians adopting electronic health records will not
be achieved until we get there. The—and this is what’s going on—
I mean, I'm involved—I'm also on the board of directors of the
Rhode Island Quality Institute, which is a recently designated
RHIO, and that’s something we are trying to do within the state,
is to get the hospitals, the labs, other physicians, to be able to ex-
change information.

It doesn’t require everybody at the user end have the same soft-
ware, just as you can access the web on your Mac and I can on my
PC. But the concept of the exchange is key to our success.

Chairman STARK. Yes, I think you say it, and I would be con-
cerned Mr. Jones’s clients, and Mr. Whitlinger, while we—each per-
son here—may have a different e-mail—I use AOL personally, but
something else here in the House, but I can get to my AOL mail
on a Mac or a PC in the airport, if I get into the—you know, borrow
somebody’s. So, it’'s—to that extent, that is my definition of—I can
have a separate little program that either encourages pornography
or sorts spam, or whatever it wants to do, but I can do that from
any computer that is available. Is that what your clients—is that
what you suggest to your clients, Mr. Jones?

Mr. JONES. Yes. We certainly try to bring about interoperability
without reducing the freedom of choice of the particular end user
point solution. I think that, you know, and electronic health record,
in this regard, is sort of akin to that, an end user point solution.

Chairman STARK. Ms. McGraw, I am not avoiding you, but I
know some of my colleagues know much more about the privacy
law than I do.

Ms. MCGRAW. Okay.

Chairman STARK. Even—some of them went to law school, so
they understand really the nuances of it, which I don’t. As a bank-
er, I sued George Schultz when he was Secretary of the Treasury,
because he was trying to get into the bank records, and it went to
the Supreme Court, and I lost. But nonetheless, that’s the last time
I got involved in privacy issues.

Are there any of the witnesses who feel that we could get to a
database that I think we all desire for research, sanitized for pri-
vacy protection, and that would save the money that Dr. Orszag
suggests that we could get, without the Federal Government—or
perhaps AMA, I don’t know—somebody saying, “This is the system
in which everybody must participate?”

On the other hand, is there anybody who thinks that would be
a disaster, in terms of free enterprise and getting where we want
to get?

I can—anybody want to—that’s my last question. Mr. Whitlinger,
you're the biggest free enterpriser, next to Dr. Orszag here, in
terms of money that you spend. How would Intel come up with
that?

Mr. WHITLINGER. Well, certainly, there are interoperability
standards being developed, and that are being implemented, that
would allow us many, many systems across the nation that could
be linked together and provide us the functionality that would be
necessary to provide the physicians with the ability to transport
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health records back and forth, in order to serve their patients and
to also have a secure private network that you describe.

Chairman STARK. Dr. Ejnes.

Dr. EJNES. Yes, Sir. If you are referring to everybody adopting
the same electronic health record application, for example, I think,
based on what’s out there today, and the needs of offices today, I
think I would say disaster.

Having been through the process a couple of years ago of weed-
ing through the hundreds of different products, it’s very clear that
if you've seen one practice you've seen one practice. Certain physi-
cians want all the bells and whistles, others want “Bring it out of
the box and let me use it.” The types of practice, locations, and
other needs really dictate which product is the best one. The certifi-
cation commission has played a major role in helping to narrow
dgvizn the choices for us, as well as have us poised for interoper-
ability.

But I think, unless it were a product that didn’t exist today, to
have it be the universal one, even if it were inexpensive, would be
problematic.

Chairman STARK. Let me follow that up, because I am afraid I
don’t have the vocabulary to adequately deal with this. But my as-
sumption would be that I could get the entire organized medical
fraternity and sorority to nod with me if we started with age,
weight, blood pressure, cholesterol, all those kind of empirical
things that we all have in our psyche, okay, or in our physiology.
So, I don’t think there is any quarrel there. We say, “Okay, every
record has got to have my name, race, age, sex,” you know, all the
stuff. Okay?

Beyond that, I also think we could agree that, as Vista does, all
the pictures, or whatever they take of us—CAT scans and all, x-
rays and that sort of stuff, can be stored digitally. So, no quarrel
there, right?

Dr. EJNES. Right.

Chairman STARK. Now, as to my program for—my schedule in
Congress has a place where my wife can get in touch with my
scheduler and add the shopping list for Fresh Fields that I am sup-
posed to pick up on the way home. That might not be required in
every system, but the ability to do it could very well be there with-
out disadvantaging—can’t we get to some level where—and then,
let the specialities—it’s my understanding that thoracic surgeons
and the anesthesiologist do have a database of more than half of
all the procedures performed in the last 5 years. That’s pretty good.
But I don’t think there are many others that do that. Is that a——

Dr. EJNES. Yes. I think that’s

Chairman STARK. I mean, doesn’t somebody have to outline——

Dr. EJNES. Yes.

Chairman STARK [continuing]. That system?

Dr. EJNES. Yes. I think what you are getting at is the develop-
ment of standards.

Chairman STARK. Okay.

Dr. EJNES. I think we have made a lot of progress. This is not
my field, but——

Chairman STARK. Then what I should say is somebody has to
define the standard.
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Dr. EJNES. Yes. I think we have. I mean, there are standards
that exist for communicating a lab report, an image, you know, the
patient—discharge somebody from the hospital, and that’s come out
of these different collaboratives that were described by the other
panelists.

So, yes, I think that has to be the foundation for whatever then
is acquired by the physicians, just as, you know, TCPIP is the way
that we communicate data across the Internet. So, whether you
have a Mac, a PC, a Blackberry, you're able to communicate.

Chairman STARK. Do you have a feeling on this, Mr. Jones?
Your clients, what would they say about all of this? Or what do you
say to your clients about all of this?

Mr. JONES. I think that the last point is exactly right, that we
are—you know, if I made an analogy, we don’t want to tell every-
one they have to drive the same car, because some people—or the
same motor vehicle—because some people need a pick-up truck and
some people need, you know, to be compact, et cetera. But we do
want to define what a car is, that it moves, it has wheels, it has
a steering wheel, et cetera.

So, in that sense, I think that this system that you’re describing
is, in fact, the selection of standards that would govern how a car
operates. You know, there could be enforcement about various
things: You must have seatbelts for safety, you know, et cetera.

Chairman STARK. We don’t have that yet, do we?

Mr. JONES. Well, what we do have is a number of different
standards development organizations that all are trying to define
that car. Sometimes they define slightly different cars.

So, what we have tried to do in HITSP is to bring them to the
table and say, “You know, this is really—let’s compromise, and this
is really what the definition should be about a car.” So, I think that
there is not a lack of standards. In many cases, there may be “too
many standards.” So we need to select and harmonize them.

Chairman STARK. Would it be helpful for, say, the Federal Gov-
ernment to establish a standard and say, “Here it is, guys, and now
let’s all figure out how we can compromise to work on one stand-
ard?”

Mr. JONES. Well, I think that the Federal Government is doing
that through the sponsoring of HITSP. The establishment, in this
case, is to bring the Federal stakeholders and the private stake-
holders together to agree and say it’s not an option to not agree.
“We will move forward, whether you are at the table or not, but
you have the opportunity to come to the table, and we will agree
that this”

Chairman STARK. We have to complete that, then.

Mr. JONES. Absolutely.

Chairman STARK. Okay. Mr. Camp, would you like to inquire?

Mr. CAMP. Well, thank you. Being from Michigan, I certainly
like these car analogies. I hope—and what my bill tries to do is ac-
tually codify what these groups are doing at HHS, and bring them
together to come up with standards.

But also, I think it’s important that we have the people who
build cars at the table. So, we do need to have a viable private sec-
tor role in this. I don’t think people in the government know how
to define a car without the help of the people who build the cars.
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So, that’s why I think we are trying to strike this balance in the
legislation that we have.

I do just want to mention that Dr. Reding, who was going to tes-
tify here on behalf of the Marshfield Clinic, they have 40 years of
IT development at their—in their experience, and they didn’t re-
ceive any direct Federal funding to pursue HIT. But they did ex-
press concerns about the privacy language, and the commerce bill,
or the Protect Act that is moving through. Really, this idea that
there is a limited data set of data that is moving forward, they be-
lieve would certainly affect peer review, quality review, quality im-
provement, standard of care review.

So I do think, while this privacy issue is a complex one, I think
we have to make sure that we keep certain simple truths in place,
and that is this idea that those involved in health care can consult
with others in health care for the purposes of treatment, this im-
plied consent issue, that we don’t erode that to the point where we
hurt those positive things that are moving forward.

But let me just say, Dr. Orszag, you know, from your testimony
I got the sense you feel that society, as a whole, is spending enough
on health care, in terms of a percent of our economy. Is that some-
thing that you—in your comments, that’s what I drew, at least, a
conclusion. Would that be a viable conclusion of your comments?

Mr. ORSZAG. Well, I don’t know whether we’re spending enough
or not. What I do know is we could be getting a lot more from what
we're spending.

Mr. CAMP. So, we are not getting value for what we are spend-
ing.

Mr. ORSZAG. We are not getting enough value——

Mr. CAMP. So, we are spending too much for what we get.

Mr. ORSZAG. That is correct.

Mr. CAMP. Now, you mentioned that—this idea of a non-inte-
grated and integrated system—and for those of us who may not be
the policy wonks that others are—traditional Medicare is a non-in-
tegrated system, correct?

Mr. ORSZAG. Traditional Medicare pays for non-integrated
care

Mr. CAMP. That’s a yes?

Mr. ORSZAG. Yes.

Mr. CAMP. Medicare Advantage is an integrated system, correct?

Mr. ORSZAG. Medicare Advantage

Mr. CAMP. Much like an HMO is an integrated system.

Mr. ORSZAG. Could be, yes. It depends on the exact definition
of an integrated——

Mr. CAMP. So you would conclude that integrated systems, like
health HMO'’s, better realize benefits from HIT than non-integrated
systems like Medicare. That’s a conclusion you draw in your report.

Physicians, you mention, have little incentive to adopt HIT.
Should we incentivize them to do that?

Mr. ORSZAG. I am going to leave the “should” up to you. What
I would say is if you want to capture this—you want to improve
the efficiency in the health system, you need to get toward more
universal health IT. You can do that, again, in a variety of ways.
You can provide a positive or a negative incentive. I guess I could
put it that way. But we do need to change the incentives.
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Mr. CAMP. All right. Dr. King, the Marshfield Clinic believes
that Congress should subsidize the use of health IT through Medi-
care, to promote the rapid adoption of those systems. You men-
tioned that just 3 percent of your health system patients are Medi-
care beneficiaries. So, this means that a clinic like yours would see
very little support from health IT.

Is this a good use of taxpayer dollars, in your opinion, for

Dr. KING. For the——

Mr. CAMP. The beneficiary?

Dr. KING. Yes. I think that incentives are extremely important
to get adoption. However, I think you have to do it in a way that
drives improvement of care at the same time. Just handing out
money for people to buy electronic health records I think will lead
to large failures, a lot of wasted money, and you won’t get what you
want.

Mr. CAMP. Dr. Orszag, if physicians were paid based on the
quality and appropriateness of care they delivered, would they be
more likely to see financial incentives associated with adopting
health IT?

Mr. ORSZAG. Yes.

Mr. CAMP. That would be a good thing?

Mr. ORSZAG. Yes.

Mr. CAMP. All right. Thank you. Thank you, Mr. Chairman.

Chairman STARK. Mr. Doggett, would you like to inquire?

Mr. DOGGETT. Thank you, Mr. Chairman, and thanks to each
of our witnesses who have offered some valuable insights into this
complex issue. I certainly agree with Dr. Orszag, that we cannot
begin to get at—effectively—the $700 billion of waste in the system
unless we have information technology. We won’t get information
technology unless part of the incentives are strong negative incen-
tives. We will simply be encouraging people who are already mov-
ing toward health IT, and not getting at those who have been re-
sistant to the idea.

My concerns, though—and I will address probably all my ques-
tions to Ms. McGraw—concern the question of privacy.

You are well aware that this is not the first time, as all our wit-
nesses are, that this Committee has considered information tech-
nology. In 2006, I joined with Mr. Emanuel and some of our other
colleagues in offering an amendment to the bill that was up then,
designed to protect patient privacy. On the floor, I offered that lan-
guage, and I have not seen anything since then.

In fact, quite a bit of evidence supporting our concern about pa-
tient privacy that would suggest that, in this legislation, we should
lower the bar and denigrate the standard that was set in the
Emanuel amendment, and the language that I offered on the floor.

I find that, despite the efforts yesterday of Congressman Ed Mar-
key, that there are a number of provisions in the legislation ap-
proved in the Energy and Commerce Committee that are troubling.
I thought, Ms. McGraw, that your point was well taken in your tes-
timony, that proper standards for privacy are not an obstruction to
irﬁformation technology, which we want. They, in fact, can enable
that.

Indeed, wouldn’t you agree, Ms. McGraw, that, unless there are
appropriate privacy safeguards in this legislation, we won’t get the
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kind of honest, complete data that we need, both from practitioners
and from patients, feeling that they can have confidence in telling
their physician what their situation is, particularly in the mental
health area, unless they can be sure that their personal data is pri-
vate, and shared only between medical health care practitioners,
and not sold off to some data mining company?

Ms. MCGRAW. Right. No, of course, I completely agree with you.
You know, one out of every six people in this country practice what
are called privacy protective behaviors because of their fear about
how their health information could be used to harm them. That is
particularly true for people who are dealing with conditions that
are frequently stigmatized, or have sought care that really, you
wouldn’t even want your neighbors to know about.

So, essentially what that means is that people either won’t go to
the doctor, they will lie to their doctor, or they will ask their doctor
to be careful about what goes in the record, or they will see mul-
tiple providers to avoid all of the data being in one record. Of
course, if we are going to all be electronically connected, that be-
havior obviously won’t be as fruitful as it once was for people who
are really concerned about their privacy.

The problem is that that person doesn’t necessarily get good care,
because the physicians and the providers who care for them need
that information. So, there is bad data, essentially, in the record.
That also hurts us in our efforts to measure care quality—and use
of data for population health purposes, because you have some bad
data streams in there.

So, I agree with you, that it’s important to pay attention to this.

Mr. DOGGETT. Exactly. We want the data stream to go—to
allow us to set good policy, to allow for treatment insuring between
practitioners. But we don’t want bad data that grows out of fear
that privacy is being invaded.

I note that the bill that was approved in the Commerce Com-
mittee yesterday, though it makes repeated reference to privacy,
does not define privacy.

Ms. MCGRAW. Yes. Well, to be quite frank, I think that the
focus on a definition of privacy is, again, far less important than
setting forth some very clear parameters on how information can
be used by health care providers, and how it can’t be used.

There is actually, within the privacy community, a great deal of
difference of opinion on if you were to define what privacy is, what
that would be. So, we could spend a lot of time debating that, and
still not—you know, and not come up with a good set of privacy
and security protections. I think our focus is better put on——

Mr. DOGGETT. Would you agree——

Ms. MCGRAW [continuing]. Setting that framework.

Mr. DOGGETT [continuing]. That, again, looking to the Com-
merce bill, that patients should be able to give consent before iden-
tifiable prescription records are shared with insurance and phar-
maceutical companies?

Ms. MCGRAW. Well, again. We worry a bit that the focus on
consent diverts us from the more important issues. Let me explain
myself, because [—consent is an important part of a comprehensive
privacy and security framework for protecting data. But it’s only
one part.
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In fact, if we sort of pin all of our hopes or our plans for privacy
and security on patient consent, we will, unfortunately, provide
people with very weak privacy protection. Because, in the health
care context, people don’t actually have a right to say no. If you are
coming to your health care provider and you need care, they need
the information to treat you. It’s not a situation where you can say,
“Well, you can’t use my information to do this.”

It also puts all of the burden on the individual to protect their
own privacy, counting on them to read the consent form, under-
stand what it says, sign it at the bottom, and then hope that actu-
ally what they have signed at the end of the day actually does pro-
tect their privacy in ways that they think it does. There is plenty
of research that shows that people actually completely misunder-
stand what they read.

I would much rather have a focus on creating some very clear
rules about how providers can and can’t use data, and penalties as-
sociated with the misuse of that data.

Mr. DOGGETT. Seeing the red light is on, and understanding
that consent, by itself, may not be sufficient to protect privacy, it
would appear that in the Commerce bill, that doctors, concerning
certain procedures, must obtain consent from patients before shar-
ing this data. Is that your reading?

Ms. MCGRAW. The—it is for health care operations——

Mr. DOGGETT. Right.

Ms. MCGRAW [continuing]. Which is a defined term in HIPAA,
which isn’t treatment and isn’t payment, but is instead this sort
of—I call it almost back office, things associated with treatment
like a peer review, quality assurance

Mr. DOGGETT. You agree with that consent requirement?

Ms. MCGRAW. I have some concerns about it, to be quite honest.
Again, the focus—people will be—the consent forms, people—again,
they don’t read them, they don’t understand them. What they end
up being is potentially a shield for uses of data that would, again,
be much better protected if we had some clear rules around how
entities can and cannot use data. We worked with Committee staff
to try to make that provision more clear, to make sure that it was
linked to the minimum necessary rule. But, again, I still have some
concerns about that provision in the bill.

But, having said that, CDT does support the Energy and Com-
merce legislation and moving it forward, because we think there
are some very important privacy and security protections in there.

Mr. DOGGETT. But not necessarily without some changes.
Okay.

Ms. MCGRAW. We would encourage some changes. But, again,
our support was not qualified. I don’t want to be misunderstood.

Mr. DOGGETT. Thank you.

Chairman STARK. Thank you. Mr. Johnson, would you like to
inquire?

Mr. JOHNSON. Thank you, Mr. Chairman. You know, when
you’re following on that conversation, when you’re talking with spe-
cialists—and there are a heck of a lot of them out there these days,
as you know—the docs have to coordinate with one another. That
information has to be passed.
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You know, Dr. Orszag, you repeatedly state that physicians have
little incentive to adopt health IT, and state that physicians may
actually have a disincentive, because the systems can lead to a re-
duction in the number of unnecessary tests and services. You have
been a proponent of that, and claim we’re spending too much
money.

If this is the case, then why are any physicians spending their
own money to implement health information technology? There is
a doctor practice in my district that was so motivated to implement
an electronic health record, that they went from paper charts to
paper free in three short months. They broke even on the invest-
ment in 18 months, and have reported a significant addition to
physicians’ annual income as a direct result of the technology. If
they’re doing fewer tests and services, which you state is the case,
then they’re making more money from something else. From all the
conversations I have had with physicians who have adopted this
technology, the scenario is not a one-time phenomenon. There hap-
pens to be 17 physicians in that group that did that.

Is this an inherent disincentive that dissuades physicians, or just
that there isn’t enough people out there, trying to get the equip-
ment or associations or organizations spreading the good word of
what technology can do for them? Do you have a comment on that?

Mr. ORSZAG. Well, Mr. Johnson, as has already been asserted
by the Chairman, I suppose in some settings I am a strong believer
in the power of incentives and free markets. I will just look at the
evidence. Ten to twenty percent of physicians have adopted. So,
yes, there are some that find it in their interest to do so. But the
vast majority don’t, under the current system.

The kinds of settings where there are—it is profitable to do so,
there might be some losses from ordering fewer tests, but you save
on administrative efficiencies. You may not need as many support
staff to process things. You can often get internal efficiency benefits
that offset any other effect.

I would just come back, though, to saying in the current system
we are clearly not getting take-up rates that are anywhere near
what most people believe would be optimal. I don’t think that is
from a lack of health IT providers or vendors, you know, going out
there and saying, “We have these things that may help you.” I
think it is from complexity, and I think it’s from a lack of direct
incentives for especially small practitioners to adopt.

Mr. JOHNSON. Well, I think we could appeal to physicians as
small businessowners, and let them use the Tax Code to deduct the
cost of the technology if they wanted to, and perhaps entice them
that way. But it sure is a lot simpler dealing with a doc that has
got that kind of data. I know the docs here know that.

But you know, in Dallas, for example, you can—if you happen to
have a doc that’s got that IT installed, you can go to the hospital
and you don’t even have to fill out forms, because they can pop that
stuff over there right now.

Mr. ORSZAG. I don’t think there is a person on this panel or in
this room who is not annoyed at how many times you have to fill
out forms when you go see a new doctor. We all are——

Mr. JOHNSON. 18,000 times.

Mr. ORSZAG. Yes.
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Mr. JOHNSON. Yes. It seems like the forms are duplicative. In
the hospital, it is even worse, you know?

Mr. ORSZAG. Yes, Sir.

Mr. JOHNSON. There is a stack of them this high. So, if we can
get rid of that, and the storage required for all that paper, it would
be a marvelous improvement in our medical system, I think.

Thank you, Mr. Chairman. I will yield back.

Chairman STARK. Thank you, Mr. Johnson. Mr. Thompson,
would you like to inquire?

Mr. THOMPSON. I would. Thank you, Mr. Chairman. Thanks
for holding the hearing, and thanks to the witnesses, for being
here.

I have got some concerns about how we make health IT available
in the areas that I represent, specifically our rural areas. Dr.
Orszag, you referenced the Robert Wood Johnson work, and they
mention the fact that rural hospitals are 50 percent less likely to
be able to have health IT, and that solo practices, which are, more
often than not, in rural areas, fall under some pretty heavy con-
straints. It’s more than just coming up with the capital to put this
in place. There is maintenance, there is constant upgrades. Small
practices, rural practices, rural hospitals don’t have the oppor-
tunity or the ability to have a full-time IT manager in place.

How do you—what recommendations do you suggest that we
make sure we don’t hurt these guys in our effort to help them, and
help health care?

Mr. ORSZAG. Well, the report that you referenced, CBO’s report,
also mentions that one thing you could do is, if you are going to
go with the carrot approach, or the subsidy approach, you can vary
it.

So, for example, provide a larger subsidy to solo practitioners
than to large practices. Or, I suppose you could also offer a larger
subsidy to regional hospitals than to urban hospitals, for example.

But I would again come down to the fundamental problem here
is there is a lot of the benefit that is going to accrue from having
a more universal system of health IT that is not going to be
capturable—or directly capturable—to, say, that regional hospital.
There is a national benefit here, in terms of capturing efficiencies
in health care that will not—it will be very difficult to have it flow
back to that hospital.

So, there is this problem in that there is a national benefit and
an overall benefit, and it’s not exactly the same thing as the benefit
to that regional hospital. That’s just the way it is. It’s very hard
to come up with a way of returning that overall efficiency gain to
all of the doctors that will be necessary in order to capture it.

Mr. THOMPSON. Well, I am very worried that we understand
that, and even in regard to the carrot approach, that we don’t think
that we can give some sort of incremental increase in funding,
based on visits or something to pay for that. Because the rural
guys also don’t have the amount of folks coming in for visits that
more populated areas do.

Also, in the area—in the issue of interoperability, I would just be
interested in hearing maybe Mr. Jones, if you could comment on
this. In my rural district, I have doctors that—one doc will work
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in three or four different hospitals in three or four different areas
that will be out of county, out of city.

In your work in regard to interoperability, do you take this into
consideration, and—the cross-jurisdictional boundaries?

Mr. JONES. Yes. I think that there are a few aspects to that.
One is people are realizing these days that there was a lot of en-
ergy focused on trying to reconcile patient data, given that patients
go to multiple places. But the same is true for providers.

So, I think that similar technology that allows you to reconcile
who this patient is can also allow you to reconcile who the doctor
is, so you can pull the information from——

Mr. THOMPSON. So, you would envision interoperability that
crosses jurisdictional boundaries, and every city would have the
same electronic ability, every county, every area where you would
get this cross-pollenization?

Mr. JONES. I think, from a technology standpoint, yes. I think
what starts to become the barrier are the policies that those dif-
ferent jurisdictions have to work out, in order to facilitate that.

Mr. THOMPSON. I have been involved in the—in California, in
bringing technology forward for programs such as the welfare pro-
gram in California. You couldn’t get cities to agree—let alone coun-
ties to agree—on what type of technology you would use. I would
just think it would be very difficult for individual hospitals, and es-
pecially individual hospitals run by individual companies, and op-
erating in different geographical areas.

Mr. JONES. Yes. I think that it does require a focused set of
policies for this purpose of interoperability. That’s what we found
in New York, for example, in some of the RHIO’s. Hospitals may
have different policies about how they correct errors in patient
data. But when it came to the community-wide view of that data,
they had to have a separate policy that allowed them to have a
common understanding of how that data would be treated. So, I
think it has to be purposeful in that way.

Mr. THOMPSON. Thank you. Thank you, Mr. Chairman.

Chairman STARK. Mr. Becerra, would you like to inquire?

Mr. BECERRA. Thank you, Mr. Chairman. Thank you, to the
panel, for your testimony.

Mr. King, let me start with you. My understanding is you have
a very low percentage of your patients who pay through Medicare.

Dr. KING. About 3 percent. However, 40 percent is Medicaid.

Mr. BECERRA. Right. But Medicare is about 3 percent?

Dr. KING. That’s correct.

Mr. BECERRA. How many patients would you say you see in a
year in your different clinics, roughly?

Dr. KING. We see 32,000 total patients, individual patients——

Mr. BECERRA. Okay, and——

Dr. KING [continuing]. In all the clinics combined. Is that the
question?

Mr. BECERRA. Yes, that’s fine.

Dr. KING. Okay.

Mr. BECERRA. If we were to go toward a system to try to incent
the institution of a HIT throughout the country, and certainly in
your clinic—and while you have moved forward, chances are if
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we're doing it through Medicare, you're going to get very little
money back.

Dr. KING. That is correct, because we don’t have a lot of Medi-
care patients.

Mr. BECERRA. But you do have a lot of Medicaid patients.

Dr. KING. Yes.

Mr. BECERRA. Do you get any SCHIP patients?

Dr. KING. We get some of those, as well.

Mr. BECERRA. Okay. Do you get any other form of government-
subsidized payment for patients that you see?

Dr. KING. Off the top of my head—you're talking about Federal?

Mr. BECERRA. Or state.

Dr. KING. We get tobacco tax.

Mr. BECERRA. Okay.

Dr. KING. There is some, like, special programs, like well women
programs and

Mr. BECERRA. Well, there

Dr. KING. We also have WIC.

Mr. BECERRA. There are programs sponsored, supported, sub-
sidized by the government—Federal, state, and maybe local—that
offer you some reimbursement for some of the patients which you
see, because most of the folks you see, obviously, are modest in-
come or uninsured.

Dr. KING. Absolutely. We have 50 percent uninsured.

Mr. BECERRA. Okay.

Dr. KING. For every dollar that we get for uninsured patients,
we spend about $2 on them. So, we do that by leveraging the
money we get from Medicaid, primarily.

Mr. BECERRA. Your clinic is like thousands of clinics through-
out the country who provide care to some 16 million people in
America who otherwise might not have access to good health care.
So we thank you for that.

My question, then, is if we go toward a model that only seeks to
use Medicare to try to provide the incentive for health IT, is that
going to help the community clinic universe that’s out there, pro-
viding care to some 16 million Americans?

Dr. KING. It would leave us out.

Mr. BECERRA. It would? Do you think there is any reason why
we couldn’t use Medicaid as a mechanism to try to offer incentives
to adopt HIT?

Dr. KING. No, Sir. I think that’s——

Mr. BECERRA. Can you think of any reason why we wouldn’t
want to consider using the SCHIP program to perhaps also adopt
HIT?

Dr. KING. Perhaps it doesn’t penetrate deep enough. That would
be my only concern.

Mr. BECERRA. But we are providing it to some six million to
seven million kids right now.

Dr. KING. Right.

Mr. BECERRA. If Congress is successful in overriding the Presi-
dent’s veto, we would include another five million kids from mod-
est-income families. So, that might be another mechanism?

Dr. KING. Makes sense, yes.




113

Mr. BECERRA. Okay. Dr. Orszag, is there any reason that
you're aware of why Medicaid or SCHIP could not also be consid-
ered vehicles through which we would try to incent, positively or
negatively, the adoption of HIT?

Dr. ORSZAG. No, I can’t think of a reason. Indeed, it’s not just
community clinics, but also pediatricians and other parts of the
medical system that would be left out in a Medicare-only approach.

Mr. BECERRA. You forecast my question to Dr. Ejnes, and that
is, is there any reason, Dr. Ejnes, that you think that we should
not consider using SCHIP or Medicaid, as well as Medicare, for po-
tential vehicles to try to incent the adoption of HIT?

Dr. EJNES. No, I can’t think of any reason. I think all payers
have a stake in this.

Mr. BECERRA. Okay, good. Dr. Orszag, do you have a sense—
and this may go beyond what you have examined—but do you have
a sense of how much an incentive, positive or negative, and over
what timeframe we would have to do this, in order to try to really
capture the providers out there in America into this system of HIT?

Mr. ORSZAG. Well, I guess that’s similar to a question—it de-
pends on how deep an incentive you want to provide. It’s similar
to the question of how much it would cost to move towards uni-
versal health IT. The answer is, it depends on the systems adopted,
but something in the range of tens of billions of dollars. In your
head, if you want something, you know, $50 billion to $70 billion
or so is the kind of number that you should have in your head.

You obviously don’t need to pay—you don’t need to fully sub-
sidize that, if you don’t want to, but that is the kind of range that
one might want to have in your mind, if you are thinking about the
total cost.

By the way, that—just coming back to the earlier question—
that’s for adoption, and then there are ongoing maintenance and
other costs.

Mr. BECERRA. I appreciate that. Thank you, Mr. Chairman. I
yield back the balance of my time.

Chairman STARK. Thank you. Let’s see, who—Mr. Emanuel,
would you like to inquire?

Mr. EMANUEL. Thank you, Mr. Chairman. Dr. Orszag, if you
look at IT, or look at your $700 billion of what you think are sav-
ings through efficiency in otherwise spent dollars, you have the
chronic illnesses, wellness programs—the other side of that chronic
illnesses—you have paying doctors for outcomes, rather than fee-
for-service, you have IT.

Break down the parts—and I know this is a rough game—and
I am a little confused, because some people are saying what you
said, and then other people’s testimony is slightly different, that IT
kind of is the foundation to all these others. Then, you are saying
that IT is just a piece of those, and—you know, the others—and it’s
just a composite.

So, is IT the essential combination to the lock of the whole $700
billion, or do you see it as just a part and parcel of other sets of
pieces that would get us at that $700 billion?

Mr. ORSZAG. It unlocks one of the locks, but there is then a bolt
and other things on the door, so there are many other things that
have to happen in order for
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Mr. EMANUEL. Don’t ruin a bad metaphor of mine, okay? It was
horrible when it started. Please, don’t do that. Go ahead.

Mr. ORSZAG. Health IT—so the report says, and in terms of
foundations, think of health IT as necessary but not sufficient. You
need to do it in order to get the data to do comparative effective-
ness research, and then to pay for what works. That is crucial, in-
cluding for those needing chronic care and those with multiple
chronic conditions.

But by itself, if you just plop a health IT system into a frag-
mented system with distorted incentives, don’t expect magic. You're
not going to get the $700 billion by just putting health IT in.

Now, if you want to start breaking it down—the problem is, if
we need to make three or four changes in order to capture that effi-
ciency, and theyre all necessary, you can’t—I can’t give you a
breakdown on how much is coming from this piece versus that
piece.

Mr. EMANUEL. Well, let me ask you this way. Tell me if this
is right, that we spend about 60 percent of our dollars on chronic
illness that, if those were managed better, you would see a reduc-
tion of health care costs.

Mr. ORSZAG. The majority——

Mr. EMANUEL. Close?

Mr. ORSZAG. It depends exactly, but yes. The majority of health
care costs are going towards very seriously sick people. By the way,
that’s where a lot of this variation that is occurring across the
United States is occurring, also.

Mr. EMANUEL. Let me understand, because I think one of the
problems when I looked at the report also is about how much Ger-
many has spent, Great Britain has spent, versus what we spend on
a per capita basis. We're like in the pennies, and theyre spending
$21 a patient, et cetera.

We discussed this, Democrats on the Committee talking yester-
day, on the IT space. You know, I noticed last time when we did
a spectrum sale, we thought it would generate about $10 billion in
revenue, and it generated $19 billion. Have you ever looked at
using that type of revenue, of asset sales as—in a dedicated area
that would go into a health IT? We can do it as a revolving fund,
et cetera, as a way to leverage those dollars, but selling some type
of asset to generate this—what you would call start-it-up capital
for this specific space?

If you were to do that, what would be the first type of payments
you would do, given what you said, you know, medical IT has to
be in combination with other things?

Mr. ORSZAG. First, let me say on Federal assets, I think there
is a substantial amount of Federal assets that could be better man-
aged, and potentially sold in exchange for revenue that could be
used for other things, and that—spectrum, by the way, if you move
toward addressing climate change, you're also creating a very valu-
able commodity there. Federal properties and land and buildings,
and what have you, there are all sorts of assets that we are not
optimally managing, and that could be used for this sort of thing.

I have not actually thought about what would be at the top of
the list for this specific application, but the general thought, I
think, is a very good one.
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Mr. EMANUEL. All right, thank you. Mr. Chairman, I yield
back.

Chairman STARK. Thank you. Ms. Tubbs Jones, would you like
to inquire?

Ms. TUBBS JONES. Mr. Chairman, thank you. To the speakers,
thank you for coming this morning. This is significant, that we are
talking about IT as we transform the delivery of health care from
people who used to walk up to a doctor’s door, and the doctor did
everything that they needed to, large systems delivering health
care.

I want to commend my staff, Athena Abdullah, for a wonderful
opening statement. It’s so good, that I am going to read a part of
it before I ask you questions.

The requisite tools and technologies are viable if a company—Ilet
me back up and start from this page.

Our current care delivery model requires a myriad of Federal
and state laws, and regulations that are difficult to understand and
navigate for large payers and providers. Vulnerable and under-
served populations rarely have the resources or tools to effectively
understand and navigate the mix of Federal, state, and local enti-
ties engaged in providing their health care. The requisite tools and
technologies are viable if a company by culturally, linguistically,
appropriate outreach and educational initiative, advocacy and pub-
lic policy strategies, work force development and training ventures,
and concrete options for funding and sustainability.

A comprehensive approach will be required to bring under-served
populations into our National HIT framework to achieve improved
health quality and access for racial and ethnic minorities, and
other under-served and vulnerable populations.

Health information technology is widely viewed as a tool to im-
prove health quality and expand health access for consumers in the
United States. Public, private, and community stakeholders have a
vested interest in insuring that all communities participate fully in
the benefits of health information and related technologies.

Just last evening, I held my first telephone townhall meeting
with my constituents in the 11th congressional district of Ohio.
What I found very interesting was the reception or receptivity of
people to having access to that process. It made it a lot easier for
seniors who may not get out of the house, who could do it by tele-
phone, contact by telephone.

But the dilemma I see, and the dilemma I see as we walk our
way through this whole technology piece, is the need to be inclusive
of those who historically are not accessing computers, technology,
who are afraid to even think about getting on a computer. I would
be curious to give each of you the three minutes that I probably
have left at this point to answer for me, how do we bring into this
world the people who are not into technology, who also are not nec-
essarily into accessing improved health care? They want better
health care, but they don’t always receive it.

I am going to start with Mr. Jones, and I am going to come to
Dr. Orszag, and anybody else can pipe in. Mr. Jones, I picked you
because I think you can help me answer that question. Go ahead,

Sir.
Mr. JONES. Well, thank you. I think that a——
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Ms. TUBBS JONES. Also, we might be related, you know, so we
might as well take——

[Laughter.]

Mr. JONES. We may be. We may be. I think that the—a lot of
what we’re talking about is the ability for those who would assist
those under-represented populations to be technology-enabled.

So, for example, in Philadelphia, where I live, there are several
academic medical centers—University of Pennsylvania Hospital,
Temple University Hospital System—who serve a lot of these who
are disenfranchised. So, I have had talks with both of them—and
I know that they have initiatives—in order to try to upgrade their
IT capabilities, so that they can extend the benefit of that to the
populations they serve, whether it’s through their hospitals or their
physicians, who are affiliated with the hospitals.

So, I think that is one way. If we can go to urban centers and
other places where these populations are and empowered, the pro-
viders, to be able to access this technology, it would be helpful.

Mr. ORSZAG. Yes, if I could just add, I mean, this is related to
the discussion we were having earlier about community clinics and
other providers that are serving, disproportionately, those popu-
lations.

But let me back up and say I think an absolutely huge issue that
has received far too little attention—we have heard a lot about in-
equality in income; we have heard far too little about inequality in
life expectancy and other health outcomes. Life expectancy inequal-
ity in the United States is exploding by income.

So, at the top of the socio-economic distribution, life expectancy
is going up much faster. At the bottom, it is either flat, or perhaps
even declining. I think this is a major issue that has received very
little attention.

Ms. TUBBS JONES. I appreciate your response. Mr. Chairman,
my time has ended. But I would hope that, at some point, we
could—he is not paying attention to me, so I'm going to keep talk-
ing. No, I hope that we have an opportunity to further explore that
very issue.

You will remember back—President Bush said to people of color,
“I am going to help you get Social Security, because you die early.”
We kept saying, “Don’t tell us—help us get Social Security, stop—
help us not die early, you know, stop us—the death decline of mi-
nority populations.” So, I thank you for your——

Mr. ORSZAG. Well, while the Chairman is distracted, maybe we
should say there should be a hearing on the topic, or:

Ms. TUBBS JONES. I think there should be a hearing. All in
favor, say

[Laughter.]

Chairman STARK. We had a hearing in June.

Mr. KIND. You just lost control of the Committee.

Chairman STARK. I think so, yes.

Ms. TUBBS JONES. I yield back the balance of my time.

Chairman STARK. Yes, your time just expired.

[Laughter.]

Chairman STARK. Mr. Kind, would you

Mr. KIND. Thank you, Mr. Chairman. I want to thank our panel
of witnesses today. I think this is an incredibly important topic,
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a}rlld we really do need to wade into the weeds a little bit more on
this.

The reason I think it’s important is I think it’s imperative that
we do strive to reach a both public and private reimbursement sys-
tem, based on outcomes in performance, value of care, health care.
The only way we’re going to be able to do that is if we can establish
the standards of what that outcome in performance should be. The
only way we can do that is collect the comparative analysis and the
data. The only way we can get there is with an effective, fully
interoperable HIT system, one that deals with the privacy and the
security issues and that, but one that is completely interoperable.

Now, the details get difficult and tricky, and that’s where you all
are supposed to be helping us with type of incentives, disincentives
that we can create in order to get this build-out and this infrastruc-
ture done sooner, rather than later.

I am proud to hail from a state that seems to be at the forefront
of this movement in Wisconsin, with their quality health care col-
laborative initiative that they have, where all the providers have
voluntarily agreed to come together to develop the comparative
standards of care that we should be striving for. It is unfortunate
that Mr. Reding wasn’t able to make it here from Marshfield Clin-
ic, because they have been doing some very interesting and exciting
cutting edge things involving all this.

But, Dr. Orszag, let me start with you. We hear this $700 billion
figure mentioned about potential savings in the Medicare system.
Now, is that assuming that we get to this outcome, or performance-
based reimbursement system with HIT in there and all these dif-
ficulties that have been discussed today resolved? Or does that in-
volve other factors?

Mr. ORSZAG. Two things. First, that’s for overall health spend-
ing, it’s not just Medicare. Second, it is in—it’s kind of scoping out
what the potential is, and it would require the type of health IT
system that we were discussing, it would require an aggressive
comparative effectiveness research effort, it would require a sub-
stantial change in payment methodology, but under Medicare and
the rest of the health system, in order to capture even a significant
portion of it, and there would be lots of sort of political economy
difficulties in doing that.

It is intended just to say, “What’s the potential,” while recog-
nizing the massive constraints we face in trying to capture that.

Mr. KIND. My sense, too—as you said, 15 to 20 percent are al-
ready doing it, they've already made the investment and gone to
HIT, you know, the various systems out there—but my sense is
that this is also a generational thing. You've got some older practi-
tioners out there that might be a little more loathe to make the
conversation.

My sense, too, is it’s kind of a difference between established hos-
pitals with huge paper records already in existence, versus newer
provider networks that are just getting up and going, and are will-
ing to make that initial up-front investment.

But one of the areas—and I want to kind of wade into some sen-
sitive area here, too—is we all realize there are substantial costs,
as far as end-of-life care. I am just wondering what difference a
performance or outcomes-based standardized system would make,
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when it comes to medical decisions involving the final 6 weeks or
6 months of life, because it seems inherently subjective and so
much depends on the attitude of the consumer, the patient, at that
point, what their expectations of care really are.

I think one of the problems that we have in health care is we're
not listening to the patients well enough when it comes to end-of-
life care. Because I think, if we did, there would be an inherent
more conservative attitude from most folks that what they really
want is a chance to be at home, surrounded by their family and
loved ones with pain medication to deal with it, but a chance to be
in that type of setting, as opposed to multiple tests and prolonged
ICU stays, and things of that nature. We really haven’t touched
about end-of-life care, and it is a big chunk of what we’re dealing
with here.

Mr. ORSZAG. Let me come back and say, again, if you look at
the last six months of life, even at our leading medical centers, you
see dramatic differences in the intensity of services, how many of
those tests are being done, how many specialists you're seeing and
what have you, which to me suggests, I mean, even at those places
where, basically, the best medical care in the world is delivered, we
are delivering it in different ways across different parts of the
United States, and we don’t know what we’re getting in exchange
for the more intense approaches.

Health IT and comparative effectiveness—the things we are dis-
cussing, would let you drill down in why—what are we getting, in
exchange for that additional test, that additional procedure, that
additional day in the hospital, which we can’t answer now, and
which many people express a lot of skepticism, in terms of whether
there is any additional benefit.

I would also say there is evidence suggesting that when people
are confronted with the types of choices that you are discussing,
they do often choose the less expensive, less intensive approach.

Mr. KIND. All right. Thank you. Thank you, Mr. Chairman. I ap-
preciate the hearing today.

Chairman STARK. Thank you. Ms. Schwartz, would you like to
inquire?

Ms. SCHWARTZ. Thank you very much, Mr. Chairman. Again,
thank you for your courtesy that you have extended to me. I really
appreciate it, as—I don’t know what to call myself—an adjunct vis-
itor here.

But I wanted to—I think that I am here because I am very keen-
ly interested in health IT, and some of you certainly know that we
had, I thought, a very significant victory last week, with including
e-prescribing—I pushed pretty hard for that—in the Medicare bill,
with tremendous support, of course, from the Committee chair and
the Committee, more broadly.

I have actually seen a great deal of interest expressed to me
about the fact that we did get e-prescribing done. I think almost—
now there are other members coming to me and saying, “Wow, I
think we just did something really important, and we ought to do
more of it.”

So, I think it’s creating an enormous opportunity for us to pro-
ceed with incentivizing. As you know, under e-prescribing, we used
both carrots and sticks, as Dr. Orszag pointed out, to use that
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model, moving forward. Now, of course, this is much more complex,
to use electronic medical records more broadly. You raised a lot of
the issues we have to deal with.

As I understand it—and there are many places for me to go, ac-
tually, in terms of my questions, but I wondered if you could give
us some help on one aspect that we understand, which is just mov-
ing from paper to electronic records is simply not good enough. It
might make it easier, but it isn’t going to achieve the savings or
the improved quality, unless it’s really a comprehensive medical
record, and it really changes behavior by the providers, and hope-
fully by the patients, as well.

We are looking at protocols, you know, different kinds of informa-
tion that might be available not only between providers, but even
for an individual medical practice or an individual provider.

So, instead of my giving the list of possibilities of evidence-based
clinical protocols and things that might be added to this, could you
better define what kind of conditions, or could we articulate what
we would say if we were going to provide incentives for use of elec-
tronic medical records, what conditions, what the definition of
those electronic medical records would contain?

You know, what would the expectation be that, again, this isn’t
just going to—going from paper to electronics, but what kinds of ac-
tions, what kinds of conditions, in addition to the privacy ones, in
terms of patient practice, I think is—you know, I mean physician
practice and hospital practice—that we might want to outline, de-
fine? Do you think we could do that?

We haven’t heard much of anything—start with you.

Dr. EJNES. Yes, I think, you know, youre absolutely correct.
Just going to collection of word processing documents that are leg-
ible is not an electronic record that is going to make a difference.

But certainly you spent a lot of time discussing what we refer to
as decision support. That is something that we think a full-bodied
EHR should have: decision support in terms of providing guidance
on how to treat a condition; what types of evidence there are; re-
minders on monitoring, if someone is on a certain medication, what
needs to be checked; the ability to check allergies, look at drug
interactions; the ability to keep track of patients, the registry func-
tions, if you will, so that, you know, we can get reports on how
we’re doing with our diabetics in the practice, or our hypertensives;
and the interoperability, the ability to capture the information that
the other doctors taking care of the patients can provide.

So, I think you are correct. The EHR has to be able to do more
than just digitize what’s in the charts in the record room.

Ms. SCHWARTZ. Two quick questions to follow up on this one.
Is—do you think those are well defined enough for us to be able
to articulate them and require them?

Do you think that we can create a system—and do you have sug-
gestions for how to make sure that that is dynamic enough so that
we don’t set it in place?

We always have to be concerned about that here, that we set it
in place so that it doesn’t—it’s got to change very frequently, it’s
got to be very dynamic, in order to—medical science changes all the
time. You want to be able to say, “Okay, it wasn’t last year’s pro-
tocol. We want it to be today’s protocol,” and we have to make sure
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that that’s dynamic. Would you suggest how we actually make sure
that happens?

Dr. EJNES. Yes, I think we can define what it is. In fact, a lot
of the surveys that look at EHR uptake distinguish the full-fledged
ones from the others. I think the certification commission has
played a major role in defining the various functionalities that an
EHR should have. So, I think we’re on our way there.

Ms. SCHWARTZ. Maybe Dr. Orszag wants to answer this if any-
one else does—so how much savings could we reap, if we actually
do do it right? I do understand that that is a big question. But, as-
suming we do do it right, we want to incentivize this behavior, I
am willing to see a stick at the end of the day.

How long will it take—maybe this is a question for anyone else,
too—but how long will it take for us to reap a significant return
on our investment and savings in the system?

Mr. ORSZAG. I think, again, it comes down to what do you mean
by “doing it right.” If doing it right means just health IT, I

Ms. SCHWARTZ. No, no, no. I have already expressed the fact
that this is

Mr. ORSZAG. You've got the whole thing. Okay.

Ms. SCHWARTZ. Right.

Mr. ORSZAG. You've got the whole package. You are doing——

Ms. SCHWARTYZ. It is interoperable, it has protocols that we’re
going to define quality, we’re going to

Mr. ORSZAG. Yes, but I am also going to layer on you're doing
an aggressive comparative effectiveness effort, so that——

Ms. SCHWARTZ. Okay.

Mr. ORSZAG [continuing]. You are using the data that are com-
ing out of that, and then you are actually then tying financial in-
centives for providers to the evidence that is coming out of that, de-
spite all of the backlash that would then ensue.

Ms. SCHWARTZ. Right.

Mr. ORSZAG. You do all of that, and you do it very aggressively,
I think that is the best hope for capturing a large share of that
$700 billion. I can’t quantify exactly how much, but it is—the more
aggressive you do it, the more likely it is you’re going to capture
more of that efficiency.

Ms. SCHWARTZ. Okay. Thank you, Mr. Chairman.

Chairman STARK. Thank you. Mr. McDermott, would you like to
inquire?

Dr. MCDERMOTT. Thank you, Mr. Chairman. I would like to
follow a little bit of the Chairman’s line of questioning, because a
couple of people reacted negatively to one of his suggestions—that
is, that we have one system, or can we get it down to one system.

When I was a medical student, I did research. You could find 2
left-handed plumbers living in a town of under 40,000 people in the
Danish health records with no problem at all, and you still can’t
do that in the United States.

So, it strikes me that before we spend a time on incentives, there
has to be a set of standards that are acceptable—the government
puts out 65 percent of the health care money in this country al-
ready, with Medicare and Medicaid and Indian health and veterans
health, and the DoD. So, we should set a standard at the Federal
level. I will tell you why I feel this way.
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I spent 5 years trying to get the veterans system and the Depart-
ment of Defense to talk to each other. Much of that Veterans Ad-
ministration stuff was done in Seattle. I have seen doctors sit there
with two screens—one, the VA screen, and one, the DoD screen—
some guy in Iraq comes back all beat up. He is discharged from the
military. He goes into the Veterans’ system. His military records
are still at DoD. The two systems won’t talk to each other.

I talked to admirals and generals and everybody up and down
the medical line, and what I found was that there was a propri-
etary system developed by the military. God knows we can’t touch
a proprietary system. When we have this VA system which is a
much better system, much more applicable, much more widely—it’s
now used in hospitals in Seattle, where people from the community
can check into the Veterans’ system if a veteran appears at the
Swedish hospital, or at the university hospital, or whatever.

I reacted when I heard a couple of you—I think it was one of the
doctors said, “We don’t want a single standard.” I understand that
the free enterprise system wants to let a thousand flowers bloom.
But explain to me how is a physician—if the point of the system
is research, that is, we can compare across the country, and it is
to give better health care, that is, since your patient appears in my
hospital I can go in and find the information, why you wouldn’t
want one interactive system that would be—I mean, I have the
problem with two computers, one in here in Washington, DC, and
one in Seattle, and they can’t seem to get the same thing on the
screen when I open it up.

Dr. EJNES. Yes, yes. Just so that I am—you know, we're clear,
this is—it’s confusing, because we talk about system. I think I mis-
understood the Chairman’s question, initially. I thought he was
asking about the software application that sits on the physician’s
desk.

I mean, I think we are all in agreement that there should be a
system, there should be a common language that allows the infor-
mation to be exchanged. My point was that, given that every physi-
cian’s office differs in one way, shape, or form from another, to re-
quire a single software program that would be the EMR for all phy-
sicians would not be successful, because the needs of a large 50-
physician group are different from those of a 2-physician group.

But in terms of the ability to take whatever sits on that desktop
in that office, and exchange the information in the way that you
describe, I think we’re all on the same page, and we do support
standards, we do support a system of health information exchange
that allows different entities with different systems—either propri-
etary or open source—to exchange patient information. But when
you get down to the institution level, to the practice level, there
may be specific needs that may not be met by a one-size-fits-all ap-
plication.

Dr. MCDERMOTT. But then—and here is the problem, it seems
to me. We pass an incentive out of here, we put billions of dollars
out there and we say, “Okay, guys, everybody in the medical pro-
fession should now be a part of the system,” and they all plug into
what?
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What is incentivizing them to become a part of? Just to have
hand-held devices, or are we a system, or what? What is it we're
incentivizing? I would like to hear what

Mr. WHITLINGER. Perhaps the analogy could come from the fi-
nancial sector. I mean, there are hundreds——

Dr. MCDERMOTT. No, this is medicine. Talk about how it works
in a hospital.

Mr. WHITLINGER. But if you think of the banking center,
where there are thousands of banks, and each of those banks has
its own data center and its own ability to store its data, keep it pri-
vate, keep it secure, and give its own members the quality and the
services of banking that they would like to provide, yet all those
banks are interoperable, all those banks can exchange data, with
regards to funds.

Dr. MCDERMOTT. So, is it

Mr. WHITLINGER. Perhaps that is the analogy——

Dr. MCDERMOTT. The reason you need the different systems is
because you want to protect the privacy of patients? Is that what
you're talking about?

Mr. WHITLINGER. Well, you could——

Dr. MCDERMOTT. Why not have a system that I, as a doctor,
could get in and read?

Mr. WHITLINGER. So, you could look at it from a couple of dif-
ferent perspectives. But one is that, perhaps, different medical
practices would be offering different services. Another is that they
could be competitive by offering different services of a data nature,
as well.

Now, the fact that they can interoperate allows the system that
we would all like to have, where you have transportability and
importability of the data and the patients——

Dr. KING. My feeling is that Vista was paid for by taxpayers,
and it should be available to taxpayers. It is a great system that
evidence in the literature has literally hundreds of citations to sup-
port how good that it operates. It’s the most interoperable system
that exists in the United States right now, between specialists and
everyone in the VA.

I think my personal feeling is that if we were going to sit down
and design a system, we wouldn’t be having—a health care sys-
tem—if we started from scratch with a blank piece of paper, we
wouldn’t be asking this question. We would have one system, be-
cause that’s what makes sense. The reason we are asking the ques-
tion is because nobody designed the health care system, and it is
a mess.

I personally believe we should have one system, and we should
have competition at the vendor level. That would keep the health
care costs in the health information technology arena down, be-
cause then you would have vendors that are competing against
each other. Once you go proprietary, then you have to keep with
what their support costs are, and you’re locked in.

Dr. MCDERMOTT. So, you're saying you want something like
what’s happened with the tanker issue in the Air Force. You want
to have two vendors compete for who can build the best tanker. Is
that the——
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Dr. KING. I'm not really familiar with that. I am not sure that’s
what I am advocating.

Dr. MCDERMOTT. Who could pay off the auditors, is what I——

Dr. KING. Did the tankers sink?

[Laughter.]

Dr. MCDERMOTT. The problem with that is that—I was a state
legislator, and I bought the first computers for the Department of
Health and Human Services in the state of Washington. I spent
millions of dollars on them, and we threw out system after system
after system that one vendor came in and sold us, and that one
didn’t work, or they couldn’t make it work, so we threw out a—we
came—I don’t know how much money we have wasted in this coun-
try on buying systems.

I want something like Vista to

Dr. KING. Right. But if you have one system, then what you can
have is many vendors supporting that system. So, then you have
the competition at the vendor level, instead of at the system level.
I think that could save a lot of costs.

Mr. JONES. If I might point out, though, there are multiple
kinds of systems that are involved. So, electronic health record is
one thing that you may use in a physician office, but it needs to
get information from a lab information system that a reference lab
uses.

There is also a hospital information system which is different
than an electronic health record system. There are systems that
hold images. So, all of these different kinds of systems need to
speak with one another. So, specifying one electronic health record
system is sort of the camel’s nose in a tent, because then you have
to specify one lab information system, and one—you know, you ulti-
mately would have to specify everything not only that exists, but
that could be imagined.

So, we would have to—it is better to say, “Let’s specify the way
that they would speak to each other,” and mandate whoever has
a system does it that way.

Ms. MCGRAW. One of the—I know we’re over, but one of the
things that nobody has mentioned yet is the certification commis-
sion for health IT. The standards bodies that have been—the
standards body that Lee has referenced, again, they are bringing
the stakeholders together to come to agreement on what the com-
mon standards should be, so that these systems—which may them-
selves, in the software, have differences—at the level of creating a
national health IT network will be able to talk to one another.

The certification commission, which is a contractor to the Federal
Government, is being paid to come up with standards for certifying
products that meet those standards, so that people buying the sys-
tem that meets the CCHIT criteria know that they have bought a
system that has the standards that essentially have been adopted
or endorsed through this process. So,——

Chairman STARK. Would you yield?

Ms. MCGRAW. Yes, Sir.

Chairman STARK. I am informed that they are certifying sys-
tems that can’t talk to each other.

Ms. MCGRAW. Well, that would be quite unfortunate. ——

Chairman STARK. That’s my understanding of——
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Ms. MCGRAW. But I think it is worth looking into, so that we
get some clear information here.

Chairman STARK. Yes. Yes, it is.

Ms. MCGRAW. Because, from a consumer standpoint, I do worry
about blessing one system that everyone has to buy, from a sort of
innovation standpoint. Stifling that

Chairman STARK. What about if it’s one system that we give
them free?

Ms. MCGRAW. Well, somebody has got to pay for that.

Chairman STARK. We already have, haven’t we, Dr. Pete? It’s
Vista. We can continue this informally, if we like. We can give our
clerk a reprieve and call the formal session to an end. Hopefully,
some of you would like to stay and discuss this.

Thank you. I want to thank the panel. Thank you very much, Dr.
Orszag, who normally would go off first by himself and get out of
here a lot sooner, thanks for sticking around, Peter, and thank you
all for taking the time. It has been very helpful.

We are going to call you back. I know we’re going to need more
information. Be well.

[Whereupon, at 12:10 p.m., the hearing was adjourned.]

[Questions for the Record follow:]
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Douglas J. Reding, MD, MPH, FACP
Oncologist/Hematologist
Vice President, Marshfield Clinic

1000 North Oak Ave

Marshfield, W1 54449-5777

Dear Dr. Reding:

As a follow up to the Health Subcommee hearing on promoting the adoption and use of
health information techniology on July, 24" 2008; please respond to the following
questions for the record.

Questions from Ranking Member Camp:
1. Iunderstand that you have had a chance to review the health IT bill T introduced

last month.

Are there provisions in my bill that you believe should become law?

2. 1understand that the Marshfield Clinic is just one of many hospital, clinic, and
physician groups that have expressed their concerns about the privacy language in

H.R. 6357.

What impact do you feel this language would have on your clinic’s ability to
implement care and quality mpmvement programs as well as to monitor and

prevent frand?

3. Do you feel the current HIPAA protections sufficiently guard patient privacy as it
relates to electronic records?

What steps does the Marshfield Clinic take to ensure that information found
patient's electronic records are kept private and used appropriately?

How does the Marshfield Clinic deal with employees who improperly access
medical records?



126

1000 NORTH QK AVENUE
MARSHRELD, WI 54440-5777

FAX T15-387-5240

715-387-5511

7 MARSHFIELD CLINIC

August 19, 2008

Cartie Breidenbackh

Hearing Clerk
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Washington, DC 20515

Dear Ms. Breidenbach:

On behalf of the Executive Committee and the Board of Directors of Marshfield Clinic, I am writing to
respond to questions from Ranking Member Camp in follow-up to the hearing on promoting the adoption
and use of health technology, which took place on July 24, 2008.

We appreciate the opportunity to provide our testimony and the following responses to the questions
posed by Representative Camp. :

Sincerely,
(Pt %/m
" DOUGLAS J. REDING, MD.

Vice President, Marshfield Clinic
Chairperson Government Relations
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1. Iunderstand that you have had a chance to review the health IT bill I introduced last
month. Are there provisions in my bill that you believe should become law?

We have reviewed legislation introduced by Rép, Camp, HR 6179. There are several provisions of this
legislation that we believe are important:

Section 101 would codify the Office of the National Coordinator for Health Information Technology, we believe
this is essential to maintain the continuity of operations begun by Dr. David Brailer and now directed by Dr.
Robert Kolodner. In particular, as a vendor of CattailsMD, the CCHIT certified proprietary electronic medical
record developed by Marshfield Clinic, we believe that certification is an essential guarantee in an uncertain
market that electronic medical records can be relied upon by providers and their patients,

Section 302 eliminates the Sunset applicable to the Stark exception for electronic health records. As we noted in
our testimony submitted for the record, Marshfield Clinic is very closely associated with the Ministry Health
System as well as other providers serving patients in our service areas. The exception provides some comfort
to providers who are wary of any implication of improper referral influences.

Section 303 promotes the expansion of telehealth services, Marshfield Clinic is one of the largest telehealth
providers in the country, serving a largely rural population with needs that stretch across state borders, We
appreciate the reciprocity provisions and the expansion of telehealth sites of origin, which have been shown to
add very minimal expense, and substantially improved access.

Finally, in Section 304 HR 6179 establishes an electronic health demonstration in Federally Qualified Health
Centers. Marshfield Clinic is the sponsor of an FQHC known as the Family Health Center in Marshfield, which is
nationally distinguished because it provides dental services to the indigent throughout the State of Wisconsin
and incorporates periodontal records with the Marshfield Clinic electronic medical record. FQHCs should be
supported because they bring us one step closer to the universal health coverage that we believe is necessary,
at a reasonable cost.

2, Iunderstand that the Marshfield Clinic is just one of many hospital, clinic, and
physician groups that have expressed their concerns about the privacy language in H.R. 6357.
What impact do you feel this language would have on your clinic’s ability to implement care and
quality improvement programs as well as to monitor and prevent fraud?

We are concerned that HR 6357, the “Protecting Records, Optimizing Treatment and Easing Communications
through Health Care Technology Act of 2008” will increase the costs of providing health care and the cost of
implementing electronic medical records without any measurement of the problem it s trying to solve.
Provisions of HR 6357 may interfere with activities defined as “operations” under HIPAA that are essential to
effective care management.,

As we stated in our testimony, to improve quality performance, the Clinic developed software systems to care
for chronically ill patients, to identify improvement opportunities, collect needed Information at the point of care,

and report performance back to physicians.

For example, our PreServ (Preventive Services) System is able to alert physicians when preventative services
are due for a patient during a visit with a primary care manager.

Our EMR also includes a system for flagging high-priority patients. A "hierarchical defect recovery list," which
acts as a safety net, includes high-risk patients with multiple chronic conditions that are in need of immediate
attention.

We have also implemented an anticoagulation care management system for patients on Warfarin,

The Clinic has also implemented electronic prescribing to enhance safety.
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We have implemented a 24-hour nurse ling, with an automated e-mail system that notifies physicians whose
patients have called.

We have developed a software tool called “iList” (Intervention List), which is used in primary care, IList
generates a list of patients who have one of three chronic linesses — diabetes, heart fallure or hypertension —
and who do not meet all of their recommended health goals.

The PROTECHT Act requires covered entities to make a reasonable effort to restrict the use, disclosure, or
request of PHI to a “fimited data set” of information as defined in regulation. The PROTECHT Act also includes
a new consent provision that requires additional patient consent if the PHI is utilized In operations, such as peer
review, quality review, standard of care review, malpractice review, or best practices analysis. We believe that
most of our care management processes fall within the definition of the term operations. These activities are
membstanoeofmrewnagmamandlntaﬁumnewlmﬂﬁnlntaferesmmmepmcﬁmofe\ddenoe-hasw
medicine.

In addition, requiring an accounting of disclosures for all disclosures of PHI, including for treatment, payment,
and healthcare operations will be difficult. These disclosures are not logged or accounted for - as the law does
not currently require this. A requirement to log all these disclosures could add 10 - 30% to the cost of
implementing a robust EMR.

How these provisions relate to our effort to prevent fraud.

The Marshfield Clinic electranic medical record includes features that enable us to require authentication for
electronic signature of documents and prescriptions. We also use our electronic medical records to facility chart
review for coding and other compliance issues.

The electronic medical record includes information about all of the treatments, procedures, diagnostics and
therapies provided to any patient. At Marshfield Clinic we utilize the record to assure that patients receive the
care that they need when they need it. CMS has shown that this pattern of practice may lead to improved
quality of care and substantial savings for the Medicare program,

We refer you to the most recent results of the Physician Group Practice Demonstration, released by CMS August
14, 2008, As a result of improved quality and efficiency made possible through the use of our HIT system in
this demonstration Marshfield Clinic will receive a payment from CMS of $5.78 million as a result of saving the
Medicare Trust Funds $7,226,966 as measured by CMS, under the terms and conditions of the project.

Just as the EMR can be a tool for increasing efficiency, it might also serve as a tool for identifying inefficiencies
or Intentional over-utilization of services. The EMR also has the potential to serve as an audit tool that could

throw fight on the diminishing utility of unnecessary, redundant or equivocal services. The problem that
Cungmsmustgrappﬁewiﬂ'lIsmatnmefeaturesufanefﬁuerlﬁﬂmnmavscarempmldersaway
from impl HIT jonal care i ture that could retain evidence of wrongdoing. HR 6357
dm'tschemtspmblem it makes it less likely that providers could perform operations related to their
treatment of patients that would leave an audit trail. We belleve that the audit trail and the resulting
accountability are in the public interest.

3. Do you feel the current HIPAA protections sufficiently guard patient privacy as it relates
to electronic records?

Congress will have to decide where it places its priority. HIPAA is not a perfect law, but it does protect patient
privacy. We might also add that electronic medical records are far more secure than paper records or any other
alternative. Individual privacy, however, has been utterly compromised because marketing organizations now
have many sophisticated toals to track consumer behavior, This information is valuable for marketi

and services to targeted individuals and populations. To address and deter this invasion into the privacy of
individuals, we recommend that congress strengthen enforcement of privacy violations.

What steps does the Marshfield Clinic take to ensure that information found patient’s
electronic records are kept private and used appropriately?

Marshfield Clinic has put in place the position of Data Security Officer. This is a general manager high-level
position reporting directly to the Chief Information Officer of the corporation.
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Marshfield Clinic audits all transmissions. For all access we know who accessed data, when and from what
device, These audit files are kept indefinitely and can be scrutinized either for random check or for specific
cause,

Access to the electronic health record is established within a role-based hierarchy. All employees are assigned a
role. Based on the role the employee is only granted access to information necessary to complete their job's
functions.

All informeation is maintained centrally. Information is only delivered to the workstation as a transient “screen
shot’, No patient data is ever stored remotely on the user workstations.

Education on the importance of security and confidentiality is continuous.  All employees are required to
annually sign a corporate confidentiality agreement as a term for continuing employment.

The following features complement the security of the Marshfield Clinic EMR:

+  Required complexity standards for password authentication,

»  Assignment of a primary device, typically a tablet computer for the vast majority of users.

+  Security warning to users when they log into a device that is different from the previous device they logged
into.

+  Role-based security for access to applications.

»  Screen designs that avoid casual exposure to patient health data.

o Device locking after a maximum 15 minutes of inactivity on a portable device, and after a maximum of 30
minutes on a tower workstation, :

+  Document-level audit trails of all user accesses to medical records.

+ Review of users' accesses of medical documents for both cause and for sampling of selected users' accesses
based on association profile with patients, e.g. co-workers, relatives, or neighbors,

+  Routine suppression of health protected on data warehouse reports.

o End user access agreements including our policy on patient privacy that must be reviewed and affirmed

yearly,

Encrypted transmission of wireless data (AES 128 bit)

Encryption of down-time data base.

Minimal storage of patient information on end user devices.

Physical security of main computer rooms,

Restricted access of programmers to patient data,

Anti-tamper hardware features of tablet computers.

Secure disposal of printed reports.

All computers have centrally managed virus/malware protection per industry best practice standards.

How does the Marshfield Clinic deal with employees who improperly access medical records?

All suspected breeches are investigated by the corporate data security officer and a senior staff attomey from
corporate legal services, Marshfield Clinic handles improper employee access through the Clinic's progressive
discipline policy, which may include termination. Discipline appropriate for the investigated findings is rendered.,
Flagrant and malicious breeches usually result in the termination of the offending employee.
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[Submissions for the Record follow:]
Alex Hill, Statement

Clinical patient data is stored in a variety of electronic systems. These systems
use a variety of programming languages and database systems to store and main-
tain the patient data. These systems encompass a mix of proprietary systems from
commercial vendors, open source systems and systems developed at taxpayer ex-
pense by government agencies. However, combining data from different systems (a)
to obtain a comprehensive view of an individual patient, or (b) to analyze large vol-
umes of data for public health purposes, is a major IT problem. This problem is par-
ticularly acute in U.S. Healthcare since the majority of computer systems used in
U.S. hospitals are based on legacy technologies, the most prominent of which is
MUMPS. This is particularly true in the case of the hospital networks of the Vet-
erans Administration (VistA) and the DOD’s Military Health System (AHLTA/
CHCS). However, it is also true of the systems offered by most of the leading com-
mercial vendors of hospital systems.

The above problems are not unique to Healthcare. The same challenges are faced
across all industry sectors whose systems are based on legacy technologies. Re-
cently, an Israeli software company, CAV Systems Ltd, developed a set of solutions
that address these challenges and the solutions are already being successfully de-
ployed there.

Since these solutions are not industry-specific, they can be equally well applied
to the challenge of legacy data and software in the U.S. Healthcare Industry. The
potential benefits include billions of dollars in savings and accelerated progress to-
wards the goal of a fully interconnected health IT infrastructure years ahead of
present estimates.

The Problem of Legacy Systems and Data

(1) MUMPS is used by ever 90% a majority of hospital EHR applications and in-
formation systems in the U.S.

1. What is MUMPS?

It is a programming and database system developed 4 decades ago at Massachu-
setts General Hospital. It was subsequently adopted by many in the Healthcare
community but is also used in other industry sectors.

2. The “pros”

At the time that MUMPS was conceived, the prevailing computer hardware, soft-
ware, and programming staff were oriented towards the needs and economics of
business rather than the needs of clinicians. MUMPS addressed the needs and eco-
nomics of the clinical side of hospitals—and did so successfully.

3. The “cons”

Computer Science has advanced considerably since MUMPS was conceived. Sev-
eral of its features that were viewed at that time as powerful, productive and bene-
ficial are today no longer viewed as “good practice” for designing and programming
complex systems such as Healthcare. Indeed it is the use of these features that is
the source of many of the challenges facing the U.S. Healthcare industry at the
present time. That is why they are today viewed as “bad practice”.

(2) Many hospital systems in use in the U.S. today are effectively “abandoned”
either because the vendors have gone out of business or have been acquired by com-
petitors whose interests are to “sunset” these legacy systems (because they are
based on MUMPS) and push new expensive systems that many hospitals—particu-
larly those serving rural and smaller communities—simply cannot afford. The result
is that “patient data is trapped” inside these legacy systems and cannot be accessed
in any convenient, timely and affordable manner by other clinicians outside of the
legacy system. This negatively impacts patient care.

(3) The cost of new Hospital Information Systems is staggering.

The power of computers has grown by orders of magnitude during the past two
decades and the relative cost has decreased. The sophistication and usability of soft-
ware has likewise advanced enormously during the same period and the relative
cost has decreased.

One would therefore expect the cost of Hospital Systems would reflect these
trends. However, with rare exceptions, the opposite has been the case. The costs of
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upgrading hospital systems, including new EHR technology, are running into the
tens of millions of dollars per hospital, and in some cases exceed a hundred million
dollars. Most hospitals cannot make this kind of investment in their systems.

(4) The short-to-medium term solution is a way to extract the data from these leg-
acy systems at an affordable cost:

1. M2R—Replicator (MUMPS to Relational):

The concept is simple: migrate the data from a legacy Mumps database to a more
modern relational database format (Oracle is one example of such a database). sach
as Oraele. The legacy application would continue to run and perform all of its tasks,
while the data is now available in a usable database format. The process can be set
up so that the data is automatically and continuously updated in the new relational
database. Once in the relational database, then all kinds of tools can be used to sort,
manage and analyze the data. This would be a way of extracting quality data for
Medicaid/Medicare, for example.

A detailed outline of this process was submitted by CAV Systems to TRICARE
Management Activity in December 2007 in response to “Joint DOD-VA Inpatient
EHR RFI: W81XWH-08-RFI-EHR”.

(5) The medium-to-long term solution is converting the legacy systems—the pro-
grams as well as the data—to prevailing technologies:

1. JUMPS (Java from MUMPS):

The concept is simple: create Java programs that are functionally identical to the
MUMPS programs—and do so with a very high level of automated procedures and
minimal manual intervention of IT professionals.

A detailed outline of this alternative approach was submitted by CAV Systems
Ltd to TRICARE Management Activity in December 2007 in response to “Joint
DOD-VA Inpatient EHR RFI: W81XWH-08-RFI-EHR”.

(6) The viability and effectiveness of the CAV Systems’ solutions has been dem-
onstrated to work in the U.S. in one of the most intractable systems to work with—
the Military Health System’s legacy CHCS system.

1. Proof of Concept (PoC)Project

The Department of Defense’s medical research arm, Telemedicine and Ad-
vanced Technology Research Center (TATRC), U.S. Army Medical Research
and Materiel Command, located at Fort Detrick, Maryland, recently funded a
Proof-of-Concept (PoC) project to validate the JUMPS technology [note: the M2R—
Replicator technology is a subset of JUMPS so the PoC project was effectively vali-
dating both]. The Report of the results of the project was delivered to TATRC at
the end of April 2008. Following are several quotes from the report:

o “The JUMPS technology works as claimed by CAV Systems. The JUMPS
technology is scalable and can handle very large M/Caché systems whose
scope and complexity are similar to those of CHCS.”

o “The JUMPS migration process itself is straightforward and the skills re-
quired to effectively use JUMPS are easily acquired by IT professionals famil-
iar with the M/Caché environment and the Java/Oracle environment.”

o “—JUMPS is the only technology and process presently known to both parties
that offers an automated methodology for the delivery of functionally identical
systems from M/Caché to Java/Oracle, and to do so in relatively short time-
frames—months rather than years.”

2. How can this new technology help VA/DoD interoperability/data-sharing
issues?

The most widely used database systems in today’s world in almost all industries
and all geographies are Oracle (from Oracle Corporation) and SQLServer (from
Microsoft) in the commercial proprietary area, and MySQL and PostgreSQL in the
Open Source sector.

CAV Systems’ solutions—M2R—Replicator and JUMPS—are designed to work
with any of these databases. This enables data that is trapped in legacy MUMPS
systems to be “set free” since the vast majority of modern software products are al-
ready designed to be used with these leading databases.

The Military Health System presently encompasses two different systems—
AHLTA with Oracle as its database technology and CHCS with MUMPS (or its pro-
priletary version named Caché from InterSystems Corporation) as its database tech-
nology.
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The Veterans Administration likewise encompasses two different systems—VistA
with MUMPS (or Caché) as its database technology and MyHealtheVet with Oracle
as its database technology.

Through the use of CAV Systems’ solutions, all patient data will be in Oracle.
This drastically simplifies the interoperability/data-sharing issues.

3. How this can be used as a national model?

The pilot project conducted by TATRC shows that these technologies can be used
to extract the data locked into the CHCS systems as well as to migrate the entire
program to a modern language, JAVA. This same model can be used for Mumps sys-
tems across the country. A Successful implementation by VA and DoD of interoper-
ability/data-sharing that combines legacy data (from MUMPS systems) with data
from modern systems such as Oracle would demonstrate the capability to the med-
ical community at large. It would demonstrate several factors, including the value
to patients and doctors alike, short time frames to a functional data exchange, as
well as the savings compared to alternative approaches.

Since most commercial health information systems are still based on legacy
MUMPS technology, the CAV Systems’ set of solutions can bring similar benefits
to the non-government sector of the healthcare community.

These technologies can save taxpayers billions of dollars and years of work in
building the national health infrastructure network.

CAV Systems Ltd is an independent software house with 3 decades of experience
and expertise in MUMPS. The aggregate MUMPS experience of the professional
staff exceeds 250 man-years. It also has extensive experience and expertise in bridg-
ing the legacy world of MUMPS with the modern world of web-based systems and
prevailing technologies such as Java and Relational Databases.

CAV Systems Ltd is the only company offering an approach (“process”) and ac-
companying technology that automates the migration of very large legacy MUMPS
systems to functionally identical Java/Oracle systems that can be deployed on com-
modity yet powerful platforms based on prevailing systems such as Linux—and can
do so in highly compressed timeframes (i.e. months, not years).

——

Beverly Miner, Statement

My name is Beverly Miner, Vice President and Executive Director of the National
E-Prescribing Patient Safety Initiative (NEPSI) for All scripts. All scripts is the
leading provider of clinical software, connectivity and information solutions that
physicians use to improve healthcare. The company’s unique solutions inform, con-
nect and transform healthcare, delivering improved care at lower cost. More than
40,000 physicians and thousands of other healthcare professionals in clinics, hos-
pitals and extended care facilities nationwide utilize All scripts to automate every-
day tasks such as writing prescriptions, documenting patient care, managing billing
and scheduling, and safely discharging patients, as well as to obtain key information
and connect with important stakeholders in the healthcare system.

The Committee is considering a bill which could bring healthcare into the modern
age by encouraging the broad adoption and use of health information technology.
The electronic prescribing program in the recently-passed Medicare bill—which en-
courages the use of e-prescribing when a physician is providing services to a Medi-
care patient—is a great first step toward this same goal because e-prescribing will
introduce physicians and others to the benefits of all electronic health records
(EHRs). However, more needs to be done on the e-prescribing front. Congress needs
to make sure that healthcare providers who do not serve the Medicare population—
those who serve Medicaid patients, children, and adults under 65—are e-prescribing.
We must first jump this e-prescribing hurdle together before moving on to the other
more complicated obstacles in our path to a comprehensive, fully interoperable
Health IT system.

Most importantly, we need to make sure that we are addressing the underserved
market by providing federal funds for e-prescribing to our safety net providers. If
the safety net is not e-prescribing, the patients it serves will not be able to receive
the increased quality of care that comes with e-prescribing. The Health IT bill that
is under consideration must include significant funding to help these healthcare pro-
viders get started e-prescribing.

The benefits of e-prescribing are well recognized. E-prescribing ensures that cru-
cial clinical information on patients and medications are delivered at the point-of-
care, enabling physicians (and their staff) to make informed decisions regarding the
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treatment for their patients and automating workflow that increases efficiency and
reduces errors.

The Centers for Medicare and Medicaid Services (CMS) reported in November
2007 that a shift to e-prescribing “could avoid more than two million adverse drug
events annually, of which 130,000 are life threatening” and “has enormous potential
to create savings in health care costs, through reduction of adverse drug events and
in improved workflows. One recent study estimated the potential savings at $27 bil-
lion per year in the United States.”

The Congressional Budget office estimated that the Medicare e-prescribing provi-
sions, alone, would save the Federal Government $2.1 billion over ten years. Imag-
ine the savings if e-prescribing were adopted by the healthcare providers that are
serving the rest of the nation.

Yet, only about 2% of the estimated 1.47 billion prescription transactions in 2007
were transmitted electronically. And only about 6% of office-based physicians are e-
prescribing. This presents a serious problem. In order to reduce avoidable medica-
tion errors—care providers need access to information from all physicians who are
prescribing for that patient. E-Prescribing benefits will not be fully realized until
it is adopted and utilized on a widespread basis.

Therefore, in 2007 All scripts partnered with a number of key stakeholders—such
as WellPoint, Aetna, Dell, Microsoft, Google, Sprint, and Cisco—to launch a nation-
wide initiative to provide an easy-to-use and secure internet-enabled e-prescribing
solution free of charge to all healthcare professionals across the nation who are eli-
gible to prescribe. This initiative, called the National E-Prescribing Patient Safety
Initiative (NEPSI), provides the software application, hosting, a drug interaction
database and a medication database.

Nevertheless, many physicians are not taking advantage of this free service. That
is because the necessary investment in e-prescribing goes beyond the cost of soft-
ware. Physicians face the likelihood of spending thousands of dollars on hardware,
infrastructure, training, and practice management. They will need to invest a great
deal of time and money to change their workflows to incorporate e-prescribing into
their practices and convert their paper records.

All scripts recommends that Congress provide federal funding through a dem-
onstration program or targeted grant program that will provide funds to healthcare
providers for hardware, infrastructure, training, and practice management. We rec-
ommend that those funds be targeted at healthcare providers who face the biggest
financial challenge and who otherwise might be unwilling to adopt e-prescribing—
safety net and primary care providers. At a minimum, these funds should be distrib-
uted in the same years that federal funding is distributed under the Medicare e-
prescribing program. Furthermore, in order to leverage the federal investment, Con-
gress may want to consider providing additional funding to physicians who are will-
ing to obtain their software for free from the private sector.

Thank you for considering my testimony.

———

Deborah C. Peel, Statement

Thank you for the opportunity to submit written testimony to the U.S. House of
Representatives Committee on Ways and Means regarding health information tech-
nology legislation and the importance of privacy. We commend the hard work of this
Committee and its staff.

The testimony being submitted here is on behalf of Patient Privacy Rights (PPR),
a national organization that educates consumers about the importance of health pri-
vacy, champions smart policies and technologies, and holds industry accountable to
protect what’s most valuable—our health, our families and our reputations. Patient
Privacy Rights has members in every state in the nation. While PPR prefers to work
collaboratively with providers and industry we are beholden only to consumers and
patients. PPR also leads the bipartisan Coalition for Patient Privacy, representing
over seven million Americans, who want their rights to control personal health in-
formation to be restored.

As founder of PPR, I learned about the importance of privacy directly from my
patients. A practicing physician in the field of psychiatry, I know effective treatment
depends upon the trust established and maintained between doctor and patient.
When 1 first entered private practice, people came and paid me cash on the barrel-
head because they had lost jobs or their reputations were ruined when someone saw
their health records that should not have.

Sitting face to face with patients for over thirty years and hearing how their pri-
vacy has been violated made me much more attuned to protecting their privacy. It
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is that long-term, human contact that has made me so passionate about restoring
privacy. Frankly, it is heart breaking to see the destruction caused when private,
intimate information gets in the wrong hands. PPR, in operation for just a few
years, hears daily from patients from every state in this nation, desperate for help
and looking for justice.

In this submitted testimony, we will reiterate why privacy is the lifeblood of effec-
tive healthcare and successful adoption of health IT. Additionally, we will suggest
ways to ensure both progress with health IT and privacy for all Americans. Finally,
we will focus some comments on H.R. 6357, the bill recently reported by the Energy
and Commerce Committee.

The importance of privacy

Privacy is about much more than minding one’s own business. We believe that
“who” can see, share or buy our most sensitive health information is a policy issue
that deserves extensive public debate and a roll call vote. Our personal health infor-
mation is worth billions of dollars. Continued open and easy access to that informa-
tion is the goal of the insurance industry, large employers, data mining industry,
drug companies, the for-profit research industry and others.

The lack of privacy is harmful and can be deadly. Millions of Americans avoid doc-
tors and delay medical care for fear their employers will find out, their insurers will
drop them or a vast world of strangers will know their most intimate mental, phys-
ical, or genetic details.

e According to HHS, two million Americans with mental illness do not seek
treatment due to privacy concerns.!

® 600,000 cancer victims do not seek early diagnosis and treatment.2

e Millions of young Americans suffering from sexually transmitted diseases do
rsl%tDﬁesek diagnosis and treatment (1 in 4 teen girls are now infected with a

e The California Health Care Foundation found that 1 in 8 Americans have put
their health at risk by engaging in privacy-protective behavior: Avoiding their
regular doctor—Asking a doctor to alter a diagnosis—Paying privately for a
test—Avoiding tests altogether.*

e The Rand Corporation found that 150,000 soldiers suffering from Post-Trau-
matic Stress Disorder (PTSD) do not seek treatment because of privacy con-
cerns.?

Avoidance and delay in seeking health care costs society in real dollars, quality
of care and life. Sadly, we have reached a point where some physicians find them-
selves having to choose between providing thorough, complete medical diagnosis and
treatment and putting their patients’ insurance coverage or even employment at
risk if sensitive information is shared.

HIPAA

Before proceeding with our recommendations for health IT legislation, we want
to reiterate the need to reduce the deficiencies and close the loopholes in the Health
Insurance Portability and Accountability Act (HIPAA). First, despite the fact that
HIPAA requires more stringent privacy-protective state laws and medical ethics to
prevail over the privacy ‘floor’ in HIPAA, the opposite has occurred. This is all the
more reason for federal law to ensure that what Americans say in the doctor’s office,
stays in the doctor’s office. This expectation that the Hippocratic Oath means doc-
tors will keep records private no longer holds true.

Second, HIPAA regulations allowing broad access to personal health information
for the purposes of treatment, payment and health care operations without consent
have created not only a radical shift in the traditional relationship we have had
with our trusted doctors, but created a vast, unregulated market that treats our
most personal information as a commodity. Data mining and sale of health informa-
tion is rampant. This was not the intent of Congress. In fact, clearly members of
the Energy and Commerce committee intended to stop this practice with the inclu-
sion of SEC. 312(d) in H.R. 6357. An excellent and timely example of this practice
specific to prescription records was highlighted just last week by journalists at Busi-

165 Fed. Reg. at 82,779

265 Fed. Reg. at 82,777

365 Fed. Reg. at 82,778

4CHCH Consumer Health Privacy Survey, June 2005

5“Invisible Wounds of War”, The RAND Corporation, p. 436 (2008)
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ness Week and the Washington Post (See “They know what’s in your medicine cabi-
net: how insurance companies dig up applicant’s prescriptions and use them to deny
coverage,” Business Week by Chad Terhune, July 23, 2008 and “Prescription data
used to assess consumers: records aid insurers but prompt privacy concerns,” Wash-
ington Post by Ellen Nakashima, August 4, 2008).

Third, until the HIPAA loopholes are closed we are strongly opposed to extending
HIPAA to cover personal health records (PHRs) and other non-HIPAA covered enti-
ties. While legislated policy is certainly needed to ensure privacy and security of
PHRs and the other advances in technology, requiring these entities to comply with
HIPAA would simply grant even more corporations the right to use protected health
information without consent, facilitating even more data mining and sale of Ameri-
cans’ sensitive health records.

Congress has an opportunity to correct the above mentioned deficiencies. We cau-
tion that any efforts to promote health IT without addressing the weaknesses in
HIPAA will compromise the success of any the health IT system. A system without
privacy will never produce the trust necessary to get the data needed for research,
for quality improvement, for comparative effectiveness, to lower costs, and to save
lives. Our mutual goal of progress and privacy is not only possible, it is the only
way Americans will fully participate in health IT and share personal information.
To achieve this goal we recommend the following specific measures for the commit-
tee’s consideration.

Recommendations

First, in H. R. 6357 the provisions in Sec 3002(b)(2)(B)(i) need to be strengthened
in order to ensure individuals can segment sensitive or erroneous information in
their electronic health records.

For example, a radiologist does not need to see psychiatric records, nor does a po-
diatrist need to know about a pap smear. Moreover, if a patient’s information is mis-
takenly entered in another patient’s electronic medical record as a result of medical
identity theft, that patient should be able to suppress that information by seg-
menting from the rest of their medical records, to avoid potentially catastrophic er-
rors. As currently drafted, the reported version of PRO(TECH)T only requires that
the Health IT Policy Committee consider and make recommendations on tech-
nologies that ensure segmentation. In the current bill, it is up to the Secretary to
determine if a recommendation for segmentation shall in fact be adopted.

Segmentation is already required for psychotherapy notes under HIPAA. The
states require that several categories of information not be disclosed with the rest
of general medical records without additional authorization, and federal law re-
quires addiction treatment information to be disclosed only with specific authoriza-
tion. Truly, any health IT system that fails to build segmentation into its design
is outdated. Systems capable of segmenting sensitive information, offer Americans
far greater privacy protections than those that do not. Technologies encouraged,
supported and required by the Federal Government should promote and ensure in-
novation. Functionality to enable consumers to segment sensitive health information
should be a policy required by Congress; the Secretary should be held accountable
to implement policies—not make them.

Second, strengthen the provisions in H. R. 6357 Sec 312(d) to ensure entities can-
not share, sell, re-sell, or disclose electronic health information in any format with-
out consent. The requirement to obtain consent before protected health information
is used for health care operations is a welcome step forward. However, this provi-
sion has two serious limitations.

(1) The definition of “Electronic Medical Record” is very limited. For example, it
excludes prescriptions and laboratory data that are not created by doctors or staff
at single institutions. Tying the consent requirement to this very limited definition
of an EMR, will not prevent the use of the majority of protected health information
for health care operations, which was PPR’s understanding of the stated intent and
purpose for adding this section to the bill.

(2) The restriction on disclosures without consent should apply to every entity that
may use protected health information, not just providers. In fact, providers are the
least likely to use protected health information for healthcare operations. Other cov-
ered entities and business associates, including insurers, data miners, researchers,
corporations and others are the primary ones that exploit this loophole in HIPAA.

Third, we recommend including the NCVHS definition of privacy in the bill,
“health information privacy” means an individual’s right to control the acquisition,
uses, or disclosures of his or her identifiable health data. The “P” in HIPAA does
not stand for privacy. It is important for all stakeholders to speak the same lan-
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guage. The definition of privacy is just as essential as any of the other terms defined
in this bill

Fourth, we recommend the committee first establish a solid understanding of the
actual uses of our personal health information in the marketplace. The health and
health IT industry is a world clearly developing far faster than government regula-
tions and standards. An essential part of this process should include investigations
and documentation of the actual uses of our health information and the various
markets that are sharing and selling our information today. With the exception of
recent reports highlighting alarming rates of breaches, and dismal privacy and secu-
rity within federal agencies, the public and Congress is frankly in the dark about
the widespread under-the-radar use of personal health information. Patient Privacy
Rights urges the committee to include provisions requiring a GAO (or similar body)
study on the following:

e The extent that Federal Government databases are shared with other federal,
state and local agencies.

e An accounting of all uses of personal health information for treatment, pay-
ment and operations by entities with federal health contracts.

In addition, we recommend Sec 303(b) of H.R. 6357 be revised so that reports cov-
ering reported HIPAA violations and the outcomes of those investigations are sub-
mitted quarterly versus only once/year. Furthermore, a report of all breaches of
PHI, the notification of the breach, corrective action and any history of repeat of-
fenders should be delivered to Congress quarterly. An investigatory hearing into the
health data mining industry and the sale of personal health information would also
be a very worthy exercise, bringing to light the massive secret misuse of the nation’s
sensitive personal health information.

Furthermore, clearly for privacy protections to be meaningful, they must be en-
forceable and enforced. We recommend that the RICO statute apply to entities that
violate the law and improperly use, sell or share personal health information. Such
entities should also be prohibited from winning any future federal contracts. Inclu-
sion of a qui tam like provision, which authorizes private citizens to assist govern-
ment prosecutors in enforcing the law, is also a proven mechanism to help accom-
plish the essential task of effective enforcement. Without it, prosecution of privacy
law violations will rarely be a high priority.

Thank you for the opportunity to present our concerns and recommendations to
the committee on this critical issue. We strongly believe that if we “build it right,
they will come.” If the electronic health information systems meet our citizens’ pri-
vacy needs, all Americans, not just early adapters, will utilize such progressive tools
and reap the potential rewards of health IT. We can and must ensure both progress
and privacy. Americans need Congress to ensure that consent for treatment protects
us as we come through the front door and laws preventing further disclosure and
onward transfer protects our sensitive information from flowing out the back door.
This is reasonable, achievable and will do worlds of good in this electronic health
IT arena.

———

Jeffrey Kendal, Statement

Thank you for the opportunity to submit this testimony on the vital topic of
health information technology. Expanding the use of information technology in the
health care sector has great potential to reduce costs and improve quality of care.
We commend the Subcommittee for focusing its attention on this critical area.

We have seen interoperable information technology systems drive tremendous im-
provements in customer service and cost containment in several industries over the
last couple of decades. The banking industry and the travel industry are two good
examples. They have utilized interoperable customer records and self-service tech-
nologies to dramatically improve the customer experience. The health care sector
has been slower to adopt these technologies, but we are now seeing technology adop-
tion start to pick up steam.

f_The reason health IT is gaining momentum is because of its well-established ben-
efits:

Reducing medical errors;

Expanding care to hard-to-serve areas through telemedicine;
Restraining the growth in health care costs;

Reducing wait times and unnecessary delays;

Empowering patients and their physicians.
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All of these benefits are achievable for health care organizations, ranging from
major medical centers to small town clinics. However, to maximize these benefits,
it is critical that we make more progress on creating broadly accepted standards for
interoperable electronic health records. Standardized EHRs are the key to unlocking
the most significant benefits of health IT.

A strong partnership between private industry and the Federal Government is
necessary to create these standards. That is why we support the work of the Na-
tional Coordinator for Health IT. We also support legislation being considered in
both the House and the Senate to strengthen the role of the Coordinator. These bi-
partisan bills would also solidify the role of the IT and health care industries as
partners in standards development, and provide funding for pilot projects in under-
served areas.

We hope that Congress will redouble its effort between now and adjournment to
pass this legislation this year. We also hope that Congress will resist the temptation
to add costly mandates that might have the unintended consequence of discouraging
private sector investment in health IT systems. If Congress passes a balanced, tech-
nology-neutral bill this year, it will help kick-start the drive toward a standardized
electronic health record.

While the path to nationwide health IT adoption has been somewhat slow, a num-
ber of hospitals, clinics and private practices around the country have been early
adopters, and they have found the benefits to be substantial. I will give you a brief
example with which we are familiar.

Empowering Patients—Reducing Wait Times:

The Medical Center of Central Georgia (MCCG) is a 600-bed acute care hospital
that serves a 30-county area. MCCG is home to the Georgia Heart Center, which
performs more than 1,100 heart surgeries each year. The hospital faced serious
challenges in its patient intake and registration process. Registration bottlenecks
led to some patients having to wait 20 to 25 minutes to see a registration clerk.
Doctors’ time was wasted because they had to wait while patients cleared the reg-
istration process. The process created stress for the staff and resulted in staff turn-
over.

In 2007, the hospital began piloting information technology tools designed to cre-
ate an electronic registration process. The system was built around electronic health
records and self-service kiosks. The results have been eye-opening. Patient wait
times have been reduced by about 20 minutes; doctors’ time is better utilized; staff
morale has improved; and patient satisfaction scores are higher.

In addition, the hospital has been able to reduce costs by eliminating repetitive
re-keying of information and scanning of paper documents. They have dramatically
improved efficiency by streamlining processes for capturing patient information,
submitting claims and managing medical records. At a time when declining reim-
bursements are pressuring hospitals to operate more efficiently, health IT systems
are helping to reduce costs and free up staff to focus on patient care.

As a result of this well-designed use of health IT, service to the patient has been
improved and the hospital’s resources are being better utilized—a win-win for every-
one.

Conclusion:

This example illustrates the benefits of one type of health IT—self-service tech-
nologies. These technologies empower patients, reduce errors, shorten wait times,
and eliminate repetitive data entry requirements. Demand for, and acceptance of,
time-saving self-service technologies is growing rapidly. Our annual survey con-
ducted this spring found that 89% of health-care customers are willing and able to
take advantage of self-service systems. It also found that 46% of respondents consid-
ered increased privacy a key benefit of self-service technologies.

This is just one type of health IT. There are many other beneficial health IT sys-
tems, including e-prescribing to reduce dangerous medication errors, and tele-medi-
cine to expand health care access.

The benefits and savings associated with health IT investments are compelling.
Electronic health records and the health IT systems that they empower will help
to improve patient safety and rein in the high cost of health care. Congress can help
foster continued adoption of health IT by:

o Passing Health IT legislation this year;
e Avoiding technology mandates that discourage investment in new tech-
nologies;
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e Avoiding other types of mandates that may discourage investment in health
IT systems; and

e Conducting regular oversight of the process of establishing health IT stand-
ards.

Thank you again for the opportunity to submit this testimony, and thank you for
the constructive role you are playing in helping to promote the benefits of health
IT. I would be happy to provide any additional information that would be helpful.

———

John J. Castellani, Statement

Business Roundtable is an association of 160 chief executive officers of leading
U.S. companies with $4.5 trillion in annual revenues and more than 10 million em-
ployees. Member companies comprise nearly a third of the total value of the U.S.
stock markets and represent over 40 percent of all corporate income taxes paid to
the Federal Government. Collectively, Business Roundtable companies returned one
hundred fourteen billion dollars in dividends to shareholders and the economy in
2006. The goal of Business Roundtable’s public policy priorities is to ensure a vi-
brant economy and a competitive workforce. High health care costs are inhibiting
job creation, hurting our ability to compete in global markets and straining the
household incomes of many Americans. For Business Roundtable CEOs, health care
costs are the number one cost pressure they face.

Business Roundtable companies provide health care coverage to more than 35 mil-
lion Americans. We believe an affordable, accessible, high-quality health care system
is of critical importance not only to Roundtable companies but to all Americans.
Health information technology (HIT) is an essential component of a high quality
21st century health care system that would promote efficiencies, reduce errors and
provide the technological platform to assess the quality and value of health care.

To advance our health system, the health care industry needs to invest in and
deploy HIT. In order for this to happen the industry needs to know the rules will
not change and that is why Congress must act. Four things must be done at the
federal level:

o Establish federal leadership for a public-private process to set standards;

o Offer financial incentives to encourage the adoption of HIT

e Educate Americans on the value of electronic health records and information
on the quality of providers; and

o Address privacy and security questions as the system is deployed.

Our health care system is one of the few segments of the American economy that
has not been transformed by modern, efficient information technology. This is not
just inconvenient—it’s costly and, in some cases, even lethal. An estimated 98,000
people die each year from medical errors, many of which might have been prevented
with accurate and up-to-date electronic records. According to the RAND Corpora-
tion, widespread adoption of health IT has the potential to save as much as $165
billion a year from efficiencies and improved health outcomes.

When widely implemented, information technology will deliver a whole new di-
mension of choice, convenience and control to America’s health care consumer. Pa-
tients will be able to access their medical histories, underserved communities in
rural areas and inner cities will enjoy greater access to health care, adult children
will be better able to care for their aging parents from far away, and doctors will
be able to better monitor their patients.

We encourage the Committee to allow the adoption of HIT in the Medicare pro-
gram. In June 2007, Business Roundtable released “Principles for Reform,” which
includes the principle that our health care system should promote and reward qual-
ity performance and the use of HIT. We recognize that payers in our health care
system may need some incentives, either increased reimbursement or grants and
loans, to encourage the adoption of health information technology.

We also applaud the introduction of HIT legislation by several leaders in Congress
including: Energy & Commerce Chairman John Dingell (D-MI) and Ranking Mem-
ber Joe Barton (R-TX) for their introduction of H.R. 6357, the bipartisan “Protecting
Records, Optimizing Treatment, and Easing Communication through Health Care
Technology Act,” or “PRO(TECH)T Act;” Congresswoman Anna Eshoo (D-CA) and
Congressman Michael Rogers (R-MI), for the introduction of H.R. 3800, the bipar-
tisan “Promoting Health Information Technology Act;” and the Senate’s bipartisan
S. 1693 “Wired for Health Care Quality Act.”
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These bills would establish the foundation in law that is required for the wide-
spread deployment of health IT. With this foundation, the adoption of health infor-
mation technology would be accelerated and our U.S. health care system would be-
come more efficient and effective which would benefit all Americans.

Business Roundtable CEOs have joined in a “Call to Action” (Divided We Fail)
with AARP, the Service Employees International Union (SEIU) and the National
Federation of Independent Business (NFIB) to engage the American people, busi-
nesses, non-profit organizations and elected officials in finding bipartisan solutions
like health IT to ensure affordable, quality health care for all. Congress, the Admin-
istration, the health care industry and the public are united behind HIT, and the
Roundtable has made HIT legislation our number-one health care reform priority for
2008.

Congress has the opportunity to take a big first step toward the goal of an afford-
able, accessible, high-quality 21st century health care system. We urge all members
of Congress to pass legislation similar to the bills cited above that can be signed
into law by the President during this Congress.

——

The Computing Technology Industry Association, Statement

Introduction

Chairman Stark, Ranking Member Camp, and Members of the Subcommittee,
thank you for holding this important hearing to explore options of promoting of
health information technology (HIT). My name is Roger J. Cochetti and I am sub-
mitting testimony on behalf of the Computing Technology Industry Asso-
ciation (CompTIA) representing our 20,000 member companies.

While nearly every industry has digitized records and communications, the health
care industry remains in the analog, pen-and-paper world. Daily, there are new
breakthroughs in medical imaging technology, yet the orders for such exams remain
hand-written. The current regime of paper records is costly, inefficient, unsecure,
and frequently impedes patients from receiving best care possible.

This is a real issue affecting the cost and quality of health care in America, and
this issue is in urgent need of an immediate response. We believe your efforts to
focus both congressional and public attention on this issue are most important.

CompTIA Overview

The Computing Technology Industry Association represents the business interests
of the information technology industry. For over 25 years, CompTIA has provided
research, networking, and partnering opportunities to its over 10,000, mostly-Amer-
ican, member companies. Nearly 75% of our membership is comprised of American
Value Added Resellers, or VARs. These small, system integrators set up and main-
tain computer systems and networks for small businesses—including medical prac-
tices. An estimated 32,000 American VARs sell some $43 billion dollars worth of
computer hardware, software, and services—mostly to the small businesses that
drive the American economy. This means that around one-third of the computer
hardware and software sold in the U.S. today is sold by VARs.

As further background, in addition to representing the interests of VARs,
CompTIA also works to provide global policy leadership for the IT industry through
our headquarters in Chicago and our public policy offices in Washington, Brussels,
Hong Kong, and Sao Paulo.

Finally Mr. Chairman, for most people who work with computer technology,
CompTIA is probably best known for the non-policy-related services that it provides
to advance industry growth through standards, professional certifications, industry
education, and business solutions. In order to most effectively serve the industry
and our members, CompTIA has developed specialized initiatives and programs
dedicated to major areas within the IT industry.

Today, over one million IT professionals—mostly American technology workers—
possess one or more CompTIA certifications; and each month between 10,000 and
15,000 American IT workers take one or more of the CompTIA certification exams.

The Issue: Cost vs. Benefit

As the Committee is well aware, the benefits of HIT—ranging from e-prescribing
to portable, interoperable electronic health records—are far reaching. A RAND
study in 2005 estimated that HIT could yield an annual net savings to the health
care sector of about $80 billion per year if all providers and hospitals adopted health
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information technology and used it appropriately.! With total spending for health
care at about $2 trillion per year, this represents a 4% savings. These savings would
be the result of better administration of scheduling, coordination, and billing, better
utilization of nurses—who could increase the portion of their time with patients as
opposed to administrative work, increased safety, reduced hospital stays, and more
efficient drug treatments. All of these benefits lead to the most important benefit
of HIT, improved patient care. Portable, interoperable electronic health records
(EHRs) will reduce medical errors, increase collaboration amongst physicians, and
improve disease prevention and management.

Unfortunately, approximately only 4 percent of physicians have fully functional
EHR systems and only 13 percent have even basic EHR systems.2 It is signifi-
cant to note that physicians who practiced in groups of at least 50 were three
times more likely as those in very small practices (three doctors or less) to have a
basic EHR system.3 Clearly, practice size impacts HIT uptake and should be ad-
dressed in any legislative solution.

Other impediments to uptake include cost in time and money, concerns about li-
ability, lack of trained personnel, hesitance to change, concern about standards, and
the fact that doctors bear the brunt of the cost but patients and payors receive most
of the benefit. Purchasing and installing an electronic prescribing system costs a
practice several thousand dollars and implementing a full EHR system costs tens
of thousands of dollars. Additionally, a practice must bear the cost of downtime re-
quired to install the system and train employees, as well as annual maintenance
and any new liabilities. While a practice can be back online at full capacity in a
short time-period, the initial estimates can be daunting. In addition to being hesi-
tant to change, the possibilities of transitioning to a new system before all technical
standards have been established or creating a new area of liability gives physicians
further pause. Finally, if a practice makes it to the point of full implementation, the
cost savings highlighted above are not captured by the physicians, but rather the
payors. As such there is little motivation for individual doctors and smaller medical
practices to implement HIT that could have a transformative impact on health care.

Solutions

CompTIA was glad to see positive first steps in promoting HIT when Congress
included e-prescribing provisions in the recently passed “Medicare Improvements for
Patients and Providers Act of 2008” (P.L. 110-275). Both lives and money will be
saved as medication errors from incorrect dosages, allergies, and negative inter-
actions are decreased. However, this was only the first of many necessary steps to
promote broad implementation of HIT.

In order to succeed in establishing broad, portable, interoperable HIT, medical
care providers—particularly small providers—must be encouraged to implement and
maintain HIT systems in their practices. HIT will not be universally successful un-
less it is adopted by the broadest health care provider group—the small health care
practitioner. Clearly, the predominant obstacle for this group will be the costs of
purchase, installation, and maintenance of a HIT system for their practice. In this
regard, CompTIA continues to call for incentives that will enable small health care
providers to join in the HIT evolution.

In his testimony, Dr. Orszag explained that “carrots” only benefit those already
on the verge of implementing HIT, whereas sticks will influence behavior through-
out the medical industry. While this may be true, it does not address the fact that
smaller practices face ever-tightening profit margins and cannot rationalize such a
large investment with such a little return. It is imperative that the Committee con-
sider who pays the cost and who bears the benefit of implementing HIT. Doctors
and practices cannot bear the cost of “sticks” without the benefit of “carrots” as well.
CompTIA has long supported tax credits for physicians that implement HIT. As the
Committee develops draft legislation, they must consider the cost to physicians, ad-
dress the concerns of both large and small practices, and consider other impedi-
ments, such as liability.

1Hillestad R, Bigelow J, Bower A, Girosi F, Meili R, Scoville R, and Taylor R, “Can Electronic
Medical Record Systems Transform Healthcare? An Assessment of Potential Health Benefits,
Savings, and Costs,” Health Affairs, Vol. 24, No. 5, September 14, 2005.

2“Physician Adoption of Electronic Health Records Still Extremely Low, but Medicine May Be
At a Tipping Point,” Health Information Technology Adoption Initiative press release, June 18,
2008. http://hitadoption.org/index.php?module=News&id=cntnt01&cntnt0laction=
detail&cntntOlarticleid=4&cntnt01lreturnid=30

31bid.
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Conclusion

The cost of health care is growing astronomically. HIT could be a valuable tool
in curbing some of the costs, while improving health care quality and security but
broad implementation will remain a pipe dream until there are financial incentives
in place for doctors and small practices to implement systems and the standards for
definitions, interoperability, and privacy are addressed. As the Committee develops
legislation, we encourage you to include financial incentives for uptake—especially
for small practices—and further the standards discussions.

CompTIA is hopeful that technology will revolutionize health care through HIT
in the same way technology and digitization has revolutionized other industries. We
are confident that robust, interoperable HIT systems will lead to better patient care
and cost savings. We thank you for the opportunity to voice our concerns and rec-
ommendations, and look forward to reading draft legislation as soon as it is avail-

able.
O
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